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Preface

Static Analysis is increasingly recognized as a fundamental tool for program
verification, bug detection, compiler optimization, program understanding, and
software maintenance. The series of Static Analysis Symposia has served as the
primary venue for presentation of theoretical, practical, and applicational ad-
vances in the area.

This volume contains the proceedings of the 13th International Static Analy-
sis Symposium (SAS 2006), which was held 29-31 August 2006 at Seoul National
University, Seoul, Korea. A total of 80 papers were submitted; the Program
Committee held a 6-day long online discussion, during which they selected 23
papers. The selection was based on scientific quality, originality and relevance
to the scope of SAS. Almost all submissions were reviewed by three (or more)
PC members with the help of external reviewers.

In addition to the 23 accepted papers, this volume also contains abstracts of
talks given by three invited speakers: Manuvir Das (Microsoft), Peter O’Hearn
(Queen Mary, University of London), and Hongseok Yang (Seoul National
University).

On behalf of the Program Committee, I would like to thank all of the authors
who submitted papers. I would also like to thank the members of the Program
Committee for their thorough reviews and dedicated involvement during the
paper selection process, and all the external reviewers for their invaluable con-
tributions. I would also like to thank the Steering Committee for their help and
advice. Last but not least, I would like to thank Deokhwan Kim for his help
in preparing this volume and in maintaining the on-line conference system, and
Hyunjun Eo for the local arrangements.

June 2006 Kwangkeun Yi
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In Memoriam: Alain Deutsch (1965-2006)

It is with great sadness that we must note the untimely death of Alain Deutsch,
one of the foremost researchers in static analysis.

From 1988 to 1992, Alain conducted his PhD research at Ecole Polytechnique,
under the direction of Christian Queinnec and Patrick Cousot. His thesis, enti-
tled Modéles Opérationnels de Langage de Programmation et Représentations de
Relations sur des Langages Rationnnels avec Application a la Détermination Sta-
tique de Propriétés de Partages Dynamiques de Données, was a landmark work,
employing abstract interpretation, temporal logic, and formal-language theory to
produce powerful aliasing and lifetime analyses for data structures of programs
in higher-order languages. Alain’s development of “storeless semantics,” where
rational trees and right-regular equivalence relations are used in place of envi-
ronments and stores to give access-path semantics to data structures, initiated
a line of research that continues to this day.

Following post-doctoral studies at Carnegie-Mellon University, Alain joined
INRIA Rocquencourt in 1993, where he continued his research in static analy-
sis and published seminal papers in the Principles of Programming Languages
(POPL) and Programming Language Design and Implementation (PLDI) con-
ferences. With Patrick Cousot, he jointly supervised the PhD research of Bruno
Blanchet.

Alain is perhaps best known for his efforts at Polyspace Technologies Com-
pany; at the time of his death, he was Polyspace’s Chief Technical Officer. The
company was an outgrowth of a project conducted by Alain and his colleagues at
INRIA in 1996, where Alain’s techniques were applied to a post-mortem analysis
of the software of the Ariane 501 rocket. Their successes at error detection for
the 501 and validation of the software of its successor, the Ariane 502, inspired
Alain and Daniel Pilaud in 1999 to co-found Polyspace, a company dedicated
to development of verification and validation tools for on-board, real-time soft-
ware. At Polyspace, Alain helped produce a family of sophisticated tools that
analyze annotation-free software to validate correct behavior in variable initial-
ization, array indexing, arithmetic, type casts, and pointer deferencing — all
the classic problems addressed by static analysis researchers, handled all to-
gether. Polyspace’s tool set has been used with great success by companies in
the aerospace, automotive, medical instrument, and defense industries, and the
company has grown from a group of ten to a multi-national corporation with
offices in France and the United States.

Above all, Alain was a brilliant, incredibly hard working, friendly, sympa-
thetic individual. He will not be forgotten.
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Unleashing the Power of Static Analysis

Manuvir Das

Program Analysis Group
Center for Software Excellence
Microsoft Corporation
manuvir@microsoft.com

The last few years have seen a surge of activity in the static analysis community
on the application of static analysis to program verification and defect detection.
Researchers have long believed in the benefit of exposing and fixing potential
defects in a program before it is ever run, especially when the program can be
made correct by construction, as in the case of compiler-enforced type systems.
But every static analysis tool (other than a compiler’s type checker) ever built,
no matter how precise, suffers from the same fatal flaw in the eyes of the pro-
grammer: Defect reports do not come with known user scenarios that expose
the defects. Therefore, programmers have been loathe to examine and fix defect
reports produced by static analysis tools as a routine part of the software de-
velopment process. In spite of recent advancements in analysis techniques, there
are no papers we are aware of that report programmers fixing more than a few
dozen defects.

Like many others, we at the Program Analysis group at Microsoft have spent
the last few years building defect detection tools based on static analysis. For
the last two years, we have focused our efforts on pushing these tools into the
regular software development process of the largest products groups at Microsoft,
involving thousands of developers working on tens of millions of lines of code
against strict deadlines. Our goal was to answer the following question: If we do
enough engineering on the tools, will a large group of programmers who build
software for money adopt the tools? In other words, will programmers recognize
the inherent preventive value of static analysis?

We are now in a position to answer this question. Programmers have fixed
over 25,000 defects reported by our tools in the last 12 months, and they have
added over 500,000 formal specifications of function pre-conditions and post-
conditions to their programs. Today, many of our tools are enabled by default
on the desktop machines of every programmer in the organization. Programmers
only enter properly specified, defect-free code into the source code repository.
Some of our tools are based on heavyweight global static analysis; these tools
are run periodically in a centralized manner, and the defects identified by the
tools are filed automatically into the defect database of the product.

In order to achieve this result, we have leaned heavily on advancements from
the static analysis community, including but not limited to abstract interpreta-
tion [T], inter-procedural dataflow analysis [2], linear constraint solving, memory
alias analysis [3], and modular analysis with formal specifications [4l5].

K. Yi (Ed.): SAS 2006, LNCS 4134, pp. 1-2] 2006.
© Springer-Verlag Berlin Heidelberg 2006



2 M. Das

We have used these ideas to build a suite of static analysis tools that in-
cludes: A global inter-procedural symbolic evaluator (PREfix [6]) for detecting
memory usage errors; a global inter-procedural path-sensitive dataflow analy-
sis (ESP [7l8]) for detecting security vulnerabilities and concurrency defects;
a local intra-procedural abstract interpretation with widening and linear con-
straint solving (espX [9]) for detecting buffer overruns; a global inter-procedural
dataflow analysis (SALinfer [9]) for inferring function pre-conditions and post-
conditions; and a formal language of function specifications (SAL [9]) that is
understood and enforced by all of our tools. SAL is now available to program-
mers at large via the Visual Studio compiler and various developer kits that are
released periodically by Microsoft.

Along the way, we have learnt important lessons about what it takes to con-
vince programmers to adopt static analysis tools, and which areas of static anal-
ysis research would be of the most benefit to software developers.
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Static Analysis in Disjunctive Numerical
Domains

Sriram Sankaranarayanan, Franjo Ivancié¢, Ilya Shlyakhter, and Aarti Gupta

NEC Laboratories America,
4 Independence Way, Princeton, NJ

Abstract. The convexity of numerical domains such as polyhedra, oc-
tagons, intervals and linear equalities enables tractable analysis of soft-
ware for buffer overflows, null pointer dereferences and floating point
errors. However, convexity also causes the analysis to fail in many com-
mon cases. Powerset extensions can remedy this shortcoming by consid-
ering disjunctions of predicates. Unfortunately, analysis using powerset
domains can be exponentially more expensive as compared to analysis
on the base domain. In this paper, we prove structural properties of fixed
points computed in commonly used powerset extensions. We show that
a fixed point computed on a powerset extension is also a fixed point in
the base domain computed on an “elaboration” of the program’s CFG
structure. Using this insight, we build analysis algorithms that approach
path sensitive static analysis algorithms by performing the fixed point
computation on the base domain while discovering an “elaboration” on
the fly. Using restrictions on the nature of the elaborations, we design
algorithms that scale polynomially in terms of the number of disjuncts.
We have implemented a light-weight static analyzer for C programs with
encouraging initial results.

1 Introduction

Static analysis over numerical domains has been used to check programs for
buffer overflows, null pointer references and other violations such as division by
zero and floating point errors [26/4J12]. Numerical domains such as intervals,
octagons and polyhedra maintain information about the set of possible values
of integer and real-valued program variables along with their inter-relationships.
The convezity of these domains makes the analysis tractable. On the other hand,
fundamental limitations arising out of convexity leads to imprecision in the anal-
ysis, ultimately yielding many false alarms. Elimination of these false alarms is
achieved through path-sensitive analysis by means of disjunctive domains ob-
tained through powerset extensions. Such extensions can be constructed sys-
tematically from the base domain using standard techniques [148].

Powerset extensions of numerical domains consider a disjunction of predicates
at each program location. While the presence of these disjuncts helps surmount
convexity limitations, the complexity of the analysis can be exponentially higher
due to more complex domain operations and also due to the large number of

K. Yi (Ed.): SAS 2006, LNCS 4134, pp. 3-[I7] 2006.
© Springer-Verlag Berlin Heidelberg 2006



4 S. Sankaranarayanan et al.

disjuncts that can be produced during the course of the analysis. Furthermore,
the presence of disjuncts requires special techniques to lift the widening from
the base domain up to the disjunctive domain [2].

Controlling the production of disjuncts during the course of the analysis is
one of the key aspects of managing the complexity of the analysis. The design of
such strategies can be performed by techniques that annotate data flow objects
by partial trace information such as trace partitioning [21/16], and other path-
sensitive data-flow analysis techniques that implicitly manage complexity by
joining predicates only when the property to be proved remains unchanged as a
result [I1], or “semantically” by careful domain construction [2012].

In this paper, we first show that fixed points computed over powerset exten-
sions correspond to fixed points over the base domain computed on an “elab-
oration” of the CFG. As a result, the complexity of flow-sensitive analysis can
also be controlled by means of a strategy for producing elaborations of the CFG
being analyzed. We consider analysis techniques that perform the fixed point
iteration hand in hand with the construction of the elaboration that character-
izes the fixed point. As an application, we consider bounded elaborations, that
correspond to power-set extensions wherein the number of disjuncts in each ab-
stract object is bounded by a fixed number K. We discuss the implementation
our ideas in a light weight static analyzer for the C language as a part of the
F-Soft project [I§] and demonstrate promising results.

This paper is organized as follows: Section [2] presents preliminary concepts of
abstract interpretation and presents numerical domains along with their limi-
tations. Powerset extensions are presented in Section [Bl Section [ presents the
notion of an elaboration and techniques for constructing an elaboration while
performing the analysis. Section [ describes our implementation and results over
some benchmark programs.

2 Preliminaries

We present basic notions of abstract interpretation and numerical domains.

Programs and Invariants

Since the paper focuses on static analysis over numerical domains, we may
regard programs as purely ranging over integer or real-valued variables. Let
V = {x1,...,2,} denote integer-valued program variables, collectively referred
to as . The program operations over these variables include numerical opera-
tions such as addition and multiplication. We shall assume first-order predicates
over the program state belonging to an appropriate language. Given such a
predicate v, the set of valuations to @ satisfying v is denoted [¢]. A program
is represented by its Control-flow graph(CFG).

Definition 1 (Control-flow Graphs (CFGs)). Formally, a CFG is a tuple
. (V,L,T,0y,0):
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— L: a set of locations (cutpoints);

— T : a set of transitions (edges), where each transition T : £; — {; is an edge
between the pre-location ¢; and a post-location ¢;. Each transition models
the changes in the values of program variables using a transition relation.

— Yy € L: the initial location; © is an assertion over x representing the initial
condition.

A state s of the program maps each variable x; to an integer value s(x;). Let
X7 denote the set of program states. The relational semantics of a transition can
be modeled using the notion of a (concrete) post condition:

Definition 2 (Post Condition). Let S C X be a set of states. The (concrete)
post condition S" : posts(S,T) across a transition T is a set of states S" C X.
The post condition models the effect(s) of executing T on each state satisfying S.

An assertion v over x is an invariant of a CFG at a location £ iff it is satisfied
by every state reachable at £. An assertion map associates each location of a
CFG with a predicate. An assertion map 7 is invariant if n(¢) is an invariant,
for each £ € L. Invariants are established using the inductive assertions method
due to Floyd and Hoare [I3I17].

Definition 3 (Inductive Assertion Maps). An assertion map n is inductive
iff it satisfies the following conditions:

Initiation: [©] C [n(4)],
Consecution: For each transition T : £; — £,

post£([n(€:)],7) € [n(4;)] -

It is well known that any inductive assertion map is invariant. However, the
converse need not be true. The standard technique for proving an assertion
invariant is to find an inductive assertion that strengthens it.

Abstract Interpretation

Abstract interpretation [7] is a generic technique for computing inductive asser-
tions of CFGs using an iterative process. In order to compute an inductive map,
we start from an initial map and repeatedly weaken the predicates mapped at
each location to converge to a fized point. The assertions labeling each location
can be shown to be inductive when the fixed point is reached.

Abstract Domain. In order to carry out an abstract interpretation, we define
an abstract domain along with some operations on the elements of the abstract
domain known as the domain operations. Informally, an abstract domain is a
lattice of predicates I" over the program state including the assertions T and
L representing true and false respectively. The domain is defined by the ab-
stract lattice (I', =) and the concrete lattice of sets of program states ordered
by inclusion (2%, C) along with the abstraction function o : 2* + I" and the
concretization (or the meaning) function v : I' — 2%¥. A key requirement is
that a,v form a Galois connection (see [7I9] for comprehensive surveys). The
abstract domain operations include:
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Join. Given dy,...,d,, € I', their joind : dy U...Ud,, € I satisfies d; = d.

Meet (Intersection). Given di,...,d,, € I', their meet d : dy M ...MNd,,
satisfies d = d;.

Post-Condition. Given d € I" and a transition 7, its abstract post condition
d' : post(d,T) satisfies

post5(v(d), 7) € y(postr(d, 7))

Note that if the abstract domain is clear from context, we may drop the
subscript from the abstract post condition.

Inclusion Test. Given objects di and do, decide if dy = da.

Widening. Given di,dy € I such that di |= do, their widening d : d; Vds over-
approximates the join, i.e., di U da |= d. Repeated applications of widening
on an increasing sequence of abstract objects, guarantees convergence to a
fixed point in a finite number of iterations.

Other operations of interest include projection, which is commonly used to
eliminate variables that are out of scope in inter-procedural analysis and the
weakest precondition, which may be used to refine the abstraction in case of
failure to prove a property.

Forward Propagation. An abstract assertion map 1 : L +— I labels each CFG
location ¢ with an abstract object n(¢) € I'. An abstract assertion map 7 is
inductive iff the map v on is an inductive assertion map. Given a CFG II along
with an abstract domain I', forward propagation seeks to construct an inductive
abstract assertion map, iteratively as follows:

Initial Step. The initial map 7(?) is defined as follows:

O, L=/,
U(O)(fo) Z{ ’

1, otherwise.

Iterative Step. The iterative step computes the join of the current assertion
at a location ¢ with the post-condition of all its incoming transitions

() =D (o) u |_| postr(n (¢;),7;) -

T Lj—L

For convenience, we denote this as n(*+1) = F(n(®). Note that § is monotonic
w.r.t |, ie., n0 ) = it () for allle L.
Convergence. Convergence occurs if 7+t (¢) = 5@ (¢) for each £ € L.

For the sake of simplicity, we do not consider the use of narrowing to improve
the fixed point in this discussion. Given an initial map (%), forward propagation
computes 70D iteratively as §(n¥) until convergence n(*+1 (¢) = ) (£). Such
a map is a fized point w.r.t §. It can be shown that a fixed point map is also
inductive. Hence, if the forward propagation converges, it results in an inductive
assertion at each cutpoint. Convergence is guaranteed in finitely many iterative
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steps if the domain satisfies the ascending chain condition. Examples of such
domains include finite domains and notably the domain of linear equalities [19].
On the other hand, domains such as intervals and polyhedra do not satisfy
this condition. Hence, the widening operation V is used repeatedly to force
convergence in finitely many steps.

Numerical Domains. Numerical domains such as intervals, octagons and poly-
hedra reason about the values of integer or real-valued program variables. These
domains are widely used to check programs for buffer-overflows, null pointer
dereferences, division-by-zero, floating point instabilities [4].

The interval domain consists of interval predicates of the form A, z; € [l;, u;]
with the possibility of open intervals. The complexity of the domain operations
is linear in the number of variables. Analysis techniques for this domain have
been widely studied [6122]. The octagon domain due to Miné consists of as-
sertions of the form A +z; + z; < c along with interval constraints over the
variables. The nature of the constraints in this domain permits a graphical rep-
resentation and the computation of many domain operations using the short-
est path algorithm as a primitive. The operations in this domain are at most
cubic in the number of variables. The polyhedral domain consists of convex
polyhedra over the program variables represented by constraints of the form
Nao + arx1 + - -+ + anz, > 0 [I0[15]. Domain operations over this domain are
expensive (exponential space in the size of the polyhedra). However, relaxations
of the operations and the structure of the constraints in the domain can yield
polynomial time approximations to these operations [25/2423|[5].

One of the key properties of these domains is that of converity. Convex-
ity makes the domain operations tractable. However, it also limits the ability
of these domains to represent sets of states. For instance, consider a convex
predicate including states A and B represented as points 1, xs in R™. Such a
predicate necessarily includes states that lie on the line joining these two points.
In many cases, the reachable states of a program form a non convex set in R"™.
Therefore, convex abstract domains cannot represent such sets without the ad-
dition of spurious states. Such a drawback leads to cases wherein the domain
is fundamentally unable to compute an invariant that proves the property of
interest.

Ezample 1. Figure [Il shows a program that stores the result of a condition 0 <
1 < 9 in a variable x. The table to the right shows the invariants computed after
each labeled location. Note that the invariant ¢ < 9, required at L4 to prove the
absence of overflows, cannot be established. Although the program is free from
overflows, convex numerical domains will not be able to establish correctness.

Powerset extensions are used to remedy the problem of convexity.

3 Powerset Extensions

Given a base abstract domain of predicates, a powerset extension of the domain
consists of disjunctions of the base domain predicates.
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int a[10]
if (i>0Ai<9) then
1Ll: r:=1 Location Invariant

es[(lez 0 L1 1 >0Ni<9Ax=1
q :fx " L2 =0

Er?:' i L3 0<zAnz<1
c L4 =1

if x =1 then .
L4: afi] :=---

end if

Fig. 1. Example program (left) and the polyhedral invariants (right)

Definition 4 (Powerset extension). A powerset extension of an abstract do-
main (I, =) is given by the domain <f, ):> such that

I'={S: (di,....dy) | dicl, m>0}.
The concretization function 4 for a powerset extension is defined as 4(S) =
Uges 7(d). The abstraction function &(X) can be defined in many ways, for

instance &(X) = {a(X)}. The ordering relation |; may be defined in many
ways to derive different extensions. However, any such definition needs to be
faithful to the semantics induced by 4, i.e. if S1|E=Sa then 4(S1) C 4(S2).

Ezxtending Partial Orders. The natural powerset extension is obtained by con-
sidering <ﬁ, |=N> such that S; =x Se iff 4(S1) C 4(S2). This is the partial
order induced by the concrete domain on the abstract domain through 4. The
Hoare powerset extension [=p is a partial order defined as follows:

St ':p Sy <— (Vd1 c 51) (3 dy € SQ) dq ): ds .

Informally, we require that every object in S; be “covered” by some object in
Ss. This can be refined to yield a Egli-Milner type partial order =gy [112]

S1 ':EM Sy <— S| = 0 or (Sl ':P S5 and (V do € SQ) (3 di € Sl) dq ):dg)
In addition to S7 |=p Sa, each element in So must cover some element in Sy.

Ezample 2. Consider the interval domain (I, C) over variable z1. Let S1 = {1 :
z1 € [0,1]} and So = {z1 € [3,2],21 € [-1,1]}. It is easily seen that S; Cn So,
however S; [Zp S5 since each element of Sy is incomparable with ;.

On the other hand let S3 = {& : =1 € [0,2], & @ x1 € [—1,0]}. Note that
S1 Ep S5 since @1 C &;. On the other hand & does not cover any object in S,
hence S1 Zgm Ss.

Consider the interval domain (I, C) of conjunctions of closed, open and half-open
intervals over the program variables and its natural powerset extension <f , EN>.

It is well-known that deciding the Cy relation is computationally hard.
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Theorem 1. Given S1,S55 € f, deciding if S1 En S2 is co-NP-hard.

The proof is essentially a direct translation from the universality checking prob-
lem for DNF propositional formulas and holds on many abstract domains (in-
cluding many finite domains). Specifically, |En is hard for numerical domains
such as intervals, octagons and polyhedra. Other partial orders Ep and FEgm
are easier to compute using O(|S1| 4 |S2[)? base domain (=) comparisons.

The domain operations in a powerset domain can be defined by suitably lifting
the base domain operations. Notably, set union defines a valid join operator. The
meet operation S11Ss is given by the pairwise meet of elements from Sy, So. Post
condition is computed element-wise; i.e., if S = {dy,...,dx} € I, ]Es\t(S, T) =
{post(dy,T),...,post(dg,T)}.

Widening operations can be obtained as extensions of the widening on the
base domain using carefully crafted strategies [2]. The use of such widening
operators frequently results in fixed points which satisfy inclusion using the =p
or even the =gy ordering. Thus, even if a domain were designed to use joins
over a stronger partial order, the final fixed point obtained may be over p or
the EgMm ordering.

Example 3. Consider the program below:

s:=—1
while --- do
s:=—s { Invariant: (s=1 V s=-1) }
end while
The invariant s =1 V s = —1 is a fixed point in the powerset extension of the

interval domain using the Cp ordering.

CFG Elaboration
We now prove a simple connection between the fixed point obtained on a domain

<f, |:p> using forward propagation on a CFG II and the fixed point in the

base domain using the notion of an “elaboration”. Intuitively, an elaboration of
a CFG replicates each location of the CFG multiple times. Each such replication
preserves all the outgoing transitions from the original location.

Definition 5. Consider CFGs II. : (L., 7., 0y, 0) and IT : (L, T,4y,0) over
the same set of variables V.. The CFG II, is an elaboration of IT iff there exists
a map p: Le— L such that

— The initial location in II. maps to the initial location of IT: p(€y) = fo.

— Consider locations £ € II and L. € II. such that p(£.) = L. For each outgoing
transition 7 : £ — m € T, there is an outgoing transition 7. : £e — me € T,
such that p(me) = m. Furthermore every outgoing transition T, : le — me €
T is a replication of some transition 7 : p(l.) — p(me) € T .

Each £, € L. is said to be a replication of p(f.) € L. Note that every outgoing
transition of p(L.) is replicated in l.. We denote the replication of the transition
T : £ — m starting from L. as T(l.) : Lo — me. An elaboration resembles a
(structural) simulation relation between II. and II.
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Ezxample 4. The figure below shows a CFG II from Example [ along with an
elaboration. The dashed line shows the relation p.

We shall now prove that every fixed point assertion map on a powerset domain
<f, |:p> on a CFG IT corresponds to a fixed point in the base domain (I, =)

on some elaboration II, and vice-versa.

Definition 6 (Collapsing). Let . : L. — I' be an assertion map on the
elaboration 11, Az'n the base domain. Its collapse C(ne) is a map on the original
CFG II, L — I such that for each ¢ € L,

C(ne)(€) = {n(Le) | p(tc) =€}

The collapsing operator computes the disjunction of the domain objects at each
replicated location.

Lemma 1. If n. is a fixed point map for II. in the domain (I, =) then C(ne)
18 a fized point map for II in the domain <f’, |:p>.

Proof. (Sketch) For convenience we denote 1. = C(7.). It suffices to show initi-
ation © =p n.(fy) and consecution for each transition 7 : ¢; — £;, we require
post(ne(4;),7) l=p ne(€;). Initiation is obtained by noting that initial states must
be replicated in an elaboration. Expanding the definition for LHS,

post(ne(ti), 7) = post({ne(Le)lp(le) = €i}, 7)
= {post(ne(Le), 7)|p(le) = i}

Similarly the RHS is expanded 7.(¢;) = {ne(¢.) | p(¢.) = £c}. In order to show
the containment, note that an elaboration requires that 7(¢;e) : ¢;c — ¢ should
be an outgoing transition for each replication ;. with p(¢;.) = ¢; and p(£je) = ¢;.

Using the fact that 7. is a fixed point map, we note that each element
post(ne(Lie), T) on the LHS is contained in the element 7, (¢;.) from the RHS. O

Conversely, the fixed point in <f’, |:p> induces an elaboration of the CFG.

Definition 7 (Induced Elaboration). Let 1) be a fixed point map for II in the
domain <ﬁ, |:p>. Such a fized point induces an elaboration I, and a induced
map 1. defined as follows:

— Locations: Let §H(£) = {dy,...,dm}. The elaboration contains replicated loca-
tions (€,1),...,(¢,m) € L., one per disjunct such that p({{,j)) = £. Also,

ne((4,4)) = dj.
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— Transitions: For each transition T : {; — £; we require an outgoing transition
T(l; k) (b, k) — (¢;,1) for some . The target index | is defined using the
proof of consecution ofn under T: post( (), 7) Ep 11(4;).
Let 71(¢;) = {dx,...,dn} and n(¢;) = {e1,...,en} (Note that we may repre-
sent the empty set equivalently by the singleton {L}). We require

post({dy, ..., dwn},7) Ep {e1,... en}.

However, post({dy,...,dwn},7) = {post(dy,T),...,post(dm,7)}. By defini-
tion of Ep order, we require for each k,

(VEkell,m)31e€](l,n]) post(de,T) = e;.

Therefore, we set T({;, k) : (€, k) — (¢;,1). It immediately follows that 7
satisfies consecution for this transition in the base domain (I',}=). Note that
since the choice of a target index 1 is not unique, there may be many induced
elaborations for a given assertion map.

Ezample 5. The elaboration shown in Example @ is induced by the fixed point
shown in Example [3l

Lemma 2. Given a fized point map n. for II in the domain <f, ):p>, its in-
duced map n. is a fized point for the induced elaboration I, in the base domain
(I ).

Proof. The proof follows from the definition above.

Thus, elaborations are structural connections among the disjuncts of the final
fixed point made explicit using a syntactic representation. In fact, interesting
structural connections can be defined for powerset domains with other partial
orders such as =gy, and even the =y order for certain domains. Making these
connections explicit enables us to get around the hardness of checking Ey in
these domains. We defer the details to an extended version of this paper.

4 On-the-Fly Elaborations

In the previous section, we have demonstrated a close connection between fixed
points in a class of powerset domains and the fixed point in the base domain
computed on a structural elaboration of the original CFG. As a result, analysis
in powerset domains can be reduced to the process of an analysis on the base
domain carried out on some CFG elaboration. As a caveat, we observe that even
though it is possible to find some elaboration that produces the same fixed point
as in the powerset extension with some widening operator, an a priori fixed
elaboration scheme may not be able to produce the same fixed point.

In order to realize the full potential of a powerset extension, the process of
producing an elaboration of the CFG needs to be dynamic, by considering partial
elaborations of the CFG as the analysis progresses. Such a scheme can also be
seen as a powerset extension wherein the containment relations between the
individual disjuncts in a predicate are explicitly depicted.
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Partial Elaboration. A partial elaboration (II.,U) of a CFG IT : (L, T,£y) is
a tuple consisting of a CFG II. : (L., 7, {p.) and an unresolved set U C L x T
of pairs, each consisting of a location from I1. and a transition from I7.

As with a CFG elaboration, each location ¢, € II. is a replication of some
location p({) € II. Furthermore, for each transition 7 : ¢; — ¢; € II and each
l;e € L, replicating ¢;, exactly one of the following holds:

— There exists a replicated transition 7(¢;c) : £ie — £je € T¢, or else,
— <£iea T> cU.

In other words, U contains all the outgoing transitions of II which have not
been replicated in a given location of II.. A partial elaboration is a (complete)
elaboration iff U = ). Given a CFG II, an initial partial elaboration IT° is
given by LY = {{o}, 7. = 0 and U = {(lo,7) | 7: £y — {;}; in other words, the
initial location of IT is replicated exactly once and all its outgoing transitions are
unresolved. Two basic transformations are permitted on a partial elaboration:

Location Addition: We add a new location ¢;. to L. replicating some node
plie) € L, ie., L, = L. U {{;}. Furthermore, all transitions in 7 outgoing
from ¢; are treated as unresolved, i.e., U' = U U {(lie,T) | T: p(lic) — £;}.

Transition Resolution: Given a pair (¢;e,7: ¢; — ¢;) € U, we replicate 7 in
II. as 7(4ie) : Lie — ¢ for some replication ¢;. of the target location ¢;.

Our analysis at each stage consists of a partial elaboration <H§i), U(i)> along

with an abstract assertion map n(i) : L. — I'. Each iteration involves an update
to the map 1 followed by an update to the partial elaboration.

Consider an unresolved entry (le,7: ¢; — £;) € U®. Its resolution involves
the choice of a target node ;. replicating £;. Let d : post(n?(¢;.),) denote
the result of the post condition of the unresolved transition. Furthermore, let
L3y -+ lm) € Le denote the existing replications of the target location /;

and d = n® (€(j,r)) denote the kth disjunct. The choice of a target location
for the transition 7(¢;.) depends on the post condition d and the assertions
di,...,dn. The target can either be chosen from the existing target replications
L3i1)s -+ 4m), or a new node £(; ,, 1) can be added as a new replication of the
target. We shall assume a merging heuristic MergeHeuristic (d, (d1,...,dn)) to
compute the index 7 s.t. 1 <4 < m + 1 for the target location of the transition.

Formally, at each step we first update the map 59 = S(n(i’l)) as described in

Section @I The partial elaboration <He(i), U (i)> is then refined by first choosing
an unresolved pair ((;e, 7 : £; — ;) € U, and then applying a merging heuristic

;. « = MergeHeuristic (post(n(i) (lie), T), <T}(i)(£je) | ¢;e replicates £j>> .
The transition 7(¢;.) is resolved as a result, and the entry (£;., 7) is removed from

U, If the merging heuristic results in a new location ?; ., then new entries are
added to U® to reflect unresolved outgoing transitions from the newly added
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location. If there are no more unresolved pairs in Ut1 | the partial elaboration
is also a full elaboration. Thenceforth, the map 7 is simply propagated on this
elaboration until fixed point is reached.

Upon termination, we guarantee that U®) = (), i.e., the partial elaboration
is a full elaboration and the map n® is a fixed point map on this elaboration.
Termination of the scheme depends mainly on the nature of the merging heuris-
tic chosen. Since a transition from U is resolved at each step, termination is
guaranteed as long as the creation of new locations ceases at some point in the
analysis. A simple way to ensure this requirement is to bound the number of
replications of each location to a prespecified limit K > 0.

Merging Heurstics. Formally a merging heuristic MergeHeuristic (d, (d1, . .., d))
chooses an index 1 < i <m+1 < K in order to compute the join d; Ud if i < m
or create a new location in the partial elaboration as described above. The key
goal of a merging heuristic is that the resulting join add as few extraneous
concrete states as possible. Such extraneous states arise since the join is but an
approximation of the disjunction of concrete states: y(d1) Uy(dz2) C v(d1 U dz).

In numerical domains, the states of the program can be viewed as points in
R™. It is possible to correlate the extraneous concrete states with a distance
metric on the abstract objects. Let k(d,d’) be a distance metric defined on I"
and a € R be a distance cutoff. Let dpmin = argmin{k(d,d;)|1 < i < m} be the
“closest” abstract object to d w.r.t k. The merging heuristic induced by k, a is
defined as

MergeHeuristic (d, (dy, ..., dn,)) = {de’ m < K and k(d, din) 2
dmin, m = K or k(d,dmim) < «

In other words, a new location is spawned whenever it is possible to do so (i.e.,
m < K) and the closest object is farther than « apart in terms of distance. Failing
these, the closest object is chosen as the target of the unresolved transition. The
cutoff o ensures that newly formed disjuncts are initially well separated from
the others in terms of the metric k.

The Hausdorff distance, is a commonly used measure of distance between two
sets. Given P, C R", their Hausdorff distance is defined as

Hausdorff(P, Q) = mazgecp{minycq { || — y||}}.

While such metrics provide a good measure of the accuracy of the join, they are
hard to compute. We shall use a range-based Hausdorff distance metric.

Range Distance Metric. Let x1,...,x, be the program variables and di,ds be
abstract objects. For each variable z;, we shall compute ranges I; : [p1,¢1] and
L : [p2,q2] of the values of x;. Such ranges may be efficiently computed for
most numerical domains including the polyhedral domain by resorting to linear
programming. The ranges are said to be incompatible if one of the two intervals
is open in a direction where the other interval is closed, i.e., their Hausdorff dis-
tance is unbounded (00). If the ranges are compatible, the Hausdorff distance is
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computed based on their end points. The overall distance is a lexicographic tuple
(m, s) where m is the number of dimensions along which dy, ds have incompatible
ranges while s is the sum of the distances along the compatible dimensions.

Ezample 6. Consider the polyhedrap; : 1<z <5 A y>0andpy: —1<
y <1 A 10 < z < 20. The ranges along z, [1,5] and [10, 20] have a Hausdorff
distance of 9. On the other hand the ranges along y are [0,00) and [—1,1] are
incompatible. The overall distance between p1, p2 is therefore (1,9).

Widening. Widening is applied to loops formed on the partial elaboration of the
CFG by identifying cutpoints, i.e., a set of CFG locations that cut every loop
in the CFG. Note that any loop in the partial elaboration results from a loop in
the original CFG:

Lemma 3. If C. be a loop in a partial elaboration I, then p(Ce) is a loop in
the original CFG.

The converse is not true. Therefore, not all loops in a CFG need be replicated
as a loop in the partial elaboration. However, once a loop is formed in a partial
elaboration, it remains a cycle regardless of the other edges or locations that
may be added to the elaboration. These observations can be used to simplify
the application of widening on a CFG elaboration. To begin with, we use the
widening defined on the base domain as if the (partial) elaboration were a reg-
ular CFG. Furthermore, not all back-edges on the original CFG form a cycle
in the elaboration. This lets us limit the number of applications of widening
only to cycle-forming back-edge replications. This is one of the key advantages
of maintaining structural connections among the disjuncts in terms of a partial
elaboration. While our current treatment of widening is simplistic, the possibil-
ity of improving some of the existing widening operators over powersets [2] using
explicit connections between the domain objects, such as those arising from a
CFG elaboration, remains open.

5 Applications

We consider an application of our ideas to an intra-procedural static analyzer
for checking run time errors of systems programs written in the C language,
such as buffer overflows and null pointer dereferences. Our prototype analyzer
constructs a CFG representation by parsing while performing memory modeling
for arrays and data structures using a flow insensitive pointer analysis. This
is followed by model simplification using constant folding and range analysis.
A linearization abstraction converts operations such as multiplication, integer
division, modulo and bitwise logical operations into non-deterministic choices.
Similarly, arrays and pointers are modeled by their allocated sizes while their
contents are abstracted away.

Our analyzer is targeted towards proving buffer overflows and string access
patterns of systems code. The analyzer is context insensitive; all function calls
are inlined using caller ID variables to differentiate between calling contexts. All
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Table 1. Performance comparison using benchmark programs

Name|KLOC|[#Prop|#Cl[ K =L | K =2 || K =5 [|[K = 10
T [#P|T [#DP|T [#P|T |#P
codel[1.5  |136 |56 |[143]44 ||[134[76 |[233|77 [[370[77
code2(1.5  [126 |46 ||51 |65 [|115|67 ||193|68 ||343|68
code3 |2 189 |92 ||207]84 ||232|81 ||367|84 ||600|83
code4|1.9  [142 |10 ||31 |44 ||42 |44 |[101|50 ||191|52
code5(15 634 |22 ||215[176||270(176||375|182|/652|184

variables are assumed to have global scope. Reduction in the number of variables
in the model is achieved by tracking live variables during the analysis and by
creating small clusters of related variables. Clusters are detected by backward
traversal of the CFG, collecting the variables that occur in the same expressions
or conditions. The maximum number of variables in each cluster is artificially
limited by a user specified parameter. For each cluster, statements involving
variables that do not belong to the current cluster are abstracted away. The
analysis is performed on each of these clusters. A property is considered proved
only if it can be proved on at least one of the abstractions.

The analysis is performed using the polyhedral domain using base domain
operations implemented in the PPL library [3] and relaxations described in our
previous work [23]. The maximum number of disjuncts K and the maximum clus-
ter sizes are parameters to this analysis. The merging heuristic used is induced
by a slight modification of the range Hausdorff distance described previously.
Back-edges are tracked dynamically in the partial elaboration thereby avoiding
unnecessary widening operations.

We analyzed a variety of benchmark programs using our analysis for differ-
ent values of K. Table [Il shows the performance comparisons for a selection of
benchmark programs. For each program “#Prop” indicates the total number of
properties to be checked, “#C” indicates the number of clusters. We employ a
clustering strategy wherein the number of variables per cluster is kept uniformly
close to 15. For each value of K, we report the time taken (T) and the number of
proofs(“#P”). Timings were measured on an Intel Pentium 3GHz processor with
4GB RAM. The gains produced by the use of disjunctive invariants are tangible
and pronounced in some cases. The lack of monotonicity of our scheme, evident
in “code3”, can be remedied by performing the analysis for smaller values of K
before attempting a large value. For a small number of disjuncts, the overhead
of merging disjuncts seems to be linear in K.

Our results are preliminary; the false positive rate is high, primarily due to our
reliance on a fixed K. The heuristics used to produce and merge disjuncts need to
be sensitive to the program locations involved. For instance, maintaining a fixed
number of disjuncts at function entry nodes produces an effect similar to an inter-
procedural analysis with a bounded number of function summaries. However,
inter-procedural analyses typically use a much larger number of summaries per
function. As a result, for programs with a deep nesting of functions, a bounded
disjunctive domain with K = 10 does not produce a dramatic improvement
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over the non disjunctive analysis (K = 1). Even though polyhedral analysis is
intractable for larger values of K such as K = 100, such an analysis should be
feasible for a less complex domain such as intervals and octagons. We believe that
pronounced improvements are also possible by considering elaborations that are
not a priori bounded by a fixed K. However, such a scheme requires sophisticated
merging heuristics to prevent an unbounded increase in the number of disjuncts.
The coarseness of the abstractions currently employed along with the lack of a
clustering strategy that performs uniformly well on all the benchmarks is another
bottleneck. Improving the abstraction and scaling up to larger values of K will
substantially reduce the number of false positives for our analyzer.
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Abstract. We present a new numerical abstract domain for static analy-
sis of the errors introduced by the approximation by floating-point arith-
metic of real numbers computation, by abstract interpretation [3]. This
work extends a former domain [48], with an implicitly relational domain
for the approximation of the floating-point values of variables, based on
affine arithmetic [2]. It allows us to analyze non trivial numerical com-
putations, that no other abstract domain we know of can analyze with
such precise results, such as linear recursive filters of different orders,
Newton methods for solving non-linear equations, polynomial iterations,
conjugate gradient algorithms.

1 Introduction

The idea of the domain of AR is to provide some information on the source
of numerical errors in the program. The origin of the main losses of precision
is most of the time very localized, so identifying the operations responsible for
these main losses, while bounding the total error, can be very useful. The analysis
follows the floating-point computation, and bounds at each operation the error
committed between the floating-point and the real result. It relies on a model of
the difference between the result x of a computation in real numbers, and the
result f* of the same computation using floating-point numbers, expressed as

c=f"+ Y. wipe. (1)

LeLU{hi}

In this relation, a term wj,, £ € L denotes the contribution to the global
error of the first-order error introduced by the operation labeled ¢. The value
of the error wi € R expresses the rounding error committed at label ¢, and its
propagation during further computations on variable x. Variable ¢, is a formal
variable, associated to point ¢, and with value 1. Errors of order higher than
one, coming from non-affine operations, are grouped in one term associated to
special label hi. We refer the reader to [4I8] for the interpretation of arithmetic
operations on this domain.

A natural abstraction of the coefficients in expression (), is obtained using
intervals. The machine number f? is abstracted by an interval of floating-point

1 Some notations are slightly different from those used in these papers, in order to
avoid confusion with the usual notations of affine arithmetic.

K. Yi (Ed.): SAS 2006, LNCS 4134, pp. 18-[34] 2006.
© Springer-Verlag Berlin Heidelberg 2006
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numbers, each bound rounded to the nearest value in the type of variable . The
error terms w? € R are abstracted by intervals of higher-precision numbers, with
outward rounding. However, results with this abstraction suffer from the over-
estimation problem of interval methods. If the arguments of an operation are
correlated, the interval computed with interval arithmetic may be significantly
wider than the actual range of the result.

Resembling forms, though used in a very different way, were introduced in
the interval community, under the name of affine arithmetic [2], to overcome
the problem of loss of correlation between variables in interval arithmetic. We
propose here a new relational domain, relying on affine arithmetic for the com-
putation of the floating-point value f*. Indeed, we cannot hope for a satisfying
computation of the bounds of the error without an accurate computation of the
value, even with very accurate domains for the errors. But affine arithmetic is
designed for the estimation of the result of a computation in real numbers. We
will show that it is tricky to accurately estimate from there the floating-point
result, and that the domain for computing f* had to be carefully designed.

In section @l we introduce this new domain and establish the definition of
arithmetic operations over it. First ideas on these relational semantics were pro-
posed in [I2I13]. In section[3] we present a computable abstraction of this domain,
including join and meet operations, and a short insight into practical aspects,
such as fixed-point computations, cost of the analysis, and comparison to other
domains such as polyhedra. For lack of space, we only give hints of proofs of
the correctness of the abstract semantics, in sections and Bl Finally, we
present in section [l results obtained with the implementation of this domain in
our static analyzer FLUCTUAT, that demonstrate its interest.

Notations: Let F be the set of IEEE754 floating-point numbers (with their infini-
ties), R the set of real numbers with co and —oco. Let 15: R — F be the function
that returns the rounded value of a real number x, with respect to the rounding
mode o. The function |,: R — F that returns the roundoff error is defined by

Ve eR, |o () =2— 1o (2) .

We note IR the set of intervals with bounds in R. In the following, an interval will
be noted in bold, a, and its lower and upper bounds will be noted respectively
a and @. And we identify when necessary, a number with the interval with its
two bounds equal to this number. p(X) denotes the set of subsets of X.

2 New Domain for the Floating-Point Value f*

Affine arithmetic was proposed by De Figueiredo and Stolfi [2], as a solution to
the overestimation in interval arithmetic. It relies on forms that allow to keep
track of affine correlations between quantities. Noise symbols are used to express
the uncertainty in the value of a variable, when only a range is known. The
sharing of noise symbols between variables expresses dependencies. We present
here a domain using affine arithmetic for the floating-point computation.
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In section 2] we present briefly the principles of affine arithmetic for real
numbers computations. Then in section 2.2] we show on an example the chal-
lenges of its adaptation to the estimation of floating-point computations. In
sections 2.3 and 2.4 we present the solution we propose, and finally in section
we demonstrate this solution on the example introduced in section

2.1 Affine Arithmetic for Computation in Real Numbers

In affine arithmetic, a quantity z is represented by an affine form, which is a
polynomial of degree one in a set of noise terms ¢; :

T=af +afe; +...+ale,, withe; € [-1,1] and of € R.

Let AR denote the set of such affine forms. Each noise symbol ¢; stands for an
independent component of the total uncertainty on the quantity x, its value is
unknown but bounded in [-1,1]; the corresponding coefficient of is a known real
value, which gives the magnitude of that component. The idea is that the same
noise symbol can be shared by several quantities, indicating correlations among
them. These noise symbols can be used not only for modelling uncertainty in
data or parameters, but also uncertainty coming from computation.

Let & be the set of expressions on a given set V of variables (all possible
program variables) and constants (intervals of reals), built with operators +, —,
*, / and v We note C, the set of abstract contexts in AR. We can now define,
inductively on the syntax of expressions, the evaluation function eval : £ xCy —

AR. For lack of space, we only deal with a few operations. The assignment of a
variable z whose value is given in a range [a, b], introduces a noise symbol ¢; :

T=(a+b)/24+(b—a)/2¢;.

The result of linear operations on affine forms, applying polynomial arithmetic,
can easily be interpreted as an affine form. For example, for two affine forms &
and ¢, and a real number r, we get

g+9=(ag+af)+(af+al)er+ ...+ (a +al)en
T4+r=(ag+r)+afer+... +aren

rE =roaf +rajer +...+rare,

For non affine operations, the result applying polynomial arithmetic is not an
affine form : we select an approximate linear resulting form, and bounds for
the approximation error committed using this approximate form are computed,
that create a new noise term added to the linear form. For example, for the
multiplication of & and g, defined on the set of noise symbols €1, ...,&,, a first
over-approximation for the result (the one given in [2]), writes

IxXyg=a +Zaa0 alaf)e; + Z\a"”HZM Dent1-
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However, this new noise term can be a large over-estimation of the non-affine
part, the additional term is more accurately approximated by

Yo lafall01]+ Y lafal|[-1,1].
i=1

1<i#j<n

This term is not centered on zero, the corresponding affine form then writes

ix§ = (afal+ Z|af v) Z(afaowLaaosz Z|af 43 lafal ent.

i#]

For example, if £ = ¢1 + €2 and § = €2, we get with the first formulation,
& x§ = 2e3 € [-2,2] and with the second formulation, & x § = 4 + 2e3 € [-1,2].
However, the exact range here is [-0.25,2] : indeed there could be a more accurate
computation for the multiplication, using Semi-Definite Programmin

2.2 Motivation for the Affine Real Form Plus Error Term Domain

Using affine arithmetic for the estimation of floating-point values needs some
adaptation. Indeed, the correlations that are true on real numbers after an arith-
metic operation, are not exactly true on floating-point numbers.

Consider for example two independent variables x and y that both take their
value in the interval [0,2], and the arithmetic expression ((z +y) —y) — z. Using
affine arithmetic in the classical way, we write x = 1 + €1, y = 1 + €2, and we
get zero as result of the expression. This is the expected result, provided this
expression is computed in real numbers. But if we take x as the nearest floating-
point value to 0.1, and y = 2, then the floating-point result is —9.685755¢ — 8.

In order to model the floating-point computation, a rounding error must thus
be added to the affine form resulting from each arithmetic operation. But we
show here on an example that the natural extensions of real affine arithmetic
are not fully satisfying. We consider an iterated computation z =z — a * z, for
0 < a < 1 and starting with zo € [0, 2].

- With interval arithmetic, z1 = 2o — axg = [—2a, 2], and iterating we get an
over-approximation (due to the use of floating-point numbers), of the already
unsatisfying interval &, =[(1 —a)” — (1+a)", (1 —a)” + (1 + a)"].

- We now consider affine arithmetic with an extra rounding error added for
each arithmetic operation. We suppose for simplicity’s sake that all coefficients
are exactly represented, and we unfold the iterations of the loop. We note u the
value ulp(1), which is the absolute value of the difference between 1 and the
nearest floating-point number, and u = [—u, u]. We note frn = &n + 65, where
Iy, is the affine form representing the result of the computation of x, in real
numbers, and §,, the interval error term giving the floating-point number. We
have £y = 1 4 &1 and, using affine arithmetic on real numbers, we get

Tn=01-a)"+(1—-a)"c1, Vn>0.

2 We thank Stéphane Gaubert who pointed out this to us.
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The rounding error on xg is §g = 0. Using interval arithmetic for the propagation
of the error é,,, and adding the rounding errors corresponding to the product
ax, and to the subtraction x,, — ax,, we get

Ont1=14+0a)bp+a(l—a)"u+ (1 —-a)"Mu=1+0a)b,+(1—a)"u (2)

In this computation, u denotes an unknown value in an interval, that can be
different at each occurrence of u. Using property (1 — a)” > 1 —an, Va €
[0,1] and n > 1, we can easily prove that for all n, nu C 8, . The error term
increases, and fn is not bounded independently of the iterate n.

- Now, to take into account the dependencies also between the rounding errors,
we introduce new noise symbols. For a lighter presentation, these symbols are
created after the rounding errors of both multiplication az and subtraction z —
ax, and not after each of them. Also, a new symbol is introduced at each iteration,
but it agglomerates both new and older errors. In the general case, it will be
necessary to keep as many symbols as iterations, each corresponding to a new
error introduced at a given iteration. The error term is now computed as an
affine form 5n = [tn€2,n, With p19 = 0 and

b1 = (1 —a)unean +a(l —a)"u+ (1 —a)"Mu.
Introducing a new symbol €2 ,41 € [—1, 1], it is easy to prove that we can write
b, = n(l—a)"tu €an Vn>1.

The error converges towards zero. However, we still loose the obvious information
that x,, is always positive. Also the computation can be costly : in the general
case, one symbol per operation and iteration of the loop may be necessary.

We now propose a semantics that avoids the cost of extra noise symbols, and
with which we will show in section 2.5 that we can prove that x,, > 0, Vn.

2.3 Semantics for the Floating-Point Value: Abstract Domain

Linear correlations between variables can be used directly on the errors or on
the real values of variables, but not on floating-point values. We thus propose
to decompose the floating-point value f* of a variable = resulting from a trace
of operations, in the real value of this trace of operations r”, plus the sum of
errors 6% accumulated along the computation, f* = r* 4+ §*. Other proposals
have been made to overcome this problem, most notably [10].

We present in this section an abstract domain, in the sense that we model
a program for sets of inputs and parameters (given in intervals). However, it is
not fully computable, as we still consider coefficients of the affine forms to be
real numbers. A more abstract semantics, and lattice operations, will be briefly
presented in the implementation section Bl

Real Part r*: Affine Arithmetic. We now index a noise symbol ¢; by the
label ¢ € L corresponding to the operation that created the symbol. The repre-
sentation is sparse, as all operations do not create symbols. In this section and for
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more simplicity, we suppose that at most one operation, executed once, is asso-
ciated to each label. The generalization will be discussed in the implementation
section.

The correctness of the semantics, defined by eval, is as follows. We note r® the
smallest interval including 7* and C, the set of concrete contexts, i.e. functions
from the variables to R, seen as a subset of Ca. We have an obvious concretisation
function concg : Ca — p(C), making all possible choices of values for the noise
symbols in the affine forms it is composed of. This also defines v from affine
forms to intervals, which cannot directly define a strong enough correctness
criterion. Affine forms define implicit relations, we must prove that in whatever
expression we are using them, the concretisation as interval of this particular
expression contains the concrete values that this expression can takdd. We have to
compare eval with the evaluation function eval : £ x C — R which computes an
arithmetic expression in a given (real number) context. Formally, the semantics
of arithmetic expressions in AR, given by eval, is correct because for all e € &,
for all C' € Cy, we have property:

VC € concg(C), eval(e, C) € o eval(e, ) (3)

Error Term 6* : Errors on Bounds Combined with Maximum Error.
The rounding errors associated to the bounds r* and r® is the only informa-
tion needed to get bounds for the floating-point results. In the general case,
our semantics only gives ranges for these errors : we note 6% and 6% the in-
tervals including the errors due to the successive roundings committed on the
bounds r* and r*. The set of floating-point numbers taken by variable z after
the computation then lies in the interval

£ =0 + 8,7 + 5.

Note that 6 can be greater for example than E, so this is not equivalent to

ff=r*+ (6= U 61)

In affine arithmetic, the bounds of the set resulting from an arithmetic op-
eration x ¢ y are not always got from the bounds of the operands xz and y as
in interval arithmetic : in this case, the error inside the set of values is also
needed. We choose to represent it by an interval 6%, that bounds all possible
errors committed on the real numbers in interval r®.

This intuition can be formalized again using abstract interpretation [3]. We
define D = AR x IR® and 4 : D — (R x F) by:

{(r,f) eRxF/re~(d),f—recdbm}
3(d,601,64,6-) = 4 N{(r.f) R XF/f > inf 7(d) +6_}
N{(r, ) ERXF/f < sup 7(d) + 64}

The correctness criterion for the abstract semantics (0% of an operator O (Og
in the real numbers, Op in the floating-point numbers) is then the classical:

3 This is reminiscent to observational congruences dating back to the A-calculus.
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Vd,é € D,Vre, Y € R,Yf*, f¥ € F such that (7, f*) € 5(d) and (r?, f¥) € A(e),
(r*Orr?, f*Op f¥) € 7(d0Fe) (4)
Now the ordeif] on D is as follows: (d,én1,64,6-) <p (d', 8, 6;, 6 ) if
d<pd

{min v(d) + 6—,max (d) + E] c {min ~v(d) + &6 ,max ~(d') + E}

2.4 Arithmetic Operations on Floating-Point Numbers

The error on the result of a binary arithmetic operation x ¢y, with ¢ € {+, x},
is defined as the sum of two terms :

oY _ STOY oY
& —6.,p +6“n ,

with . € {—,+, M}. The propagated error 6f§y is computed from the errors on
the operands, and 6ffLy expresses the rounding error due to current operation ©.

Propagation of the Errors on the Operands. The propagation of the max-
imum error uses the maximum errors on the operands. For computing the errors
on the result, we need to compute the values of the noise symbols ¢ and 1 for
which the bounds of * are obtained. For that, we compute the values of the ¢;
that give the bounds of r*, and check if for these values, we are on bounds of
r* and rY.

Let b7, for i € L such that o # 0, be the value of ¢; that maximizes 2. We

have
z _ .z zZ1z _ .z z
r =0y — E aibi_aO_E g |

i€L, aZ#0 i€l
n
F=ag+ Y, aibi=a5+ ) |
i€L, aZ#0 i€l

We can then compute the values of = and y that lead to the bounds of r# (such
that 7% = 7% (2) o 7% (2) and 7% = 1% (2) o 1 (2)) :

rA_(z):ag— Z o bf + Z e

{i, az 0} {i, ar=0}
% (2) = af + Z alby + Z afe;
{i, af#0} {i, a7 =0}

We note e? (z) (resp e (z)) the interval of error associated to 7 (2) (resp
7% (2)), used to get the lower bound r* (resp the upper bound 7%) of the result :

4 Depending on the order on AR to be formally defined in section Bl
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8% if r¥(z) =77 (2) =77,
6% otherwise.

62 if ri(z) =717 (2) =

6%, otherwise.

6% ifrf(2) =7"(2) =1", 6% ifri(z) =ri(z) =77,
e (z) = T, e%(z) =

We deduce the following determination of e (z) and €% (2) :

- if Vi € L such that of # 0, afa; > 0, then e” (z) = 67 and €% (z) = 6%

- else if Vi € L such that of # 0, afaf <0, then e” (z) = 6% and e% (z) = 6%
- else e” (z) = €% (z) = 6%

Then, using these notations, we can state the propagation rules

S C R DE S G )
65ty = et (z+y) +el(z+y)

Sidp = 6k + 6%

6f>,<py =e®(x xy)rf(zxy)+e¥ (z xy)r*(z xy)+e®(x X y)e¥ (x X y)
6?;}’ =el(z xy)rv(z xy) + el (x X y)re(z x y) +e% (z X y)el (z X y)

Onr g = 6%,mY + 65,7 + 67,63,

Addition of the New Rounding Error. Adding the propagation error to
the result of the computation in real numbers, we get the real result of the
computation of f* ¢ f¥. We then have to add a new error corresponding to the
rounding of this quantity to the nearest floating-point number.

We note |, (%), the possible rounding error on a real number in an interval .
We suppose the rounding mode used for the execution is to the nearest floating-
point, and note it “n” as subscript.

L ) = {ln (@) ifi=1,

sulp(max(|i], [i]))[~1,1] otherwise.

Then, the new rounding error is defined by

620 = — L (0 4+ 62%)
84 n = = Ln (0 + 8557
Snpn = = Ln (r®¥ + 637%)

Note that the new rounding errors on the bounds, 67 °9 and 53:(,}31’ are in fact
real numbers, identified to a zero-width interval.
These error computations are correct with respect to (), section

2.5 Example

We consider again the example introduced in section 2.2 and we now use the
domain just described. The real part is computed using affine arithmetic, as in
section We have §%° = §%° = 837 = 0, and, for n greater or equal than 1,
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62" = ab”+ |, (a62™)
89" = ab"+ |n (2a(1 — a)" + ad”™)

Using §_**" = —§9"~, we deduce

BT = 67 4 5T |y (877 + 67777
= (1—-a)62 = | (a6Z")+ Lp (1 —a)62" = |y (abZ™))

As 6%° is zero, the error on the lower bound of x,, stays zero : 6 = 0 for all
n. This means in particular that f*» > 0. The same computation for the error
on the upper bound leads to

61"“ =(1—a)éy"— ln (2a(1 — a)" + aé™)
+ 1, Q1 —a)"™ + (1 - a)é%™ — | (2a(1 — a)" + adi™))

Using real numbers, errors on the lower and upper bounds could be computed
exactly. The maximum error on the interval is got by the same computation as
in section with no extra noise symbols for the errors, that is by (2)). Indeed,
we could also improve the computation of the maximum error this way, but it
will be no longer useful with the (future) relational computation of the errors,
to be published elsewhere.

The results got here and in section 221 are illustrated in figure[[l In[la), the
bounds of the computation in real numbers for interval (IA) and affine (AA)
arithmetic are compared : the computation by affine arithmetic gives the actual
result. In [l b), we add to the affine arithmetic result the maximum rounding
error computed as an interval, and we see that after about 120 iterates, the
rounding error prevails and the result diverges. Then in [ ¢), we represent the
maximum rounding error computed using extra noise symbols. And finally, in [l
d), we represent the rounding error computed on the higher bound of the real
interval : it is always negative. Remembering that the error on the lower bound
is zero, this proves that the floating-point computation is bounded by the result
obtained from the affine computation in real numbers. The fixpoint computation
is not presented, as it requires the join operator presented thereafter. However,
the analysis does converge to the actual fixpoint.

3 Implementation Within the Static Analyzer
FLUCTUAT

We define here a computable abstraction of the domain presented in section [Z3
We now abstract further away from trace semantics : we need control-flow join
and meet operators, which must be designed with special care in order to get
an efficient analysis of loops. Also, the analyzer does not have access to real
numbers, we bound real coefficients by intervals. The semantics for arithmetic
operations presented in section [Z3 must thus be extended to interval coefficients.
Finally, we insist on the interest of our analysis, in terms of cost and accuracy,
compared to existing domains such as polyhedrons.



Static Analysis of Numerical Algorithms 27

“Float M_IA_min' ——
Float M_IA max’

¥
A
A
.

6 + A 15

20 0 20 40 60 80 100 120 140 160

a) Real value : AA compared to IA b) AA plus interval maximum error

0

16:06

‘DeltaM_AA_min’
“Deltal_AA max’ ———

"Delta_plus’

2007 |f i a0 -

15007 -

L L L L 25607 L L L L
20 40 60 80 100 0 20 40 60 80 100

¢) Refined maximum error d) Error on the higher bound of the real

Fig. 1. Evolution of xn and rounding errors with iterations

3.1 Extended Abstract Domain

We note Al the set of affine forms & = af + afe; + ... + afe, with of € R
and af € IR (i > 0). AR is seen as a subset of Al. Let now £ be the set of
expressions on variables in V, constant sets, and built with operators +, —, *,
/s N and N. The semantics we are going to define, through eval generalized
to expressions in &€ and for Al is correct with respect to criterion as (@), but
now with expressions in £. We will only need to define the additional join U and
meet N operations.

The set Al forms a poset, with the following order: f < g if for all variables x,
for all abstract contexts C, calling C 7 (respectively C’g) the context which has

value C(y) for all variables y # x, and value f (respectively §) for variable z, we
have:
concg o eval(e, C's) C concg o eval(e, Cy)

Note this implies that the concretization as a subset of R of C 7 is included in

the concretization as a subset of R of C; (take e = x). Note as well that this is
coherent with property (B]), defining correctness: any bigger affine interval than a
correct one remains correct. Unfortunately, this does not define a lattice, and we
will only have approximate join and meet operations. Also, an important prop-



28 E. Goubault and S. Putot

erty is that concg does not always provide with an upper approximation of an
environment, i.e. intervals are not always less precise than affine forms, depend-
ing on the “continuation”. This can be true though, for instance if continuations
only contain linear expressions.

3.2 Join and Meet Operations

Affine Forms. Technically, we use a reduced product of the domain of affine
intervals with the domain of intervals. As we just saw, it is not true that the
evaluation of any expression using affine forms is always more accurate than the
evaluation of the same expression using intervals (i.e. f < y(f)).
For any interval ¢, we note
>y i+i : - e
mid(Z) =1, ( 5 ) , dev(i) = maz(To (1 — mid(2)), To (mid(z) — 7))

the center and deviation of the interval, using finite precision numbers. Suppose
for instance af < of. A natural join between affine forms 7 and 7¥, associated
to a new label k is

P = mid([af, af]) + D _(aF Ua¥)e; + dev([af, af]) e (5)
€L

This join operation is an upper bound of +# and 7% in the order defined in
section [, but might be greater than the union of the corresponding intervals.
However, if the over-approximation is not too large, it is still interesting to keep
the relational formulation for further computations.

There is no natural intersection on affine forms, except in particular cases.
In the general case, a possibility is to define the meet (at a new label k) of the
affine forms as the intersection of the corresponding intervals :

Y = mid(r® N rY) + dev(r® NrY) ey

Another simple possibility is to take for #*™¥ the smaller of the two affine forms
7 and 7Y, in the sense of the width of the concretized intervals »* and rY.

Also, a relation can sometimes be established between the noise symbols of
the two affine forms, that may be used in further computations.

Error Domain. The union on the intervals of possible errors due to successive
roundings is
zUy _ cx Yy
Ong” =63, U,

For errors on the bounds, a natural and correct union is §*°Y = 6 U 6Y and
6iuy = 6% U &Y. However, the set of floating-point values coming from this
model can be largely overestimated in the cases when the union of affine forms
gives a larger set of values than r* U r¥ would do. We thus propose to use a
more accurate model, still correct with respect to correctness criterion (@), where

Uy - . .
6~ is no longer the error on the lower bound due to successive roundings, but
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the representation error between the minimum value represented by the affine
form, and the minimum of the floating-point value (same thing for the error on
the maximum bound) :

89 = (82 4 ut — ) [ J (8¥ + 1% — 1)
857 = (8% 477 — 7w ) | J (84 + 77 — r7)

A disturbing aspect of this model is that we no longer have for all variable x,
6 C 6%, and 6% C 6%, However, we still have 6% > 63, and 67 < 63,
For the meet operatlon on errors, we define the « obvious:

N
&Y = 6%, N 6Y,
6N = 8% if r” > Y, else 6¥

63 = 6% i 7T <7V, else 6Y

3.3 Loops and Widening

In practice, a label may correspond not to a unique operation, but to sets of
operations (for example a line of program or a function). The semantics can be
easily extended to this case, creating noise symbols only when a label is met.

Moreover, in loops, different noise symbols will have to be introduced for the
same arithmetic operation at different iterations of the loop : a first solution,
accurate but costly, is to introduce each time a new symbol, that is ¢;  for label
7 in the loop and iteration k of the analyzer on the loop, and to keep all symbols.
A fixpoint is got when the error terms are stable, for each label j introduced out
of the loop, the interval coefficient o ¥m is stable, and for each label i introduced
in the loop, the sum of contrlbutlons Sy af”,’c[—l, 1] is stabldd. That is, a
fixpoint of a loop is got at iteration n for variable z if

T Lp—1 Lp—1 T Lp—1
6 co6 ", +C5 , Oy Céyf

-1

™ C a for all j outside the loop
Zk 1azk[ L1 c et i -1,1] for all ¢ in the loop

In the same way, a natural widening consists in applying a standard widening
componentwise on errors, on coefficients of the affine forms for labels outside
the loop, and on the sum Y _, af,’,;[—l, 1] for a label ¢ in the loop. However, in
some cases, reducing the affine form, or part of it, to an interval after a number
of iterations, allows to get a finite fixpoint while the complete form does not.
Another possible implementation is to keep only dependencies between a lim-
ited number of iterations of a loop, and agglomerate older terms introduced
in the loop. For example, a first order recurrence will need only dependencies
from one iteration to the next to get accurate results, while higher order recur-

5 This is a correct criterion with respect to the order defined in section Bl but weaker
conditions may be used as well.
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rences will need to keep more information. This problem has to be considered
again when getting out of the loop, for a good trade-off between efficiency and
accuracy.

3.4 Use of Finite Precision Numbers in the Analysis

The analyzer does not have access to real numbers, real coefficients in the affine
forms are abstracted using intervals with outward rounding. We use for this the
MPFR library [I1] that provides arithmetic on arbitrary precision floating-point
numbers, with exact rounding. However, the abstract domain defined in 3] has
a real and not an interval coefficient of. Technically, this is achieved by creating
a new noise symbol whenever coefficient af can no longer be computed exactly
with the precision used. Morally, these additional noise symbols are used to keep
the maximum of correlations, even between errors introduced artificially because
of the imprecision of the analysis. Also, in some cases, using high precision
numbers is useful to get more accurate results.

3.5 Comparison with Related Abstract Domains

There is a concretisation operator from affine intervals to polyhedra, whose image
is the set of center-symmetric bounded polyhedra. Calling m the number of
variables, n the number of noise symbols, the joint range of the m variables is
a polyhedra with at most of the order of 2n faces within a n-dimensional linear
subspace of R™ (if m > n). Conversely, there is no optimal way in general to
get an affine form containing a given polyhedra.

Zones [9] are particular center-symmetric bounded polyhedra, intersected with
hypercubes, so our domain is more general (since we always keep affine forms
together with an interval abstraction), even though less general than polyhedra.
It is more comparable to templates [7], where new relations are created along
the way, when needed through the evaluation of the semantic functional.

We illustrate this with the following simple program (labels are given as
comments):

x = [0,2] // 1 zZ = Xy; // 3
y = x+[0,2] // 2 t = z-2*x-y; // 4
In the polyhedral approach, we find as invariants the following ones:

line 2 line 3 line 4
0<xr<?2

0<z<?2 Osws2 0<y—z<2

0<y—x<2
0<y—ax<2 0< <8 0<2z<8
& —8<t<8

At line 3, we used the concretisation of the invariant of line 2 on intervals to
get the bounds for z, as is customarily done in zones and polyhedra for non-
linear expressions. The particular polyhedra that affine intervals represent make
it possible to interpret precisely non-linear expressions, which are badly handled
in other linear relational domains:
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line 2 line 3 line 4
_ r=14e€
r=1+¢€ I:1+61 y:2+€1+€2
_ Yy=2+e€ +e _5 3
y=2+ea+te 5 z=35+3e1+e+ jes

p=stdataetiacl=38 |V 2a s oy
Notice the polyhedral approach is momentarily, at line 3, better than the esti-
mate given by affine arithmetic E, but the relational form we compute gives much
better results in subsequent lines: t has in fact exact range in [-3,0] close to
what we found: [—3, 0]. This is because the representation of z contains implicit
relations that may prove useful in further computations, that one cannot guess
easily in the explicit polyhedral format (see the work [7] though).

Another interest of the domain is that the implicit formulation of relations
is very economical (in time and memory), with respect to explicit formulations,
which need closure operators, or expensive formulations (such as with polyhe-
dra). For instance: addition of two affine forms with n noise symbols costs n
elementary operations, independently of the number of variables. Multiplication
costs n? elementary operations. Moreover, affine operations (addition and sub-
traction) do not introduce new noise symbols, and existing symbols can be easily
agglomerated to reduce this number n. This leads to an analysis whose cost can
be fairly well controlled.

It is well known that it is difficult to use polyhedra when dealing with more
than a few tens or of the order of one hundred variables. We actually used
this domain on programs containing of the order of a thousand variables (see
example CG10 where we deal with 189 variables already) with no help from any
partitioning technique.

4 Examples

Our static analyzer Fluctuat is used in an industrial context, mostly for validat-
ing instrumentation and control code. We refer the reader to [6] for more on our
research for industrial applications, but present here some analysis results. They
show that the new domain for the values of variables is of course more expensive
than interval arithmetic, but comparable to the domain used for the errors. And
it allows us to accurately analyze non trivial numerical computations.

Consider the program of figure 2] that computes the inverse of A by a Newton
method. The assertion A = __BUILTIN_DAED DBETWEEN(20.0,30.0) tells the an-
alyzer that the double precision input A takes its value between 20.0 and 30.0.
Then the operation PtrA = (signed int *) (&A) casts A into an array of two
integers. Its exponent exp is got from the first integer. Thus we have an initial
estimate of the inverse, xi, with 27®XP. Then a non linear iteration is computed
until the difference temp between two successive iterates is bounded by e-10.

5 However, as pointed out in section 2I] we could use a more accurate semantics for the
multiplication. Note also that in our analyzer, we are maintaining a reduced product
between affine forms and intervals, hence we would find here the same enclosure for
z as with general polyhedra.
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Here, using the relational domain, Fluctuat proves that, for all inputs between
20.0 and 30.0, the algorithm terminates in a number of iterations between 5 and
9, and states that the output x1i is in the interval [3.33e-2,5.00e-2] with an error
due to rounding in [-4.21e-13,4.21e-13]. Executions confirm that respectively
5 iterations for A = 20.0, and 9 iterations for A = 30.0, are needed. Exact
bounds for the number of iterations of this loop for a range of input values is a
difficult information to be synthetized by the analyzer : indeed, if we study the
same algorithm for simple precision floating-point numbers, instead of double
precision, there are cases in which the algorithm does not terminate. Also, the
interval for the values indeed is a tight enclosure of the inverse of the inputs.
The error is over-estimated, but this will be improved by the future relational
domain on the errors. More on this example can be found in [6].

Now, to demontrate the efficiency of our approach, we used it on several
typical examples, with performances shown on the table below. Column #l is the
number of lines of C code of the program, #v describes the number of variables
known to the main function (local variables are not counted). Column Int shows
the floating-point value plus global error result, using an interval abstraction of
the floating-point value. On the next line is the time spent by the analyzer, in
seconds (laptop PC, Pentium M 800MHz, 512Mb of memory), and the maximal
memory it had to use (which is allocated by big chunks, hence the round figures).
The same is done in column Aff, with the affine forms plus error domain.

Name| #1| #v Int Aff
(fl/int) (time/mem) (time/mem)

Poly | 8| 3 [7.8] + [3.04,3.04/c6c | [2.19, 2.75] +[-2.2,2.20-6¢
(3/0) (0s/4Mb) (0.01s/4Mb)

Inv 26| 9 [-00,00] + [-00,00]e [3.33,5]e-2 + [-4.2,4.2]e-13¢
(4/5) (>12000s/4Mb) (2285 /4Mb)

Fla [29| 8 [-00,00] + [-00,00]e [-10,10] + [-00,00]e
(6/2) (0.1s/4Mb) (0.63s/7Mb)

Fib |11 6 [-00,00] + [-00,00]e [-0.95,0.95] + [-00,00]e
(4/2) (0.03/4Mb) (0.26/4Mb)

idem [-1.9,1.9]e2 + [-4.84.8]e-3¢

(9.66s/3Mb)
F2 19| 7 |[2.525)el2 + [2.32.3]c-2¢|-1.22¢-4,1.01] + [-9.4,9.4]c-4¢

(6/1) (0.13s/4Mb) (0.455/7Mb)
SA [164] 32 | [1.06,2.52] T [4.4,44]e5c | [1.39,2.03] T [4.1,41Je5e
(24/8) (24.96s/16Mb) (25.25/16Mb)
SH 162 9 [-00,00] + [-00,00]e [4.47,5.48] 4 [-1.4,1.4]e-4¢
(7/2) (116.72s/4Mb) (54.07s/4Mb)
GC4 105 56 [00,00] + [-00,00) [9.99,10.0] + [3.2,3.1]cbe
(53/3) (4.725/10Mb) (1.11s/7Mb)
GC10{105| 189 [-00,00] + [-00,00]e [54.97,55.03] + [-00,00]e
(186/3) (22.18s/15Mb) (15.65/23Mb)

A2 |576] 75 |[6.523,6.524] + [-5.5,5.6le-6¢| [6.523,6.524] + [-5.5,5.6]e-6 ¢
(59/16) (1.43s/9Mb) (2.4s/13Mb)
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double xi, xsi, A, temp;
signed int *PtrA, *Ptrxi, cond, exp, i;
A = __BUILTIN_DAED_DBETWEEN(20.0,30.0);
PtrA = (signed int *) (&A); Ptrxi = (signed int *) (&xi);
exp = (signed int) ((PtrA[0] & O0x7FF00000) >> 20) - 1023;
xi = 1; Ptrxi[0] = ((1023-exp) << 20);
cond = 1; i = 0;
while (cond) {
xsi = 2%xi-A*xi*xi; temp = xsi-xi;
cond = ((temp > e-10) || (temp < -e-10));
xi = xsi; i++; }

Fig. 2. Newton method for computing %

Poly is the computation of a polynomial of degree 4, not in Horner form,
from an initial interval. Inv is the program we depicted above. Fla and F1b
are two linear recursive filters of order 1. F1b is almost ill-conditionned, and
needs an enormous amount of virtual unrollings to converge in interval seman-
tics (we use 5000 unfoldings of the main loop, in the line below the entry cor-
responding to F1b, named idem). The potentially infinite error found by our
current implementation of affine forms, in Fla and F1b, is due to the fact we
do not have a relational analysis on errors yet. F2 is a linear recursive filter of
order 2. SA and SH are two methods for computing the square root of a num-
ber, involving iterative computations of polynomials (in SH, of order 5). GC4
and GC10 are gradient conjugate algorithms (iterations on expressions involv-
ing division of multivariate polynomials of order 2), for a set of initial matrices
“around” the discretisation of a 1-dimensional Laplacian, with a set of initial con-
ditions, in dimensions 4x4 and 10x10 respectively in GC4 and GC10. A2 is a sam-
ple of an industrial program, involving filters, and mostly simple iterative linear
computations.

5 Conclusion

In this paper, we introduced a new domain which gives tight enclosures for both
floating-point and real value semantics of programs. This domain has been im-
plemented in our static analyzer Fluctuat, which is used in an industrial context.

As we see from the examples of section[] it always provides much more precise
results than the interval based abstract domain of [4], at a small memory expense,
and sometimes even faster. Notice that our domain is in no way specialized, and
works also well on non-linear iterative schemes. As far as we know, no current
static analyzer is able to find as tight enclosures for such computations as we do,
not mentionning that we are also analyzing the difference between floating-point
and real number semantics. The only comparable work we know of, for bounding
the floating-point semantics, is the one of [I]. But the approach in [I] is more
specialized, and would probably compare only on first and second order linear
recursive filters.
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Current work includes relational methods for the error computation, as quick-

ly hinted in [I3] (it should be noted that the computation of values will also
benefit from the relational computation of errors), and better heuristics for join,
meet and fixed point approximations in the domain of affine forms. We are also
working on underapproximations relying on the same kind of domains.
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Abstract. This paper describes a new static analysis to show the ab-
sence of memory errors, especially string buffer overflows in C programs.
The analysis is specifically designed for the subset of C that is found in
critical embedded software. It is based on the theory of abstract inter-
pretation and relies on an abstraction of stores that retains the length
of string buffers. A transport structure allows to change the granularity
of the abstraction and to concisely define several inherently complex ab-
stract primitives such as destructive update and string copy. The analysis
integrates several features of the C language such as multi-dimensional
arrays, structures, pointers and function calls. A prototype implementa-
tion produces encouraging results in early experiments.

1 Introduction

Programming in C with strings, and more generally with buffers, is risky busi-
ness. Before any copy, the programmer should make sure that the destination
buffer is large enough to accept the source data in its entirety. When it is not the
case, random bytes may end up in unexpected memory locations. This scenario
is particularly unpleasant as soon as the source data can somehow be forged by
an attacker: he may be able to smash [I9] the return address on the stack and
run its own code instead of the sequel of the program. Indeed, buffer overflows
account for more than half of the vulnerabilities reported by the CERT [13] and
are a popular target for viruses [10].

Needless to say defects that may abandon control of the equipment to an in-
truder are unacceptable in the context of embedded software. Testing being not
a proof, we aim at designing a static analysis that shows the absence of memory
manipulation errors (buffer, string buffer and pointer overflows) in embedded
C software. We expect such a tool to be sound; to yield as few false alarms as
possible in practice; to require as less human intervention as possible (manual
annotations are unsuitable) and to scale to realistically sized programs. Any soft-
ware engineer would easily benefit from a tool with all these traits and could rely
on its results. Obviously the analysis should be able to handle all the features of
the C language that are used in practice in the embedded world. This requires the
smooth integration of several analysis techniques together. Simplicity of design
is also a crucial point, since the analysis implementation should be bug-free and

K. Yi (Ed.): SAS 2006, LNCS 4134, pp. 35-51] 2006.
© Springer-Verlag Berlin Heidelberg 2006
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cmd = command lv == left value
| 7x;cmd variable declaration | = variable
| w=e assignment | lv.f field access
| ?(lv>’\0) guard | lvle] array access
| c¢mdi + ecmd2  alternative | xe pointer deref.
| cmdi; emde sequence e = expression
| cmd* arbitrary loop | ¢ constant
| 10 function call | left value
T = type | e1®e2 Dbinary operation
| B scalar type | &l address of
| 7[n] array type | (7%)e cast
| {71 fi...7n fn} structure type ® u= binary operator
B = scalar type | +,—, X,/ integer arithmetic
| char character type | +,— pointer arithmetic
| int integer type > = comparison
| 7= pointer type | = equality
| # difference

Fig. 1. Syntax

maintainable. This is not an easy task especially for a language as complex as C.
To attain these goals we adopt the methodology of abstract interpretation [5]:
section 2] presents the subset of C we tackle and its concrete semantics; section
describes the abstraction of strings and the sound static analysis algorithm;
section @ shows how string copy operations are handled, and what checks are
performed by the tool; sections[B and [ address the implementation, experiments
and related work.

2 Embedded C Programs

2.1 Syntax

The C programming language is inherently complex, which makes the formal def-
inition of its semantics a difficult task. Hopefully and for obvious safety reasons,
programming critical embedded applications is subject to severe constraints. In
practice, only a subset of C is allowed. The main limitation results from the
obligation to know at compile time the maximum memory usage of any piece of
software. To achieve this, the use of dynamic allocation (function malloc()) and
recursive functions are both forbidden. For the sake of expositional clarity, we
set aside some additional features such as numerous C scalar types, union types
and goto statements. Dealing with these features brings issues orthogonal to the
object of this paper. Some ideas to address these issues may be found in [7121].
In the end, we consider the relatively small kernel language with the syntax of
figure[[l Complex assignments in C are broken down to simpler assignments be-
tween scalar types. All variables declared in a given scope of the program have
distinct names.
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2.2 Store

A memory address is a pair (x,0) of a variable identifier in ¥V and an offset.
It denotes the o' byte from the address at which the content of variable x is
stored. Operation H shifts an address by a given offset:

(z,0)Bi=(z,0+1)

Programs manipulate three kinds of basic values: integers in Z, characters in C
and pointers in IP. For sake of simplicity, integers are unbounded. The nature of
characters is left unspecified. It is sufficient to say that there is one null character
denoted by "\0’. A pointer is a triple (a,4,n) that references the i*" byte of a
buffer that starts from address a and is n bytes long.

The store maps each allocated address to a basic value. The kind of values
stored at a given address never changes. Hence, a store o = (07, 0c, op) defined
on allocated addresses A = Az @ Ac @ Ap belongs to the set:

Y=(Az —2)x (Ac = C) x (Ap — P)

In this model, any operation that alters the interpretation of data too severely
leads to an error at runtime. For instance, a cast from {int a; int b} to intx is
valid; whereas a cast from intx to charx is illegitimate.

The layout of memory is given by two functions: sizeof (7) returns the size of
a data of type 7 and offset(f) the offset of a field f from the beginning of its
enclosing structure.

2.3 Semantics

We assign a denotational semantics [29] to the kernel language. In the following,
we use notations lv : 7 and e : 7 to retrieve the type 7 of a left value v or
expression e as computed by a standard C typechecker. A left value lv evaluates
to a set of addresses L{lv]}, as formalized in figure 2l Sets allow to encode both
non-determinism and halting behaviours. A pointer of type 7+ can be safely
dereferenced, as long as there remains enough space to store an element of type
7. Likewise, an expression e of integer type evaluates to a set of integers Rz{el.
Notice how an access to some address not allocated in the store of integer halts
program execution. We skip the classical definition of relation v; ® v2 = v which
explicits the meaning of each binary operation. Definitions for expressions of
character or pointer type are completely identical. The last four equations in
figure 2] define pointer creation and cast.
Three atomic commands operate on the store:

C{T @3 emdlo = {0(4om(o) | 72 = Z{T}H (2, 0) Ao’ € C{{emd]} (0 @ 0,)}
where dom(o) Ndom(o,) =0
C{lv =effoc ={ola—v] | a € Lylw}o Ndom(oz) A v € Rz{eltc}
where lv,e: 7Z
C{?(lv >’ \O")fo = {o | v € Re{lv[fo Avx’\0'}
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Lizo = {(,0)}
L{lv.f}}o = {a B offset(f) | a € LYlv]c}
L{lvle]}o = {aB i x sizeof (1) | a € Lylw}o Ni € Rz{e}oc N0 <i < n}
where [v : 7[n]

L{xeloc ={aBi| (a,i,n) € Refefoc A0 <i <n —sizeof(r)} where e: 7
Rz{c}o = {c}

Rz{lvlo = {oz(a) | a € LYylv}oc N dom(oz)}

Rz{e1 © eafo = {v | v1 € Rzfeifo Ava € Rz{ealfo Avi ©® va = v}

Re{&zl}to = {{(,0), 0, sizeof (7))} where x : T
Re{&lv.flo = {(a,0,sizeof (7)) | a € L{ylv.f[to} where lv.f : 7
Re{&lvle][o = {{a,i X sizeof (T),sizeof (7[n])) | a € LYylv}o Ni € Rz{efo}

where v : T[n]
Re{(m*)effoc = Re{elo

Fig. 2. Semantics of left values and expressions

At variable declaration, a new store fragment o, is initialized and concatenated
to the existing store, execution then continues until variable x is eventually
deleted from the resulting store. The new store fragment is built by induction
on the type of the declared variable:

Z{pha = [a — v]
Z{r[n]}a = @ Z{7[(a B x sizeof (7))
0<i<n
Z{{rifr .. mafautba= @ Z{rl(a Boffset(f;))
0<i<n

where v is any value of type 8 and @ joins two disjoint stores. Assignments come
in three flavours, one for each basic type: integer, character and pointer. Here, we
only describe the integer assignment since the other two are completely similar.
Assignment to a non-allocated address brings the program to a halt. Guards let
execution continue when the store satisfies the boolean condition. We consider
only equality or disequality with the null character even though other kinds of
guards may easily be handled. The remaining commands control the flow of
execution:

C{emdy + emdsfto = C{emd1}o U C{emdsafto
C{emdy; emdalto = C{emdal(C{emdy o)
C{emd*}o = Ifpy F,
Foo(X) = {00} U{c' |0 € X No' € C{cmd|o}
C{fO}o =C{cmd}o where ¢md is the body of function f

A program P consists of a set of functions and a main command which is executed
in an initially empty store: {P[} = C{cmde.
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C'={lc,0,1,T¢} =(Zx7Z), A= (Y x7ZH]
Ye(le) =0 ~c(Te)=C W(lz) 0 Ya(dLa) =0
7c(0) = {"\0'} z([lul) ={i [l <i<u} ya(Ta)=A
Yc(1) = C\ {’\0’} Y4(2,0) = {(z,0) | 0 € 12(0)}
=(A*xZ' x 7",
’YP(J-P) 0

(A, I,N) = {{(a,i,n) |a € a(A) ANi € yz(I) An € vz(N)}

Fig. 3. Abstract addresses and values

3 Static Analysis

We wish to automatically verify that all string manipulations in a program
are innocuous. This is, by nature, an undecidable problem. So, we design a
static analysis that computes an approximate but sound representation of all the
stores that result from the execution of a program. Following the methodology
of abstract interpretation [0, an abstraction of sets of stores is first devised. The
analysis algorithm is then systematically derived thanks to this abstraction from
the concrete semantics. The results of the analysis are used to check as many
potentially dangerous memory operations as possible and to emit warnings in
other cases.

3.1 Abstract Values, Integer, and Pointer Stores

Figure [ lists the abstract domains and concretization functions used for sets of
addresses and values. These abstractions are all built from well-known standard
domains: integers are represented by ranges [5]; characters thanks to the domain
of equality/disequality with the null character; a pair of a variable identifier and
a range of possible offsets stands for a set of addresses; and abstract pointers
are triples made of an abstract address, followed by two ranges for possible
offsets and sizes. We use the standard set notations for all operations on ranges:
(€, N, min, max). Moreover, I1 Y Iy denotes the smallest range that contains both
I and Iy; I\ {n} the smallest range that contains all elements in I except n;
I+ n (I —n) is the range obtained after the addition (subtraction) of n to all
the elements in .

The abstract domain (D,~) of the analysis is built as the product of three
domains: one for each type of basic value. An abstract store S is thus a triple
(Sz, Sp, Sc). Abstract integer Sz and pointer Sp stores map each allocated ad-
dress to an abstract value of corresponding type. A fully fledged description of
these standard non-relational domains is skipped. On the other hand, the ab-
stract character store Sc, being the object of our study, is discussed at length in
the next section.
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3.2 Abstract Character Store

A string in C is a sequence of characters stored in memory. The first null char-
acter (’\0’) signals the end of the string. If no null character is found before the
end of the allocated area, then the string is not well-formed. Hence the length
of a string stored on a buffer (a : n) of n consecutive bytes starting at address a
in a store o is:

strleny(a :n) =min({n} U{l|0<I<nAc(aBIl)="\0})

Now, in order to prove the correctness of string manipulations it is necessary to
at least retain some information about the length of the various strings in the
store.

Let 7 be a partition of the set of all allocated addresses, such that each element
in the partition is a connected set (a buffer). The abstract store maps each buffer
in the partition to a range that approximates the possible lengths of the string
stored on that buffer:

pypm- (m — Zﬁ) n
v(S) ={o | Vb € 7 : strien, (D) € vz(S(b))}
(L) =90
Several primitives operate on the domain of character store. Each primitive

obeys a soundness condition. Normalization returns the empty store as soon as
any buffer is associated with an empty range:

L if3b:S0b) =1y
n(S) = .

S otherwise
Normalization preserves the meaning of the abstract store, thus: v(n(S)) = v(5).
From now on, we assume that the store is always in normal form so that no
abstract length can ever be the empty range. A new abstract store with no
information at all may be created using primitive universe from a partition . It
is such that for any buffer (a : n) in

universe(m)(a : n) = [0;n]
It is straightforward to show that: (4 — C) C ~v(universe(m)). Abstract stores
S1 and Ss defined on the same partition 7 can be compared:
S1ESy <= (S1=LV(S2# LAVbe: S1(b) C S3(b)))
= 7(51) S(852)

Abstract join U and meet M operations are performed pointwise. To deal with

variable declarations, we need to concatenate stores of disjoint domains and
remove all the buffers allocated for a given variable:

S1® Sy =515
S\ @ = S{(a:n)enla=(y,0) Ayzz}



Static Analysis of String Manipulations in Critical Embedded C Programs 41

These operations verify the following set inequalities:

Y(51) U (S2) € v(S1US2)

7(S1) Ny(S2) € 7(S1 M S2)

{o102 [ 01 € ¥(S1) Aoz € 7(S2)} € (51 @ S2)
{01{w.0)cayzay | 0 €7(S)} S (S \ 2)

Boolean conditions present in if statements, switches and loops must be taken
into account in order to produce sufficiently precise results. Primitive guard con-
strains the store according to an equality or disequality comparison with char-
acter \0”:

{oloev(S)Naevy(A)NAAg(a)=x"\0"} C v(guard(A<"\0,5))

Suppose the constraint implies that there is at least one '\0’ character in a
memory region that spans from address (z, 01) to address (x, 02). Suppose further
that this region is contained in a unique buffer (a : n) of the partition. Then, the
length of a string starting in a is necessarily smaller than the distance ¢ from a
to (z,02). Hence:

guard((z, [o1;02]) = "\0",.S) = n(S[a : n— S(a : n)N[0;6]])

Similarly, suppose now that the value stored at address (z,0) is not the "\’
character. If address (z,0) belongs to some buffer a : n of the partition and 6 is
the distance from a to (z,0), then:

guard((z, [0; 0]) # "\07, ) = n(S[b — S(b) \ {6}])
In all other cases, guard simply leaves the store unchanged:

guard( A< \0’,5) = S

Transport structure and store accesses. Operations to read and write in the
store are primordial to the analysis. However they are not easily defined mainly
because the region in memory that is impacted by the operation does not nec-
essarily coincide with a particular buffer in the partition. In order to alleviate
this difficulty, we first devise transformations on the abstract store that allow
to change the underlying partition. Transformation cut Cs splits the buffer b
into two consecutive buffers b; and by of respective sizes § and n; the reverse
transformation glue Gs lumps together two buffers that are contiguous:

Cs(b— L)) = {[bl — LN[0;6];ba — [0;n]] otherwise

b— KY(L+6)] iféeK

Gs([br — K;by +— L]) = {[b — K] otherwise
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lc ifS=1VA=_1x
read(S, A) = ¢ evalj (@S(b)) if A= (z,0) Ab=tobuff(A)AbC A
Tc otherwise
write(S, A, V) =
1 fS=1VvVA=1,vV =14
DS[b — update, (S(b), V)] if A= (2,0) Ab=tobuff(A)AbC A
universe() otherwise
tobuff(z, [01;02]) = ((z,01) : (02 — 01 + 1))
update,, ([/; u], 0) = [0; min(u,n — 1)]
0 ifn=1AL=][0;0] W1 ifne1
eval, (L) =<1 if L =[n;n] update,, ([};u],1) = ' = .
. [[;n] otherwise
Tc otherwise

update, (L, T) = [0; n]
Fig. 4. Abstract memory access
Both operations are sound in that their result includes at least all the concrete

stores originally present:

(S ®[b— L)
’V(SEB [b1 — Kby — L])

V(5@ Cs([b— L]))

-
C (S ®Gs([br — Kbz — L))

Building on glue and cut, there is a simple algorithm to move from any partition
71 to another mo (of course, m; and w2 must be defined on the same set of
allocated addresses). Starting from 7, the first step consists in splitting buffers
until we get to the coarsest partition which is finer than both 7; and 75. Then, in
a second step buffers are glued together to get back to ms. Let us introduce two
very useful shortcut notations built on top of this algorithm. In the following,
all addresses in buffer b = (a : n) are allocated (i.e. b C A):

— @5(b) minimally modifies the store so as to include buffer b in the result-
ing partition and then returns the value associated with this buffer. More
accurately, let 7 @ {(a1 : m1) ... (ax : ng)} be the initial partition, where all
buffers that overlap b are listed in increasing order as (a1 : n1) to (ax : ng).
Then the destination partition is 7 @ {(a1 : 6),(a : n), (@B n : §’)}, where §
and &’ are the respective distances from a; to a and from a B n to ay H ny,

— &S[b — L] transforms the partition to add buffer b as previously explained,
updates its value with L and translates back to the initial partition.

Memory accesses can now be described by the equations of figure @ Let us
comment the cases when the abstract address A that is read or written is of the
form (z,[01;02]) and all the addresses from (x,01) to (z,02) are allocated. In
this case, the buffer b that corresponds to A starts in (z,01) and stretches over
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n = (02 — 01 + 1) bytes. Thanks to the previously introduced transformations,
we can easily convert the abstract store so that buffer b belongs to the partition.
Then, to evaluate the value that is read, we apply function eval,, to the abstract
length L associated with b. There are three cases:

— when the buffer contains only one character that is equal to \0’, then 0 is
returned,

— when L = [n;n], the first "\0’ character is not in the buffer, so the returned
value is 1,

— in all other cases, there is insufficient information to conclude and T¢ is
returned.

The intuition that motivates definition of function update goes as follows:

— After a ’\0’ character is written somewhere in the buffer, we can be sure that
the length is strictly less than its size n. Moreover, previous "\0’ characters
remain so that update, ([/;u],0) = [0; min(u, n — 1)].

— If exactly one non-null character is copied in a buffer of size n = 1, then the
first "\0’ can not be at index 0, so update; (L, 0) = [1;1].

— In the remaining cases when a non-null character is written, it may erase the
first ’\0’ character in the buffer, so that the length of the string may be un-
bounded. Since non-null characters are untouched, the information about the
lower bound on the possible string lengths is kept, thus update, ([I;u],0) =
[I;n].

— At last, when an unknown value is copied, all information is lost.

These operations are sound with respect to:

{o(a) | 0 € v(S) Na € ya(A) Ndom(o)} C ~c(read(S, A))
{ola—v]| o €y(S)ANaecvs(A) Ndom(c) Av € vc(V)} C v(write(S, A, V))

3.3 Abstract Semantics

Building on the previous primitives, the static analysis computes abstract stores

while mimicking the concrete semantics. Figure [l presents the definition that

are specifically related to the handling of characters and strings. The remaining

aspects of the analysis are standard and thus not thoroughly described here.
Let us paraphrase some of the most spicy equations:

— To initialize a zone of memory starting at address a with a single character
or with an array of n characters, Z{7[}a creates a store whose partition is
reduced to a unique buffer of size 1 or n and that contains no information,

— Non-deterministic choice amounts to abstract join and the sequence to func-
tion composition,

— The abstract store after a loop is the result of an abstract fixpoint com-
putation. The constructive version of Tarski’s theorem [6] suggests a naive
algorithm: starting from L, the successive iterates of F¥ are computed un-
til stabilization. In practice other more complex algorithms [31], the use of
widening, and loop unfolding may be safely applied.
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ZI[char]a = (L, L, universe({(a,1)}))

RS — 0 ife="\0 ZI[char[n]|]a = (L, L, universe({(a,n)}))
IS =01 therwise Tirfnlle= @ (Il i  sizeof ()}
Re[l]S = read(Sc, LIW]S)  [{rify ... 10 fo}]a = @ {Z[7:](a B offset(f:))}

Clr z; emd] S = Clemd] (S & I[r](x,0)) \ =
Cllv = €](Sz, Sp, Sc) = (Sz, Sp, write(Sc, L[]S, Rc[e]))  where lv, e : char
Cl?(lw > \0")](Sz, Sp, Sc) = (Sz, S, guard (L[]S 1 "\0", S¢))
Clemdi + ecmd2] S = Cemd1]S U Clemd2] S
Cllemdy; emd2] S = Clemd2](Clemdq]S)
Clemd*]S = Ifp, F

F&, (S) = So UC[emd]S
CIfOIS =C[emd]S where cmd is the body of function f

Fig. 5. Abstract evaluation, initialization and execution of commands

Theorem 1 (Soundness). The abstract semantics of a command cmd on an
abstract store S includes all stores that are obtained by any run of the command
starting from some initial store in vy(S):

{o' | o €v(S)Ao" € C{cmd|}a} C ~(C[ecmd]S)

Proof. The proof is done by structural induction on the syntax of commands.
It reduces to the assembly of the various atomic soundness conditions of each
primitive.

Note, that since, our static analysis is built in a modular way, it would be
possible to replace some components to improve either precision or efficiency and
still retain the overall soundness theorem. In particular any other non-relational
numerical domain can be easily used instead of ranges.

Example 1. Here are the invariants collected by the static analysis with the
character store for a small example:

10: char buf[10]; (buf,0) : 10 — [0; 10]
11: buf[0] = ’a’; (buf,0) : 10 — [1;10]
12: buf[4] = ’\0’; (buf, 0) : 10 — [1;4]
13: buf[1] = ’b’; (buf,0) : 10 — [2;10]
14: buf[2] = ’\0’; (buf,0) : 10 — [2;2]

The partition is reduced to one buffer that starts at (buf,0) of 10 bytes. Let us
delve into the details of the computation from label 12 to 13. The tool reaches
label 12 with the knowledge that the length of buf is greater than 1:
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(buf,0) : 10 — [1;10]
The partition is split in three around the zone that is being written:
(buf,0) : 4 — [1;4]
(buf,4) : 1 — [0;1]
(buf,5) : 5 — [0;5]

The null character is written in buffer (buf,4) : 1, using primitive update:
(buf,0) : 4 — [1;4]
(buf,4) : 1 — [0;0]
(buf,5) : 5 — [0;5]
At last, the buffers are glued together to restore the initial partition:
(buf,0) : 10 — [1;4]
Note that at instruction 13, after character *b’ is written at index 1 of buf, the
upper bound on the length of the string is forgotten. This is indeed necessary.
Consider the concrete store where the first *\0’ character is exactly at index 1;
since it is overwritten by a non-null character and the tool has no information

about the position of the remaining "\0’ characters after the first one, the new
length is unknown.

Imagine now that the previous example were ended by a call to strcpy that
copies string buf into a buffer of size strictly larger than 2. Such a call would be
correct and the approximation computed by the tool precise enough to prove this.
Next section is about the analysis of the strcpy and the checks that are made
to show the correctness of possibly dangerous memory manipulation operations.

4 String Copy

4.1 Concrete Semantics

The syntax of commands is enriched with strcpy(e1,ez). This call copies the
string pointed to by pointer es into the buffer starting in ey:

C{strcpy(es,es)ffo =
a1 € L{*e1}loc Any = allocsz 4(ay)
olar B j— o(az B j)lo<j<i | a2 € L{xe2lto A ny = allocsz 4(as)
[ = strleny(ag :na) ANl #na ANl <myq

In the previous equation allocsz(a) denotes the number of bytes that are allocated
starting from address a. The source buffer denoted by es should contain a valid
string, i.e. there should be some "\0’ character before the end of the allocated
source memory zone. In other words, the length I = strlen, (as : na) of the string
should be different from no. Additionally, [ should be smaller than the size n; of
the destination buffer. Otherwise, there is not enough space to copy the entire
string and, according to this semantics, the program halts.
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1z ifS=1VA=1,

strlen(S, A) = ®DS((x,0) :m)\ {m} A= (z,o;0]) N m = allocsz4(z,0)
weakstrlen (.S, b) if A= (z,0) A b= tobuff(A)
[0; +00] otherwise

strepy(S, A, L) = L1
strepy(S, A, [ u]) =

1 fS=1VA=1,4

n(PS[(z,0) : m— [l;m —1]]) if A= (z,][0;0]) Am = min(u + 1, allocsz4(z,0))
n(weakstrcpy(S, b, [1; u])) if A= (z,0) Ab=tobuff(A)AbC A
universe(m) otherwise

weakstrlen(S, X) = Y{®S(a:m)\ {m} | a € X Am = allocsza(a)}

weakstrepy (S, a : n, [l;u]) = @S[a : m — PS(a:m) Y [l;m —1]]
where m = min(u + n, allocsz.4(a))

Fig. 6. Abstract string length and string copy

4.2 Abstract Semantics

In the abstract world, strcpy is performed in two phases:
CHStrcpy(elv 62)]]5 = (527 SP; StGCy(SC, L[[*el]]sﬂ Strlen(SC7 LH*eQHS)))

Both phases are defined in figurel6l First, strlen retrieves the length of the source
string. When the address a of the source string is exactly known, it reads the
information associated with the buffer that starts from a and goes until the first
non-allocated address a HH m. The length m represents the case when no null
character is found before the end of the buffer. This case would halt the pro-
gram and is thus eliminated from the result. Then, primitive strcpy updates the
destination buffer with the new abstract length. When the destination address
a is precisely known, the information is replaced by the new abstract length
bounded by the size of the source zone. When the possible destination addresses
are contained in a buffer (a : n), weakstrcpy merges the previous length with
interval [I;u + n — 1] bounded by the size of the destination zone. The lower
bound [ corresponds to the case when the smallest string is copied to a. The
upper bound u +n — 1 corresponds to the case when the longest string is copied
to a8 (n — 1). Notice how both primitives make extensive use of the algorithm
@ to change partitions. They satisfy conditions:

{z
oge(S)Na€ya(A) Al €z(l)
olaBj — c¢jlo<j<i | n=allocszg(a) ANl <n C ~(strepy(S, A, L))
VO<j<lic;#\0'Ac ="\0'

C trlen(.S, A
I =strleny(a:n) Al #n C 7z (strlen(S, A))

o €v(S)Na€ya(A) An = allocsza(a) }
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This ensures the soundness of the abstract string copy with respect to its concrete
counterpart. Theorem [ still holds.

4.3 Checks

Information gathered by the static analysis is used to check that all potentially
dangerous memory manipulations are safe. A predicate is applied to the abstract
value computed for the arguments of each operation. If the predicate does not
hold, then the tool has insufficient information to conclude the operation is safe
and it emits a warning. We present three such predicate:

— Buffer overflows: when accessing an array of size n at any index in vz(I),
the index should be within bounds:

check(Z,n) = (0 <min(1)) A (max([) < n)

— Pointer overflows: when dereferencing a pointer P to a data of type 7, the
pointer should be within the referenced zone:

check,((A, I, N),7) = (0 < min(I)) A (max(I) + sizeof(7) < min(N))

— String buffer overflows: when copying a string of length [ in vz(L) from a
source address a in y4 (x, O) to some destination address a’ in v, (y, O'), there
should be a null character before the end of the allocated memory starting
in a and there should be at least [ bytes of allocated memory from a’:

checko:(S, (z,0), (y,0"),L) =
tobuff(z,0) C AA a = (x,max(0)) A m = allocsz4(a) Am ¢ &S(a : m)
A tobuff(y, O") € A Amax(L) < allocsz4(y, max(O"))

5 Experiments

The static analysis was implemented in OCaml [16]. It uses CIL [18] as front-end.
A simplification phase is applied to the CIL output to get to our kernel language.
The analysis then propagates the abstract store following the structure of the
code. Loops are dealt with simple fixpoint computation algorithms. Some loops
are unfolded in order to improve precision. Once computations have stabilized,
an ultimate pass checks potentially dangerous operations and emits warnings.
Excluding CIL, the whole source code totals approximately 4000 lines of code.
The design of this static analysis was constantly lead by software most similar
to what is found on actual aeronautical products. It is interesting to note that, in
these case studies, approximately 60% of calls to strcpy have a constant string as
source argument. Another 25% are called with a source buffer that is initialized
with a constant string. Experiments were performed on small benchmarks from
this software base. We sometimes had to manually remove union types which

L All abstract arguments are suppose to be different from L.
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are not handled by this analysis. Among others, all 63 calls to strcpy in a 3000
lines of code program were successfully checked. Here is a small example that
embodies some of the more difficult cases the tool had to process:

typedef struct { int main() {
charx f; s al[2][2];
T s; s* ptr = (s*) &a[1];
char buf[10]; init(ptr);
ptr = (s*) &al0];
void init(s* x) { strcpy(al1][1].£f, "strcpy ok");
x[1].f = buf; strcpy(al1] [1].£f, "strcpy not ok");

T}he tool flags the second call to itrcpy. Since it knows variable x and &a[1]
are aliased, it deduces that a[1] [1] . £ has size 10 and doesn’t emit any warning
for the first call. This example demonstrates that the integration of several C
features in one tool are necessary to obtain sufficient precision.

6 Related Work

The detection of buffer overflows in C programs is an active field of research and
various approaches have been proposed.

Fuzzing is a testing technique that consists in hooking a random generator to
the inputs of a program. If the program crashes then defects may be uncovered.
Smart fuzzing tools take advantage of the network protocols [1I3] or file formats
[23] expected by the software in order to exercise the code in more depth. How-
ever, testing can usually not be exhaustive. Tools like StackGuard [8], ProPolice
[2], CRED [20] and other [28] are C compiler’s extension that implement runtime
protection mechanisms. For instance, StackGuard uses a canary to detect attacks
on the stack. Unfortunately, these techniques incur a non negligible overhead:
either by slowing down execution or using up memory. Light static analyzes may
remove unnecessary checks and improve performances [I7]. In the end, all these
techniques just turn buffer overflows into denial-of-service attacks.

Static analyses can detect defects before execution of the code. Several tools
[27250ATHTTIB0J26I12] sacrifice soundness to scalability or efficiency. Unsound
tools include fast and imprecise lexical analyzer such as ITS4 [25]. BOON [20]
and [12] both translate the verification problem into an integer constraint prob-
lem but ignore potential aliasing. Soundness is clearly mandatory in our context.
ASTREE [7], Airac [14], CGS [24] are all sound tools based on abstract interpre-
tation that aim at detecting all runtime errors in C code. ASTREE focuses on
control command software without pointers, Airac on array out of bounds and
CGS on dynamic memory manipulation. These approaches do not have any spe-
cial treatment for strings, which is a potential source of imprecision in our case.
CSSV [9] and the analysis of [22] are most close to our work. Like us, both adopt
the abstraction pioneered in [26] of strings by their possible lengths. Unlike us,
they use the expensive numerical domain of polyhedra. They handle dynamic
allocation. Instead of incorporating value and pointer analysis together, both
perform the pointer analysis separately. CSSV then translates the C program
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into an integer program. It needs function level annotations to produce precise
results during a whole program analysis. CSSV can handle union types, albeit in
a very imprecise way: each memory location has a size and any assignments of a
value of different size sets the location to unknown. Interestingly, the abstraction
in [22] associates the length of strings to pointers, rather than to the buffer where
the string is stored. It seems difficult to extend the formalism in order to deal
with more language features. In particular, two pointers are aliased when they
have the same base address and length. This condition is clearly too restrictive
and prevents the handling of multi-dimensional arrays or cast operations.

7 Conclusion

We have designed and implemented a new static analysis to check the correct-
ness of all memory manipulations in C programs. It integrates several analysis
techniques to handle pointers, structures, multi-dimensional arrays, some kinds
of casts and strings. The analysis of strings is made as simple as possible thanks
to transport operators that let tune the granularity of the abstraction. First ex-
perimental results are extremely promising, and the abstraction seems adequate
to prove actual case studies correct. Further work will explore the semantics and
abstractions necessary to deal with C union types with much precision.
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Abstract. We consider the verification of non-recursive C programs ma-
nipulating dynamic linked data structures with possibly several next
pointer selectors and with finite domain non-pointer data. We aim at
checking basic memory consistency properties (no null pointer assign-
ments, etc.) and shape invariants whose violation can be expressed in an
existential fragment of a first order logic over graphs. We formalise this
fragment as a logic for specifying bad memory patterns whose formulae
may be translated to testers written in C that can be attached to the
program, thus reducing the verification problem considered to checking
reachability of an error control line. We encode configurations of pro-
grams, which are essentially shape graphs, in an original way as extended
tree automata and we represent program statements by tree transduc-
ers. Then, we use the abstract regular tree model checking framework for
a fully automated verification. The method has been implemented and
successfully applied on several case studies.

1 Introduction

Automated verification of programs manipulating dynamic linked data struc-
tures is currently a very live research area. This is partly due to the fact that
programs manipulating pointers are often complex and tricky, and so methods
for automatically analysing them are quite welcome, and also because automated
verification of such programs is not easy. Programs manipulating dynamic linked
data structures are typically infinite-state systems, their configurations have in
general the form of unrestricted graphs (often referred to as the shape graphs),
and the shape invariants of these graphs may be temporarily broken by the
programs during destructive pointer updates.

In this paper, we propose a new fully-automated method for analysing various
important properties of programs manipulating dynamic linked data structures.
We consider non-recursive C programs (with variables over finite data domains)
manipulating dynamic linked data structures with possibly several next pointer
selectors. The properties we consider are basic consistency of pointer manipula-
tions (no null pointer assignments, no use of undefined pointers, no references to
deleted elements). Further undesirable behaviour of the verified programs (e.g.,
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breaking of certain shape invariants such as an introduction of undesirable shar-
ing, cycles, etc.) may be detected via testers written in C' and attached to the
verified procedures. Moreover, for a more declarative way of specifying undesir-
able behaviour of the considered programs, we introduce a special-purpose logic
LBMP (logic of bad memory patterns) and we show that its formulae may be
automatically translated into C testers. Then, verification of these properties
reduces to reachability of a designated error location.

Our verification method is based on using the approach of abstract reqular tree
model checking (ARTMC) [9]. In regular tree model checking, configurations of
the systems being examined are encoded as trees over a suitable ranked alphabet,
sets of configurations are described by tree automata, and transitions of the
systems are encoded as tree transducers. Subsequently, one computes the set of
all configurations reachable from an initial set of configurations by repeatedly
applying the tree transducers on the set of the so-far reached configurations
(encoded as tree automata). In order to make the method terminate as often
as possible and to fight the state explosion problem arising due to increasing
sizes of the automata to be handled, various kinds of automatically refinable
abstractions over automata are used in ARTMC.

In order to be able to apply ARTMC for verification of programs manipulat-
ing dynamic linked data structures, whose configurations (shape graphs) need
not be tree-like, we propose an original encoding of shape graphs based on tree
automata. We use trees to encode the tree skeleton of a shape graph. The edges
of the shape graph that are not directly encoded in the tree skeleton are then
represented by routing expressions over the tree skeleton—i.e., regular expres-
sions over directions in a tree (as, e.g., left up, right down, etc.) and the kind of
nodes that can be visited on the way. Both the tree skeletons and the routing
expressions are automatically discovered by our method. The idea of using rout-
ing expressions is inspired by PALE [2§] and graph types [24] although there,
they have a bit different form (see below) and are defined manually.

Next, we show how all pointer-manipulating statements of the C program-
ming language (without pointer arithmetics, recursion, and with finite-domain
non-pointer data) may be automatically translated to tree transducers over the
proposed tree-automata-based representation of sets of shape graphs.

We implemented our method in a prototype tool based on the Mona tree li-
braries [23]. We have tested it on a number of non-trivial procedures manipu-
lating singly-linked lists (SLL), doubly-linked lists (DLL), trees (including the
Deutsch-Schorr-Waite tree traversal), lists of lists, and also trees with linked
leaves. To the best of our knowledge, verifying some properties on trees with
linked leaves have so-far not been considered in any other fully automated tool.
The experimental results obtained from our tool are quite encouraging (and,
moreover, we believe that there is still a lot of room for further improvements
as we have, e.g., not used the mechanism of Mona’s guided tree automata, we
have used general-purpose, not specialised abstractions as in [I1], etc.).

Related Work. There have been and there are currently being investigated
various approaches to verification of programs manipulating dynamic linked data
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structures that differ in the degree of automation, generality, and/or principles
used. Out of these techniques, we mention TVLA based on 3-valued predicate
logic with transitive closure [29J26], PALE based on WSES and tree automata
[28], approaches based on predicate abstraction [4J27], memory patterns [32UT15],
graph grammars [25], separation logic [18], alias logic [14], or various (extended)
automata [20/T7[7]. Among these approaches, our method belongs to the most
automated and at the same time most general ones.

The closest approach to what we propose here is the one of PALE that also
uses tree automata (derived from WSKS formulae) as well as the idea of a tree
skeleton and routing expressions. However, first, the encoding of PALE is differ-
ent in that the routing expressions must deterministically choose their target,
and also, for a given memory node, selector, and program line, the expression is
fixed and cannot dynamically change during the run of the analysed program.
Further, program statements are modelled as transformers on the level of WSkS
formulae, not as transducers on the level of tree automata. Finally, the approach
of PALE is not fully automatic as the user has to manually provide loop invari-
ants and all needed routing expressions, which are automatically synthesised in
our approach.

In [8], we proposed a method based on abstract regular word model checking
for verifying programs with 1-selector dynamic data structures. The concept of
regular word model checking was studied in a series of works—including, for
instance, [22/T2TGTTI2TI3T]. Several different works [30/I3)2I3/9) have appeared
on the subject of regular tree model checking as well. Our approach of abstract
regular (tree) model checking provides efficiency and is the only one that has been
so-far applied in the area of verifying programs with dynamic data structures.

Top-down tree automata on infinite trees are used for verification of pointer
manipulating programs in [I7]. Here, linked data structures are represented with
unfolded loops as infinite trees. Unlike our general approach, the work identifies
and concentrates on a decidable fragment of pointer manipulating programs and
their properties. The allowed programs may be compiled into an automaton on
pairs of trees, composed with the given input tree automaton, the undesirable
output tree automaton, and emptiness of the product is then checked.

The logic LBMP we use is close to the existential (positive) fragment of the logic
of reachable patterns (LRP) in linked data-structures [33] but there the purpose
is to have a decidable logic for reasoning about post- and pre-conditions and clo-
sure under negation is important. In our work we only need to express negation of
invariance properties, and our verification approach is model checking.

2 The Class of Programs and Properties Considered

2.1 The Considered Programs

We consider standard, non-recursive C programs manipulating dynamic linked
data structures (with possibly several next pointer selectors). We do not con-
sider pointer arithmetics. We suppose all non-pointer data to be abstracted to a
finite domain by some of the existing techniques before our method is applied.
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In the paper, we concentrate on the follow- // Doubly-Linked Lists
ing pointer manipulating program statements: typedef struct £

x=NULL, x=y, X = y—>next, x->next =y, x = } DLE?L next, *prev;
malloc(), free(x), and if (x==y) goto L1;

else goto L2; for pointer variables x and y DLL *DLL_reverse(DLL *x) {
and program line labels L1 and L2. We sup- DLL *y,*z;

pose some further, commonly used statements 2 = NULL;

. Yy = x->next;
(such as while loops or nested dereferences) while (y!=NULL) {

to be encoded by the listed statements. For x->next = z;
brevity, we do not explicitly discuss manipula- X->prev = y;
tion of non-pointer finite-domain data, which is Z =X X=Yi

anyway straightforward. An example of a typi- y = x->next

cal program that our method can handle is the
reversion of doubly-linked lists (DLL) shown in
Fig.[Il which we also use as our running example. Fig. 1. Reversing a DLL

}

return x;

2.2 The Considered Properties

First of all, the properties we intend to check

include basic consistency of pointer manipulations, i.e. absence of null and un-
defined pointer dereferences and references to already deleted nodes. Further,
we would like to check various shape invariance properties (such as absence of
sharing, acyclicity, or, e.g., the fact that if x->next == y (and y is not null) in
a DLL, then also y->prev == x, etc.). To define such properties we propose two
approaches described below.

Shape Testers. First, we use the so-called

shape testers W}"itten in the .C language..They while (x != NULL && random())
can be seen as instrumentation code trying to X = x->next;

detect violations of the memory shape proper- ¢ (x '= NULL

ties at selected control locations of the orig- %& x->next->prev != x)
inal program. We extend slightly the C lan- error();

guage used by the possibility of following next

pointers backwards and by non-deterministic Fig. 2. Checking the consistency
branching. For our verification tool, the testers ©f the next and previous pointers
are just a part of the code being verified. An

error is announced when a line denoted by an error label is reached. This way,
we can check a whole range of properties (including acyclicity, absence of shar-
ing and other shape invariants as the relation of next and previous pointers in
DLLs—cf. Fig[2).

A Logic of Bad Memory Patterns. Second, in order to allow the undesired
violations of the memory shape properties to be specified more easily, we propose
a logic-based specification language—mnamely, a logic of bad memory patterns
(LBMP)—that is a fragment of the existential first order logic on graphs with
(regular) reachability predicates (and an implicit existential quantification over
paths). When defining the logic, our primary concern is not to obtain a decidable

x = aDLLHead;
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logic but rather to obtain a logic whose formulae may be automatically translated
to the above mentioned C testers allowing us to efficiently test whether some bad
shapes may arise from the given program by testing reachability of a designated
error control line of a tester.

Let V be a finite set of program variables and S a finite set of selectors. The
formulae of LBMP have the form @ ::= Jwy,...wy,.0 where W = {wy, ..., w,},
VNW = 0, is a set of formulae variables, p 2= oV ¢ | ¥, ¥ == A | zoy,
z,y € VUW, and g is a reachability formula defined below. To simplify the
formulae, we allow y in xpy to be skipped if it is not referred to anywhere else.
We suppose such a missing variable to be implicitly added and existentially
quantified. Given a 1 formula, we define its associated graph to be the graph
Gy = (VUW, E) where (z,y) € E iff zpy is a conjunct in 7. To avoid guessing
in the tester corresponding to a formula, we require Gy of every top level ¥
formula to have all nodes reachable from elements of V.

An LBMP reachability formula has the form ¢ ::=>|<| o4+ 0 | 0.0 | 0* | [0]
where s € § and o is a local neighbourhood formula. Finally, an LBMP local
neighbourhood formula has the form Juy, ..., u,. BC(x = y,z = y) where U =
{u1, ..., um } is a set of local formula variables, UN(VUWU{p}) =0, p € VUW,
se€S, zeVUWUUU{p},y e VUWUUU{p, L, T}, and BC is the Boolean
closure. Here, | represents NULL, T an undefined value, and p is a special variable
that always represents the current position in a shape graph. Moreover, to avoid
guessing in the evaluation of the local neighbourhood formulae, we require that if
o is transformed into ¢’ in DNF, and we construct a graph based on the positive
2 literals for each disjunct of ¢/, each node of such a graph is reachable from p.

The semantics of LBMP formulae is relatively straightforward. Therefore we
defer its description to the full version of the paper [10]. Instead, we illustrate
the semantics of LBMP formulae on several examples expressing undesirable
phenomena that we would like to avoid when manipulating acyclic doubly-linked
lists. In their case, it is undesirable if one of the following happens after some
operation (as, for instance, reversion) on a given list—we suppose the resulting
list to be pointed via the program variable (:

1. The list does not end with null, which can be tested via [ 2" [p=T],

2. The predecessor of the first element is not null, which corresponds to {[-(p LA
Dl

3. The predecessor of the successor of a node n is not n, which can be detected
via the formula I % [Fz.p Sz A z2# L A —(z 2 p)], or

4. The list is cyclic, i.e. Iz. 1 2 [p = 7] LN [p = z]. (Note that this property
is in fact implied by items 2 and 3.)

All the given formulae can be joint by disjunction into a single LBMP formula.
Due to the space limitations, we do not provide more examples of LBMP for-
mulae, but we note that for all the structures mentioned later in Section [ we
are able to specify all the commonly considered undesirable situations in LBMP
(some more examples of LBMP formulae can then be found in the full version
of the paper [10]).
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Due to a lack of space, the procedure for translating LBMP formulae is de-
scribed in the full version of the paper [I0]. Intuitively, it is quite easy to see
that the existentially quantified LBMP formulae with a stress on exploring paths
through the examined linked data structures starting from program variables
can be encoded in a slightly extended C code, put after the program being ver-
ified, and used in an efficient way for checking safety of the given program. We
translate disjunctions to non-deterministic branching, conjunctions and series
of reachability formulae to series of tests, iteration in the reachability expres-
sions to non-deterministic while loops. The needed extension of C includes non-
deterministic branching and the possibility of following next pointers backwards.
Both of these features may easily be handled in our verification framework.

2.3 The Verification Problem

Our verification problem is model checking of the described undesirable exis-
tential properties against the given program. Above, we explain that for the
specification of a violation of shape invariants, we use shape testers or LBMP
whose formulae are translated into shape testers. For shape testers, we need
to check unreachability of their designated error location. Moreover, we model
all program statements such that if some basic memory consistency error (like
a null pointer assignment) happens, the control is automatically transferred to
a unique error control location. Thus, we are in general interested in checking
unreachability of certain error control locations in a program.

3 Automata-Based Verification Framework

In this section, we introduce the abstract tree regular model-checking framework
based on tree automata and transducers that we use for solving our verification
problem.

3.1 Tree Automata and Transducers

Terms and Trees. An alphabet X is a finite set of symbols. X is called ranked if
there exists a rank function p : X' — N. For each k € N, X}, C X' is the set of all
symbols with rank k. Symbols of Xy are called constants. Let x be a denumerable
set of symbols called variables. T's;[x] denotes the set of terms over X' and x. The
set T'[0] is denoted by T's;, and its elements are called ground terms. A term ¢ from
T's[x] is called linear if each variable occurs at most once in ¢.

A finite ordered tree ¢ over a set of labels L is a mapping ¢ : Pos(t) — L
where Pos(t) C N* is a finite, prefix-closed set of positions in the tree. A term
t € Tx[x] can naturally also be viewed as a tree whose leaves are labelled by
constants and variables, and each node with k sons is labelled by a symbol from
X [16]. Therefore, below, we sometimes exchange terms and trees. We denote
NlPos(t) = {p € Pos(t) | -3i € N : pi € Pos(t)} the set of non-leaf positions.

Tree Automata. A bottom-up tree automaton over a ranked alphabet X is a
tuple A = (Q, X, F,6) where @ is a finite set of states, ' C @ is a set of final
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states, and 6 is a set of transitions of the following types: (i) f(q1,.-.,qn) —s g,
(ii) @ —s g, and (iii) ¢ —s ¢’ where a € Xy, f € X, and q,¢',q1,.--,qn € Q.
Below, we call a bottom-up tree automaton simply a tree automaton.

Let ¢ be a ground term. A run of a tree automaton A on ¢ is defined as follows.
First, leaves are labelled with states. If a leaf is a symbol a € Xy and there is a
rule a —s g € 0, the leaf is labelled by ¢. An internal node f € X} is labelled
by ¢ if there exists a rule f(q1,q2,-..,qx) —s ¢ € 6 and the first son of the node
has the state label ¢;, the second one ¢s, ..., and the last one ¢x. Rules of the
type ¢ —s ¢ are called e-steps and allow us to change a state label from ¢ to ¢’.
If the top symbol is labelled with a state from the set of final states F', the term
t is accepted by the automaton A.

A set of ground terms accepted by a tree automaton A is called a regular tree
language and is denoted by L(A). Let A = (Q, X, F, §) be a tree automaton and
q € Q a state, then we define the language of the state ¢—L(A, ¢)—as the set of
ground terms accepted by the tree automaton A, = (Q, X, {q}, 6). The language
L="(A,q) is defined to be the set {t € L(A, q) | height(t) < n}.

Tree Transducers. A bottom-up tree transducer is a tuple T = (Q, X, X', F, §)
where @ is a finite set of states, F' C @Q a set of final states, X~ an input ranked
alphabet, X’ an output ranked alphabet, and § a set of transition rules of the
following types: (i) f(qi(x1),...,qn(zn)) —s qu), u € Tsr[{x1,...,zn}], (ii)
q(x) —s ¢'(u), u € Tsy[{z}], and (iii) a —¢ q(u), u € Ty where a € Xy, f € X,
T, T1,...,Tn € X, and q,¢',q1,. .., ¢, € Q. In the following, we call a bottom-up
tree transducer simply a tree transducer. We always use tree transducers with
=X

A run of a tree transducer 7 on a ground term ¢ is similar to a run of a tree
automaton on this term. First, rules of type (ii7) are used. If a leaf is labelled
by a symbol a and there is a rule a —s g(u) € 6, the leaf is replaced by the
term v and labelled by the state ¢. If a node is labelled by a symbol f, there is a
rule f(q1(z1),q2(x2), ..., qn(zn)) —s q(u) € 6, the first subtree of the node has

the state label g;, the second one g, ..., and the last one g,, then the symbol
f and all subtrees of the given node are replaced according to the right-hand
side of the rule with the variables z1,...,z, substituted by the corresponding

left-hand-side subtrees. The state label ¢ is assigned to the new tree. Rules of
type (i) are called e-steps. They allow us to replace a g-state-labelled tree by
the right hand side of the rule and assign the state label ¢’ to this new tree with
the variable x in the rule substituted by the original tree. A run of a transducer
is successful if the root of a tree is processed and is labelled by a state from F.

A tree transducer is linear if all right-hand sides of its rules are linear (no
variable occurs more than once). The class of linear bottom-up tree transducers
is closed under composition. A tree transducer is called structure-preserving (or a
relabelling) if it does not modify the structure of input trees and just changes the
labels of their nodes. By abuse of notation, we identify a transducer 7 with the
relation {(t,t") € Ts x T's | t — q(t') for some g € F'}. For aset L C Tx and a
relation R C Ts; X T'x;, we denote R(L) the set {w € Ty | Jw’ € L : (w',w) € R}
and R™Y(L) the set {w € Tx | 3w’ € L : (w,w’) € R}. If 7 is a linear tree
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transducer and L is a regular tree language, then the sets 7(L) and 7-1(L) are
regular and effectively constructible [T9/T6].

Let id C T, X Ts; be the identity relation and o the composition of relations.
We define recursively the relations 7° = id, 7°"1 = 707" and 7% = UZ 7"
Below, we suppose id C 7 meaning that 7¢ C 7+! for all i > 0.

3.2 Abstract Regular Tree Model Checking

Let us recall the basic principles of abstract regular tree model checking (ARTMC)
[9). Let X be a ranked alphabet and My the set of all tree automata over X. Let
Init € My be a tree automaton describing a set of initial configurations, 7 a tree
transducer describing the behaviour of a system, and Bad € My a tree automaton
describing a set of bad configurations. The verification problem is to check whether

7 (L(Init)) N L(Bad) = 0 (1)

One of the methods how to check this is ARTMC [9]. Instead of computing the
precise set of reachable configurations, it computes an overapproximation.

We define an abstraction function as a mapping o : My — Ay where Ay C My
and VM € My : L(M) C L(a(M)). An abstraction o is called a refinement of
the abstraction a if VM € My : L(a/(M)) C L(a(M)). Given a tree transducer
7 and an abstraction «, we define a mapping 7, : My — My as VM € My :
Ta (M) = 7(a(M)) where 7 (M) is the minimal deterministic automaton describing
the language 7(L(M)). An abstraction « is finitary, if the set A is finite.

For a given abstraction function «, we can compute iteratively the sequence of
automata (72 (Init));>o. If the abstraction « is finitary, then there exists k > 0
such that 78*1(Init) = 7F(Init). The definition of the abstraction function «
implies, that L(7*(Init)) D 7*(L(Init)).

If L(7k(Init)) N L(Bad) = (), then the verification problem () has a positive
answer. If the intersection is non-empty, we must check whether it is a real
counterexample, or a spurious one. The spurious counterexample may be caused
by the used abstraction (the counterexample is not reachable from the set of
initial configurations). Assume that 7% (Init) N L(Bad) # (), which means that
there is a symbolic path:

Init, 7o (Init), 72(Init),--- 72" (Init), 77 (Init) (2)

such that L(77(Init)) N L(Bad) # 0.

Let X,, = L(72(Init))NL(Bad). Now, for each I, 0 < < n, we compute X; =
L(7L (Init)) N 771 (X;41). Two possibilities may occur: (a) Xo # (), which means
that the verification problem () has a negative answer, and Xy C L(Init) is a
set of dangerous initial configurations. (b) Im,0 < m < n, X;i1 ZOA X =0
meaning that the abstraction function is too rough—we need to refine it and
start the verification process again.

In [9], two general-purpose kinds of abstractions are proposed. Both are based on
automata state equivalences. Tree automata states are split into several equivalence
classes, and all states from one class are collapsed into one state. An abstraction
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becomes finitary if the number of equivalence classes is finite. The refinement is
done by refining the equivalence classes. Both of the proposed abstractions allow
for an automatic refinement to exclude the encountered spurious counterexample.

The first proposed abstraction is an abstraction based on languages of trees of
a finite height. It defines two states equivalent if their languages up to the give
height n are equivalent. There is just a finite number of languages of height n,
therefore this abstraction is finitary. A refinement is done by an increase of the
height n. The second proposed abstraction is an abstraction based on predicate
languages. Let P = {Py, Py, ..., P,} be a set of predicates. Each predicate P € P
is a tree language represented by a tree automaton. Let M = (Q, X, F,6) be a
tree automaton. Then, two states q1,q2 € @Q are equivalent if their languages
L(M,q1) and L(M, g2) have a nonempty intersection with exactly the same sub-
set of predicates from the set P. Since there is just a finite number of subsets of
P, the abstraction is finitary. A refinement is done by adding new predicates, i.e.
tree automata corresponding to the languages of all the states in the automaton
of X,,,11 from the analysis of spurious counterexample (X,, = ().

4 Tree Automata Encoding of Pointer Manipulating
Programs

4.1 Encoding of Sets of Memory Configurations

Memory configurations of the considered programs with a finite set of pointer
variables V), a finite set of selectors S = {1, ..., k}, and a finite domain D of data
stored in dynamically allocated memory cells can be described as shape graphs
of the following form. A shape graph is a tuple SG = (N, S,V, D) where N is a
finite set of memory nodes, NN{L, T} = () (we use L to represent null, and T to
represent an undefined pointer value), Ny + = NU{L, T}, S: NxS — N, s
a successor function, V' : V — N, 7 is a mapping that defines where the pointer
variables are currently pointing to, and D : N — D defines what data are stored
in the particular memory nodes. We suppose T € D—the data value T is used
to denote “zombies” of deleted nodes, which we keep and detect all erroneous
attempts to access them.

To be able to describe the way we encode sets of shape graphs using tree
automata, we first need a few auxiliary notions. First, to allow for dealing with
more general shape graphs than tree-like, we do not simply identify the next
pointers with the branches of the trees accepted by tree automata. Instead, we
use the tree structure just as a backbone over which links between the allocated
nodes are expressed using the so-called routing expressions, which are regular
expressions over directions in a tree (like move up, move left down, etc.) and over
the nodes that can be seen on the way. From nodes of the trees described by tree
automata, we refer to the routing expressions via some symbolic names called
pointer descriptors that we assign to them—we suppose dealing with a finite
set of pointer descriptors R. Moreover, we couple each pointer descriptor with
a unique marker from a set M (and so |[|R|| = || M]]). The routing expressions
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may identify several target nodes for a single source memory node and a single
selector. Markers associated with the target nodes can then be used to decrease
the non-determinism of the description (only nodes marked with the right marker
are considered as the target).

Let us now fix the sets V, S, D, R, and M. We use a ranked alphabet X =
Yo U X1 U Xy consisting of symbols of ranks k = ||S||, 1, and 0. Symbols of
rank k represent allocated memory nodes that may be pointed by some pointer
variables, may be marked by some markers as targets of some next pointers, they
contain some data and have k next pointers specified either as null, undefined,
or via some next pointer descriptor. Thus, X = 2Y x 2M x D x (RU{L, T},
Given an element n € X5, we use the notation n.var, n.mark, n.data, and n.s
(for s € S) to refer to the pointer variables, markers, data, and descriptors
associated with n, respectively. X is used for specifying nodes with undefined
and null pointer variables, and so X; = 2V. Finally, in our trees, the leaves are
all the same (with no special meaning), and so Xy = {e}.

We can now specify the tree memory backbones we use to encode memory
configurations as the trees that belong to the language of the tree automaton with
the following ruledl: (1) e = qi, (2) 22(qi/amy -, @i/ am) = Gms (3) Z1(gm /@) —
Gn, and (4) X1(qn) — qu- Intuitively, ¢;, ¢m, gn, and g, are automata states,
where ¢; accepts the leaves, ¢,, accepts the memory nodes, ¢, accepts the node
encoding null variables, and q,, which is the accepting state, accepts the node
with undefined variables. Note that there is always a single node with undefined
variables, a single node with null variables, and then a sub-tree with the memory
allocated nodes. Thus, every memory tree ¢t can be written as t = undef (null(t"))
for undef,null € 1. We say a memory tree t = undef (null(t')) is well-formed if
the pointer variables are assigned unique meanings, i.e. undef Nnull =) AVp €
NlIPos(t') : t'(p).var N (null U undef) = O AVp1 # p2 € N1Pos(t') : t'(p1).var N
t'(p2).var = ) where N'1Pos are non-leaf positions—cf. Section Bl

We let S~ = {s7! | s € S} be a set of “inverted selectors” allowing one to
follow the links in a shape graph in a reverse order. A routing expression may then
be formally defined as a regular expression on pairs s.p € (SUS™1).X,. Intuitively,
each pair used as a basic building block of a routing expression describes one step
over the tree memory backbone: we follow a certain branch up or down and then we
should see a certain node (most often, we will use the node components of routing
expressions to check whether a certain marker is set in a particular node).

A tree memory encoding is a tuple (¢, ) where ¢ is a tree memory backbone
and p a mapping from the set of pointer descriptors R to routing expressions
over the set of selectors S and the memory node alphabet X5 of . An example
of a tree memory encoding for a doubly-linked list (DLL) is shown in Fig. Bl

Let (t,u), t = undef(null(t')), be a tree memory encoding with a set of
selectors § and a memory node alphabet Ys. We call # = pisi..pisipi+1 €

L If we put a set into the place of the input symbol in a transition rule, we mean we
can use any element of the set. Moreover, if we use q1/g2 instead of a single state,
one can take either g1 or g2, and if there is a k-tuple of states, one considers all
possible combinations of states.
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The original DLL A tree memory encoding of the DLL Descriptors
Y —— null undefined pointers ’:‘ S={1.2} S—=1 (03)
Dl N lMl

null pointers [Y D,: .M
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(x| w7 oL
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Fig. 3. An example of a tree memory encoding—a doubly linked list (DLL)

Yo.((SUS™Y).X9)! a path in t of length [ > 1iff p; € Pos(t') and Vi € {1,...,1}:
(si € SApisi = pig1 Apiy1 € Pos(t')) V (si € S7' A pipr.si = pi). For
p,p’ € N1Pos(t') and a selector s € S, we write p — p’ iff (1) /(p).s € R, (2)
there is a path p1s1...pis;pia1 in t for some [ > 0 such that p = p1, pry1 = p/,
and (3) s1t/(p2)...t' (p)sit’ (pi1) € p(t'(p).s).

The set of shape graphs represented by a tree memory encoding (t,u) with
t = undef(null(t')) is denoted by [(t,u)] and given as all the shape graphs
SG = (N, S,V, D) for which there is a bijection 8 : Pos(t') — N such that:

1. Vp,p' € NlPos(t') Vs € S: (t'(p).s € {L, T}Ap == p') & S(B(p),s) =
B®).
(The links between memory nodes are respected.)
2. Vp € NlPos(t') Vs e SVx € {L,T}:t'(p).s =z < S(B(p),s) = z.
(Null and undefined successors are respected.)
3. YveVVpePost'):vet(p)var & V(v) = 3(p).
(Assignment of memory nodes to variables is respected.)
4. YweV:wenull e Vw)=1)A (v e undef & V(v)=T).
(Assignment of null and undefinedness of variables are respected.)
5. Vp € NlPos(t') Vd € D : t'(p).data = d < D(B(p)) = d.
(Data stored in memory nodes is respected.)

A tree automata memory encoding is a tuple (A, u) where A is a tree au-
tomaton accepting a regular set of tree memory backbones and p is a mapping
as above. Naturally, A represents the set of shape graphs defined by [(A, p)] =

Usera I(5 )]
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pointers |markers | data D, ‘ D, ‘ ‘ D,

D,
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Subtree 1 m

Subtree 1~ Subtree 2 Subtree n
Subtree 2

Subtree n

Fig. 4. Splitting memory nodes in Mona into data and next pointer nodes

Remarks. We use ARTMC as our verification method. It syntactically manipu-
lates tree automata A whose languages can be interpreted as shape graphs using
our encoding. Notice, that (A, 1) and [(A, u)] are two different notions, since the
encoding is not canonical as a given shape graph can be possibly obtained by
several different tree memory encodings. In Section 3] we argue that program
statements can, nevertheless, be encoded faithfully as tree transducers. Another
important property of the encoding is that given a tree automata memory encod-
ing (A, u), the set [(A, u)] can be empty although L(A) is not empty (since the
routing expressions can be incompatible with the tree automaton). Of course,
if L(A) is empty, then [(A, u)] is also empty. Therefore, checking emptiness of
[(A, )] (which is important for applying the ARTMC framework, see Section
[4) can be done in a sound way by checking emptiness of L(A).

4.2 Tree Memory Configurations in Mona

In our implementation, we use the tree automata library from the Mona project
[23]. As the library supports binary trees only, and we need n-ary ones, we split
each memory node labelled with Yy = 2V x 2M x D x (RU{ L, T})* in the above
definition of a tree memory encoding into a data node labelled with 2Y x 2M x D
and a series of k next pointer nodes, each labelled with R U {L, T }—cf. Fig. @l

As for the set of pointer descriptors R, we currently fix it by introducing
a unique pointer descriptor for each destructive update x->s = y or x->s =
new that appears in the program. This is because they are the statements that
establish new links among the allocated memory nodes. In addition, we might
have some further descriptors if they are a part of the specification of the input
configurations (see section [FA)).

Further, in our Mona-based framework, we encode routing expressions using
tree transducers. A transducer representing a routing expression r simply copies
the input tree memory backbone on which it is applied up to: (1) looking for a data
node n that is labelled with a special token ¢ ¢ V U M U D and (2) moving ¢
to a data node ng that is the target of the next pointer described by r and that
is also marked with the appropriate marker. As described in the next section, we
can then implement program statements that follow the next pointers (e.g., x =
y->s) by putting the token 4 to a node pointed to by x, applying the transducer
implementing the appropriate routing expression, and making y point to the node
to which ¢ was moved. Due to applying abstraction, the target may not always be
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unique—in such a case, the transducer implementing the routing expression sim-
ply returns a set of trees in which 4 is put to some target data node such that all
possibilities where it can get via the given routing expression are covered.

Note that the use of tree transducers for encoding routing expressions allows
us in theory to express more than using just regular expressions. In particular,
we can refer to the tree context of the nodes via which the given route is going.
In our current implementation, we, however, do not use this fact.

4.3 Encoding Program Statements as Tree Transducers

We encode every of the considered pointer-manipulating statements as a tree trans-
ducer. In the transducer, we expect the tree memory encoding to be extended by
a new root symbol which corresponds to the current program line or to an error
indication when an error is found during the analysis. We now briefly describe how
the transducers corresponding to the program statements work. Each transducer
is constructed in such a way, that it simulates the effect of a program statement on a
set of shape graphs represented by a tree automata memory encoding: if ashape SG
represented by a tree memory encoding is transformed by the program statement
to a shape graph SG’, then the transducer transforms the tree memory encoding
such that it represents SG’. This makes sure, that although the encoding is non
canonical (see end of section f]]), we simulate faithfully a program statement.

Non-destructive Updates and Tests. The simplest is the case of the x =
NULL assignment. The transducer implementing it just goes through the input
tree and copies it to the output with the exception that (1) it removes x from
the labelling of the node in which it currently is and adds it to the labelling
of the null node and (2) changes the current line appropriately. The transducer
implementing an assignment x = y is similar, it just puts x not to the null node,
but to the node which is currently labelled by y.

The transducers for the tests of the form if (x ==null) goto 11; else goto
12; are very similar to the above—they just do not change the node in which x is,
but only change the current program line to either 11 or 12 according to whether or
not x is in the null node. If x is in undef, an error indication is used instead of 11 or
12. The transducers for if (x==y) goto1l1l; else goto 12; are similar—they just
test whether or not x and y appear in the same node (both different from undef).

The transducer for an x = y->s statement is a union of several complementary
actions. If y is in null or undef, an error is indicated. If y is in a regular data
node and its s-th next pointer node contains either | or T, the transducer
removes x from the node it is currently in and puts it into the null or undef
node, respectively. If y is in a regular data node n and its s-th next pointer
node contains some pointer descriptor r € R, the ¢ token is put to n. Then, the
routing expression transducer associated with 7 is applied. Finally, x is removed
from its current node and put into the node to which ¢ was moved by the applied
routing expression transducer.

Destructive Updates. The destructive pointer update x->s = y is imple-
mented as follows. If x is in null or undef, an error is indicated. If x is defined
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and if y is in null or undef, the transducer puts L or T into the s-th next
pointer node below x, respectively. Otherwise, the transducer puts the pointer
descriptor r associated with the particular x->s = y statement being fired into
the s-th next pointer node below x, and it marks the node in which y is by the
marker coupled with r. Then, the routing expression transducer associated with
r is updated such that it includes the path from the node of x to the node of y.

One could think of various strategies how to extract the path going from the
node of x to the node of node y. Currently, we use a simple strategy, which
is, however, successful in many practical examples as our experiments show:
We extract the shortest path between x and y on the tree memory backbone,
which consists of going a certain number of steps upwards to the closest common
parent of x and y and then going a certain number of steps downwards. (The
upward or the downward phase may also be skipped when going just down or
up, respectively.) When extracting this path, we project away all information
about nodes we see on the way and about nodes not directly lying on the path.
Only the directions (left/right up/down) and the number of steps are preserved.

Note that we, in fact, perform the operation of routing expression extraction on
a tree automaton, and we extract all possible paths between where x and y may
currently be. The result is transformed into a transducer 7, that moves the token
4 from the position of x to the position of y, and 74y is then united with the current
routing expression transducer associated with the given pointer descriptor r. The
extraction of the routing paths is done partly by rewriting the input tree automaton
via a special transducer 7, that in one step identifies all the shortest paths between
all x and y positions and projects away the non-necessary information about the
nodes on the way. The transducer 7 is simple: it just checks that we are going one
branch up from x and one branch down to y while meeting in a single node. The
transition relation of the resulting transducer is then post-processed by changing
the context of the path to an arbitrary one which cannot be done by transducing
in Mona where structure preserving transducers may only be used.

Dynamic Allocation and Deallocation. The x = malloc() statement is
implemented by rewriting the right-most e leaf node to a new data node pointed
to by x. Below the node, the procedure also creates all the k£ next pointer nodes
whose contents is set to T.

In order to exploit the regularity that is always present in algorithms allocating
new data structures, which typically add new elements at the end/leaves of the
structure, we also explicitly support an x.s =malloc() statement. We even try to
pre-process programs and compact all successive pairs of statements of the form
x =malloc(); y->s = x (provided x is not used any further) to y->s=malloc().
Such a statement is then implemented by adding the new element directly under
the node pointed to by y (provided it is a leaf) and joining it by a simple routing
expression of the form “one level down via a certain branch”. This typically allows
us to work with much simpler and more precise routing expressions.

Finally, a free(x) statement is implemented by a transducer that moves all
variables that are currently in the node pointed to by x to the undef node (if x
is in null or undef, an error is indicated). Then, the node is marked by a special
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marker as a deleted node, but it stays in our tree memory encoding with all its
current markers set. In addition to all the other tests mentioned above as done
within the transducer implementing an x = y->s assignment, it is also tested
whether the target is not deleted—if so, an error is indicated.

4.4 Verification of Programs with Pointers Using ARTMC

Input Structures. We consider two possibilities
how to encode the input structures. First, we can di-
rectly use the tree automata memory encoding—e.g.,
a treg automata memory encoding (with twc? pointer while (random()) {
descriptors next and prev and the corresponding rout- x->next = malloc();
ing expressions) describing all possible doubly-linked x->next->prev = x;
lists pointed to by some program variable. Such an x = x->next;
encoding can be provided manually or derived auto- }

matically from a description of the concerned linked  x->next = null;

data structure provided, e.g., as a graph type [24]. The Fig. 5. Generating DLLs
main advantage is that the verification process starts

with an exact encoding of the set of all possible instances of the considered data
structure.

Another possible approach is to start with the unique “empty” shape graph
where all variables are undefined. We can encode such a shape graph using a
tree automata encoding where all variables are in undef, null is empty, there are
no other nodes, and all the routing expressions are empty. The set of structures
on which the examined procedure should be verified is then supposed to be
generated by a constructor written in C by the user (as, e.g., in Fig. Bl). This
constructor is then put before the verified procedure and the whole program
is given to the model checker. The advantage is that no further notation is
necessary. The disadvantage is that we have more code that is subject to the
verification and the set of automatically obtained input structures need not be
encoded in the optimal way leading to a slow-down of the verification.

Applying ARTMC. In Section [32] we have given an overview of ARTMC.
We supposed that one transducer 7 is used to describe the behaviour of the
whole system. In the application described in this paper, we use a variant of this
approach by considering each program statement as one transducer. Then, we
compute an overapproximation of the reachable configurations for each program
line by starting from an initial set of shape graphs represented by a tree automata
memory encoding and iterating the abstract fixpoint computation described in
Section through the program structure. The fixpoint computation stops if
the abstraction « is finitary. In such a case, the number of the abstracted tree
automata encoding sets of the memory backbones that can arise in the program
being checked is finite. Moreover, the number of the arising routing expressions is
also finite as they are extracted from the bounded number of the tree automata
describing the encountered sets of memory backbones3

aDLLHead = malloc();
aDLLHead->prev = null;
x = aDLLHead;

2 The non-canonicity of our encoding does not prevent the computation from stopping.
It may just take longer since several encodings for the same graph could be added.
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During the computation, we check whether a designated error location in the
program is reached or whether a fixpoint is attained. In the latter case, the prop-
erty is satisfied (the error control location is not reachable). In the former case,
we compute backwards to check if the counterexample is spurious as explained in
Section However, as said in Section 1] the check for emptiness is not exact
and therefore we might conclude that we have obtained a real counterexample al-
though this is not the case. Such a case does not happen in any of our experiments
and could be detected by replaying the path from the initial configurations.

5 Implementation and Experimental Results

An ARTMC Tool for Tree Automata Memory Encodings. We have
implemented the above proposed method in a prototype tool based on the Mona
tree automata libraries [23]. We use a depth-first strategy when iterating the
transducers corresponding to the particular program lines.

We have also refined the basic finite-height and predicate abstractions pro-
posed in [9]. In particular, we do not allow collapsing of data nodes with next
pointer nodes, collapsing of next pointer nodes corresponding to different selec-
tors, and we prevent the abstraction of allowing a certain pointer variable to
point to several memory nodes at the same time.

We have also proposed one new abstraction schema called the neighbour ab-
straction. Under this schema, only the tree automata states are collapsed that
(1) accept equal data memory nodes with equal next pointer nodes associated
with them and (2) that directly follow each other (are neighbours). This strategy
is very simple, yet it proved useful in some practical cases.

Finally, we allow the abstraction to be applied either at all program lines
or only at the loop closing points. In some cases, the latter approach is more
advantageous due to some critical destructive pointer updates are done without
being interleaved with abstraction. This way, we may avoid having to remove
lots of spurious counterexamples that may otherwise arise when the abstraction
is applied while some important shape invariant is temporarily broken.

Experimental Results. We have performed several experiments with singly-
linked lists (SLL), doubly-linked lists (DLL), trees, lists of lists, and trees with
linked leaves. All three mentioned types of automata abstraction—the finite
height abstraction (with the initial height being one), predicate abstraction (with
no initial predicates), and neighbour abstraction—proved useful (gave the best
achieved result) in different examples. All examples were automatically verified
for null/undefined/deleted pointer exceptions. Additionally, some further shape
properties (such as absence of sharing, acyclicity, preservation of input elements,
etc.) were verified in some case studies too. All these properties were specified
in the LBMP logic from Sect. and translated to C testers. We give a detailed
overview of the performed experiments in the full version of the paper [10].
Table [l contains verification times for the experiments mentioned above (the
“+ test” in the name of an experiment means that some shape invariants were
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Table 1. Results of experimenting with the prototype implementation of the presented
method

l Example | Time | Abstraction method | [Q] [N
SLL-creation + test 0.5s predicates, restricted | 22 | 0
SLL-reverse + test 6s predicates 45 | 1
DLL-delete + test 8s finite height 100| O

DLL-insert + test 11s neighbour, restricted | 94 | 0
DLL-reverse + test 13s predicates 48 | 1
DLL-insertsort 3s predicates 3810
Inserting into trees + test 12s predicates, restricted | 91 | 0
Linking leaves in trees + test 11min 15s predicates 217 | 10
Inserting into a list of lists + test 27s predicates, restricted| 125 | 1
Deutsch-Schorr-Waite tree traversal | 3min 14s predicates 168 | 0

checked). We give the best result obtained using the three mentioned abstraction
schemas and say for which abstraction schema the result was obtained. The note
“restricted” accompanying the abstraction method means that the abstraction was
applied at the loop points only. The experiments were performed on a 64bit Xeon
3,2 GHz with 3 GB of memory. The column |Q| gives information about the size of
the biggest encountered automaton, and N,..y gives the number of refinements.

Despite the prototype nature of the tool, which can still be optimised in
multiple ways (some of them are mentioned in the conclusions), the results are
quite competitive. For example, for one of the most complex examples—the
Deutsch-Schorr-Waite tree traversal, TVLA took 3 minutes on the same machine
with manually provided instrumentation predicates and predicate transformers.
The verification time for the trees with linked leaves is relatively high, but we
are not aware of any other fully automated tool with which experiments with
this structure have been performed.

6 Conclusion

We have proposed a new, fully automated method for verification of programs ma-
nipulating complex dynamic linked data structures. The method is based on the
framework of ARTMC. In order to able to use ARTMC, we proposed a new repre-
sentation of sets of shape graphs based on tree automata and a representation of
the standard C pointer manipulating statements as tree transducers (with some ex-
tensions). In particular, we considered verification of the basic memory consistency
properties (no null pointer assignments, etc.) and of shape invariants whose cor-
ruption may be described in an existential fragment of a first-order logic on graphs.
We formalised this fragment as a special-purpose logic called LBMP whose for-
mulae may be translated to C-based testers that may be attached to the verified
programs, thus transforming the verification problem to be considered to the con-
trol line reachability. We have implemented the technique in a prototype tool and
obtained some promising experimental results.
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In the future, we would like to optimise the performance of our Mona-based pro-
totype tool, e.g., by exploiting the concept of guided tree automata that are sug-
gested as very helpful in many situations by the authors of Mona [5] and that we have
not used yet. Further, it is interesting to try come up with some special purpose au-
tomata abstractions for the considered domain—so-far we have used mostly general
purpose tree automata abstractions, and we have an experience from [§ that special
purpose abstraction may bring very significant speed-ups (in [§], it was sometimes
two orders of magnitude or even more). Further research directions then include, for
instance, checking of other kinds of properties (as, e.g., absence of garbage, which we
know to be possible—cf. the full version of the paper [L0]—but which we have not yet
implemented), experimenting with combinations of our technique with techniques
of non-pointer data abstraction, or termination checking.
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Abstract. We present structural invariants (SI), a new technique for
incrementally overapproximating the verification condition of a program
in static single assignment form by making a linear pass over the dom-
inator tree of the program. The 1-level SI at a program location is the
conjunction of all dominating program statements viewed as constraints.
For any k, we define a k-level SI by recursively strengthening the domi-
nating join points of the 1-level SI with the (k — 1)-level SI of the pre-
decessors of the join point, thereby providing a tunable selector to add
path-sensitivity incrementally. By ignoring program paths, the size of
the SI and correspondingly the time to discharge the validity query re-
mains small, allowing the technique to scale to large programs. We show
experimentally that even with & < 2, for a set of open-source programs
totaling 570K lines and properties for which specialized analyses have
been previously devised, our method provides an automatic and scalable
algorithm with a low false positive rate.

1 Introduction

An invariant at a program location is a (first-order) predicate over the program
state that holds whenever the location is visited during execution. Thus to prove
that a programmer-specified assertion always holds at a location, it suffices to
check if any invariant implies the asserted predicate. Verification-conditions (VC)
are a powerful technique for generating invariants, and hence verifying properties
of programs [I8T3IT6]. However, the use of VCs has been hindered by several
considerations. First, in order to generate the VC, the fixpoint semantics of
every loop in the program must be provided as loop invariants. Second, in order
to be precise, VC generators encode all execution paths of the program. When
applied to large programs, this results in large formulas that cannot be solved
efficiently. Thus, while generic, in that they are applicable to any user specified
assertion, and precise, in that they capture all path correlations, the use of
VC-based techniques has been limited to proving deep properties of programs,
often with substantial manual intervention. For checking properties over large
code bases, researchers typically develop specialized analyses based on dataflow
analysis or abstract interpretation, which use a fixpoint computation to find
the semantics of the program over a fixed abstraction. These techniques often
sacrifice genericity and precision to gain automation and scalability: they use

* This research was sponsored in part by the NSF grants CCF-0427202 and CNS-
0541606.
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property-specific abstractions to gain automation and thus are not generic; they
gain scalability by merging execution paths at join points, leading to imprecision
in the form of false alarms.

In this paper, we consider a middle ground. We present a lightweight VC
generation technique that is automatic and scalable enough to prove many useful
safety properties over large code bases, without requiring an expert to devise a
specialized analysis for each program and each property, and yet is precise enough
to capture many structural idioms used by the programmer to ensure correctness,
even in the presence of path correlations typically missed by dataflow tools. We
achieve this using structural invariants (SI), a series of increasingly precise over-
approximations of the VC, which can be efficiently computed from the dominator
tree of the program’s control-flow graph (CFG) in static single assignment (SSA)
form. SIs use the dominator tree to capture control flow information and the SSA
form to capture data flow information about the program. By using these well-
optimized compiler techniques, and by incrementally refining approximate VCs,
our algorithm scales to large code bases. By not requiring explicitly provided
loop invariants but using simple approximations, our algorithm is automatic.
While this restricts the properties we can prove, we provide empirical evidence
that shows extremely coarse approximations suffice to prove a large variety of
useful properties on many large applications. In particular, we show for a set
of different safety properties considered in the software verification literature
[T92TI20I7IT4], our technique is generic, yet completely automatic and scalable,
running in time comparable to specialized dataflow analyses, often with better
precision.

The first and coarsest over-approximation (the 1-structural invariant) is ob-
tained as the conjunction of the dominating operations’ predicates. That this
forms an invariant follows from two observations. First, the operations domi-
nating the target location are guaranteed to execute on any path to the target.
Second, if the program is in SSA form, then the variables occurring in a dominat-
ing operation will not be modified after the last occurrence of that operation on
a path to the target. The 1-SI ignores the predecessors of control flow join points
dominating the target. Hence, correlated conditional control flow to the target
location is not tracked. To regain path-sensitivity that distinguishes between
the executions prior to the join point, we recursively strengthen the predicate of
the join using the disjunction of Sls of predecessors of the join. The degree of
distinguishing or “branch-sensitivity” is parameterized: for any k > 1, the k-SI
is obtained by strengthening the join points using the (k — 1)-SI of the prede-
cessors. By only strengthening join points (and not loop heads), we compute an
SI by traversing a subset of the dominator tree in a single pass. For each k£ > 0,
the k-SI provides an over-approximation of the VC, becoming more precise with
increasing k. In the limit, i.e., when k equals the number of CFG nodes, the SI is
equivalent to the standard VC [I6J17] obtained by unrolling each loop of the pro-
gram once and arbitrarily updating the loop-modified variables. The parameter
k provides a tunable selector for statements that most influence the assertion.
For example, the 1-SI includes only the operations that must happen on all CFG
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paths to the target, and the 2-ST captures one level of branching (required to
prove, e.g., conditional locking behavior). Empirically, we have found the 1-ST to
be two orders of magnitude smaller than a full VC that sweeps over the entire
program, and the resulting validity queries are discharged up to two orders of
magnitude faster than the queries for the full VC. Despite dropping the other
constraints, we found that the 1-SI is sufficient to prove 70% of the assertions
we examined, and for most of the remaining assertions, 2-SI sufficed.

To demonstrate the precision and genericity of our technique, we have imple-
mented a tool psi that generates k-SIs, and used this to successfully analyze a
diverse set of open-source programs for three important safety properties with a
low false positive rate. psi takes as input a C program annotated with assertions,
and a number k, and computes the k-SI for the program at each assertion point,
and then uses SIMPLIFY [I2] to discharge the validity query, and thus prove the
assertion. The first property (studied in [20] using language-level techniques)
checks the consistent use of tag fields when using unions inside structures in C
programs. In the example of Figure [[{a), which is representative of networking
code, the header field h corresponds to a TCP packet if the proto field has
value TCP and is a UDP packet otherwise, and the property checks that at each
cast to TCP * (resp. UDP *), proto==TCP (resp. proto==UDP). The second prop-
erty (studied in [I9J24/T4]) checks that Linux drivers acquire and release locks
in strict alternation. In most cases, each call to unlock is dominated by a call
to lock and vice versa. As seen in Figure Bla), in the few cases where branch
sensitivity is required to capture some idiomatic uses like conditional locks and
trylocks, the 2-SI suffices. The third property is for privilege levels (studied in
[7): at any point where a suid program calls execv, the effective user-id is non-
root. In our experiments, system calls setting the user-id dominate the call to
execv so the 1-SI suffices to prove these assertions. We have used psi to check
these properties on a total of 570K lines of code containing 759 assertions. With
k < 2, we proved 667 of these, and found 16 bugs and 76 false alarms. The
total running time of all experiments was less than one hour. In contrast, the
software model checker Blast took at least an order of magnitude more time on
all experiments, and did not finish on several runs. We believe this demonstrates
that lightweight VC-based techniques can be made as automatic and scalable as
a variety of specialized analyses. While our coarse approximations may generate
an invariant that is not strong enough to prove the property of interest, our
experience is that SIs can be used as an effective pre-pass for any verification
effort to “filter out” many assertions, leaving sophisticated program verification
tools to focus their resources on more complicated properties.

2 Structural VC Generation

We formalize structural invariants for an imperative language with integer vari-
ables. We begin with the intraprocedural case.

Operations. Our programs are built using: (1) assignment operations x := e,
which correspond to assigning the value of expression e to the variable x. A
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struct iphdr 9
int check;
int proto; // TCP or UDP
> > >
char *h; // payload

examplel(struct iphdr *ip) q
1:if (lip->check) 9
b 1> // perforn checks

2: ip->check = 1; O

bbb
3:t = ip->proto; o . f ;
4:if (¢==TCP) q o :
5: TCP #tcphdr = (TCP #)ip->h; : fpwetecd=§ [ aop ] [oeer ] [pedpy ]

> > D> 5
6: else v — 7
7: UDP xudphdr = (UDP x)ip->h; |5 ophdr =TGPp-h] Tugphar uopyp-n] [ eonare=(rcejp-+ 1) |udphdr:=(UDP')ipﬂh‘ .
> > <> Dominator Tree
=0 ]
i CFG

Fig.1. (a) Example 1 (b) CFG in SSA form (c) Dominator Tree of CFG

basic block is a sequence of assignments. (2) Assume operations assume (p),
which continue program execution if the boolean expression p evaluates to true,
and halt the program otherwise.

Control-Flow Graphs. The control flow of a procedure is given by a Control-
flow Graph (CFG), a rooted, directed graph G = (N, F,n.,n,) with:

1. A set of control nodes N, each labeled by a basic block or assume operation;

2. Two distinguished nodes: an entry node n. and an exit node ny;

3. A set of edges E C N x N connecting control nodes: (n1,n3) € E if control
can transfer from the end of n; to the beginning of ny. We assume that n,
has no incoming edges, and n, has no outgoing edges.

Let pred(n) denote the set {n’ | (n’,n) € E} of predecessors of n in the CFG. We
assume that the set pred(n) is ordered, and refer to the k-th predecessor of a
node n to denote the k-th element in the ordering in pred(n). We write vars(n)
to denote the set of variables appearing in the operation op labeling n. A path
7 of length m to a node n in the CFG is a sequence n; ...n,, where n; = n.,
n,, =1, and for each 1 < i < m the pair (n;,n;41) € E. We denote by (i) the
ith node n; along the path. We denote by =[j] the prefix of the path, ni...n;.
A node n is reachable in the CFG if there is a path 7 to n. We assume that all
nodes in NV are reachable from n..

Dominators. For two CFG nodes n,n’ we say n dominates n’ if for every path
7 to n’ of length m, there is some 1 < ¢ < m such that 7(i) = n. We say n
strictly dominates n’, written n D n’, if n dominates n’ and n,n’ are distinct. We
write D(n) for the set {n’ | n’ D n}. We write D~*(n) for the set {n’ |n D n'}.
We say n is the immediate dominator of n’ if for every n” € D(n’), we have n”
dominates n. Each node n of the CFG has a unique immediate dominator which
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we write as Idom(n). A dominator tree is a rooted tree whose nodes are the nodes
of the CFG, whose root is the entry node n., and where the parent of a node n
is ldom(n).

SSA. We assume that programs are represented in static single assignment
(SSA) form [10], in which each variable in the program is syntactically assigned
exactly once. Programs in SSA form have special ¢-assignment operations of
the form x := ¢(x1,...,x,) that capture the effect of control flow joins. A ¢-
assignment x := ¢(x1,...,%,) for variables x, x1,...,%, at a node n implies:
(1) n has exactly n predecessors in the CFG, (2) if control arrives at n from its
Jjth predecessor, then x has the value x; at the beginning of n. Further, we distin-
guish two kinds of ¢-assignments: those at the header of natural loops (denoted
#%), and the others (denoted ¢).

Semantics. For a set of variables X, an X-state is a valuation for the variables
X. The set of all X-states is written as V.X. Each operation op gives rise to
a transition relation ~ C V.X x V.X as follows. We say 58’ if either op =
assume (p), s Ep, and ' = s, or op = x := e and s’ = s[x — s.e]. The relation
25 is extended to basic blocks by sequential composition. We say that a state s
can execute the operation op if there exists some s’ such that s34, A formula %)
over the variables X represents all X-states where the valuations of the variables
satisfy ¢. For a formula ¢, we write vars(p) for the set of variables appearing
syntactically in . We say that ¢’ is a postcondition of ¢ w.r.t. an operation op
if {s']3s€p.sBs'} C ¢, ie., executing op from a state satisfying ¢ results
in a state satisfying . We say that a path 7 satisfies the formula ¢ if ¢ is a
postcondition of true w.r.t. the sequence of operations along 7. For a CFG node
n we say that a formula ¢ is an n-invariant if every path 7w to n satisfies .

Operation Predicates. For an operation op, define an operation predicate [op]:

op [op] op [op]|op [op]
x=e x=c  [asswme () b lopirrop, AT Top]
x:=P(x1,,...,%n) Vi X =xi|x = & (x1,,...,%n) true

For a node n labeled with operation op, we write [n] for [op]. For a program
in SSA form, the operation predicate [op] is a postcondition of true w.r.t. the
operation op. Additionally, for a node n we define ®@(n, j) to be x = x; if n is
labeled x := ¢(x1,...,%j,...,%,) and [n] otherwise. In other words, ®(n, j) con-
strains the variable assigned at a ¢-node to the value held at the j-th predecessor
of n.

2.1 Structural Invariants

Dominator Invariants. We first relate dominator nodes in the CFG to pro-
gram invariants. This provides an efficient algorithm to compute invariants. Our
technique follows from three observations about dominators and programs in
SSA form. First, immediately after an operation op is executed, the new state
satisfies the operation predicate [op]. Second, if o’ dominates n, then along every
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execution path to n, there is an instant, just after the dominator n’ is executed,
at which [n'] is satisfied. Third, if n’Dn, then in any execution path, after the
last occurrence of n’, the only nodes visited are those that are dominated by n’
(this is illustrated in Figure 2(a)), and none of the variables in vars(n’) are ever
modified. Thus, as [n’] held immediately after (the last occurrence of) n’, it is
preserved until execution reached n. Hence [n'] is a n-invariant. It follows that
the conjunction of node predicates for all nodes dominating n is an n-invariant.
We call this the dominator invariant of n.

Theorem 1. [Dominator Invariants] For a node n of a CFG in SSA form,
the formula [n] A Ay cpm[n] is an n-invariant.

Ezample 1. [Tagged-Union Verification] Figure [[{a) shows an example of a
C program that deserializes a stream of bytes to extract a packet. The packet is
represented by the C structure iphdr, with a tag field int proto which specifies
if the payload field char *h, a stream of characters, corresponds to a TCP or
a UDP payload. Precisely, if proto is TCP, then h is a TCP payload, else h
is a UDP payload. Figure [[{b) shows the CFG of the program in SSA form.
For simplicity, we treat pointer accesses such as ip—check as unaliased scalars,
our implementation handles pointers correctly. Since union types are not tagged
explicitly in C, programmers use a tag field to determine the type of the union
instance and then cast the data appropriately before access. However, absent or
incorrect checks lead to data access bugs which are a common cause of hard to
find bugs or crashes. This data access specification introduces implicit assertions
in the code wherever the field h is accessed. For example, in Figure [[(a), there
are two implicit assertions: one at line 5 where h is cast to a TCP pointer which
asserts: ip — proto = TCP and one at line 7 where h is cast to UDP pointer which
asserts: ip — proto # TCP. To check correct usage of tagged unions, we must
find a program invariant at these assertion points that implies the assertions. B

Example 2. The CFG in SSA form and the dominator tree for the example of
Figure [[{a) are shown in Figures [I(b), M(c). In Figure Mi(c), we see that the
nodes dominating ns5 in Figure[I{b) are ng, n3,ny4. By conjoining their respective
operation predicates we get the dominator invariant:

(ip — check” =ip — checkVip — check’” =ip — check’)At=ip — proto A t=TCP

which implies, and thus proves, the implicit data access assertion ip — proto =
TCP at 5. By virtue of the program being in SSA form, the dominator invariant
captures the flow of value through the local variable t. |

¢-Strengthening. Dominator invariants ignore conditional control flow merges
in the code and, as Example B below shows, are often not precise enough to
prove properties of interest.

Ezample 3. In the networking example of Figure[Il suppose that we additionally
wish to verify that the payload h is only accessed after the checksum has been
verified (i.e., check field is set to a non-zero value). This yields the additional
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(implicit) assertions at statements 5: and 7: that ip — check” # 0. The con-
junction of the operation predicates of the dominators of n5, namely ns, n3, ny is
insufficient due to the ¢-node, nas where control joins after the branch. At such a
node, a variable may get a value from one of several predecessors, neither of which
dominates the target node. So, as dominator invariants only conjoin operation
predicates for dominating operations, they do not capture branch correlations. B

To gain path sensitivity, we recursively compute the invariant of each predeces-
sor of a ¢-node n (a join point) and take their disjunction to strengthn the node
predicate of n. While computing the invariant for the ith predecessor, we addi-
tionally conjoin the predicate ®@(n, i), thus updating the value of each variable
assigned at n to the value in the ith predecessor. We call this process recursive
¢-strengthening. We explicitly parameterize the recursive ¢-strengthening with a
bound k. For k = 1 we get exactly the dominator invariants (there is no recursive
strengthening), while for higher values of k£ we recursively strengthen using the
(k — 1)-ST of the predecessors of the ¢-nodes.

Formally, we define k-structural invariants using two recursively defined func-
tions W and I'. The function W is defined for nodes n,,n and integer k as:

V((n,,n),k) = [n] A /\ [T AT, k)

n’€D(n)ND~1(n,)

if K > 0 and n, # n and true otherwise. Intuitively, the parameter n, is the
ancestor in the dominator tree whose subtree is being used to generate the SI
for n, and the parameter k is an explicit bound on the recursion depth. The
function I is used for the recursive ¢-strengthening. For node n’ and integer k, if
k >0, and pred(n’) ND~*(n’) = 0, i.e., n’ is a join node (and not a loop header
otherwise one of the predecessors would be dominated by n’) then:

r', k)= \/ (@@,)AV¥((dom(n'),n;),k —1)

n;Epred(n’)

and it is defined as true otherwise, i.e., no strengthening is done. Recall that for
a join ¢-node, the formula &(n’, j) simply constrains the value of the “merged”
variable to be that of the variable at the j-th predecessor of n’. The k-structural
invariant of a node n of the CFG is W((ne,n), k). The structural invariant of a
node n is V((ne,n), |N|).

A Ek-SI “unfolds” the nesting structure of the program. The parameter k allows
us to incrementally tune the precision of the invariant, and use coarser (and
faster computed) invariants wherever possible. By raising k, we are increasing
the branch-width sensitivity of the analysis, and setting k to the number of CFG
nodes gives us the exact SI. This provides a dual approximation to the usual
“bounded-depth” analyses, where all paths of length less than a certain bound
are analyzed.

We use induction on k to prove that k-SI are invariants, Theorem [ provides
the base case.
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7]

Fig. 2. (a) If a node n” not dominated by n’ appears after the last occurrence of n’ on
a path to n, then n is not dominated by n’. (b) ¢-strengthening: For a join ¢-node n,
the strengthening I'(n) is the disjunction of the SIs of the two predecessors n’,n” of n,
which are in the tree “hanging off” ldom(n). (c) To compute the (k— 1)-SI for n’,n” we
strengthen all the join nodes in the path from n’,n” to the root ldom(n), recursively
exploring the trees hanging off the inner paths.

Theorem 2. [Structural Invariants] For every CFG G = (N, E,n.,n;) in SSA
form,n € N, and k € N, (1) the k-Structural Invariant of n is an n-invariant,
and (2) V((ne,n), k+1) = V((ne,n), k).

FigurePlshows how the recursive strengthening works vis-a-vis the dominator tree
and the CFG. The 1-SI conjoins the node predicates for each node in the path from
the root node to the target node (shaded) in the dominator tree, i.e., the nodes that
dominate the target node. The 2-SI strengthens the node predicates for each join
¢-node n’ along the path to the root in the dominator tree. To do so, it takes the
disjunctions of the 1-SI for the predecessors of the join node. As shown in the fig-
ure, for join nodes, the predecessors are guaranteed to be in the subtree “hanging
off” the join node’s immediate dominator. Hence, the recursive SI for the predeces-
sors is computed using the subtree rooted at the immediate dominator of the join
node. The 3-SI would further strengthen each ¢-node appearing in the recursive
strengthening and so on. Thus, by increasing k£ we pick up more and more of the
CFG nodes, but each node only appears once in the SI.

Ezample 4. Consider the ¢-node ns in the CFG of Figure [(b). It is a join
point and its two predecessors are the nodes n; and ny. Notice that in the
dominator tree in Figure[Il(c), the predecessors belong in the subtree hanging off
the immediate dominator of ny namely the entry node. We recursively compute
the SIs: W(n;) = ip — check = 0 A ip — check’ = 1 (from the dominators
ng,n;), and, W¥(ng/) = ip — check # 0, (from the dominating branch condition
no ). Thus, the strengthening the ¢-node ns yields the following 2-SI for ns:

( (ip — check” = ip — check’

A ip — check =0 no
A ip — check’ = 1) n;
\% I'(nz)
(ip — check” = ip — check
A ip — check # 0)) ny

At =1ip — proto A t = TCP n3 and n4
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example2() q

1:1ock := 0;

2:if (p)

3: lock := 1;
¢

4:

5:if (p) §

6: assert(lock=1);
lock := 0;
¢

&

lock™:= P(lock™,lock™)

Fig. 3. (a) Example 2 (b) CFG (c) Dominator Tree

which is strong enough to prove the (implicit) assertion that the check field is
non-zero, at the access location 5. A similar sufficient SI is obtained for 7. |

Ezample 5. [Conditional Locking] Figure Bla) shows conditional locking on
an arbitrary predicate p. Consider the ¢-node ny in the CFG of Figure B(b).
It is a join point and its two predecessors are the nodes n3 and no. Notice in
the dominator tree in Figure Bl(c), that the predecessors belong in the subtree
“hanging” off the immediate dominator of ny namely n;. We recursively compute
the SIs: W(n3) = lock’ = 0ApAlock” = 1 and W(ny) = lock’ = OA—p. Thus, the
strengthening for the ¢-node 4 is '(ng) = (Lock” = lock” A W(n3)) V (lock” =
lock’ A W(nz)). We need not further strengthen the SIs for ns,n} as they have
no dominating join nodes. The 2-SI at ng is:

lock’ =0 from ni
A ((Lock”" = lock” A lock” =1 Ap)V (Lock” = lock’ A —p)) from I(n4)
Ap from ns

This is an invariant strong enough to prove the assertion lock” =1 at line 6. B

2.2 Interprocedural Structural Invariants

We now extend programs to include function calls. The set of operations is
extended to include function calls 1 := f(e1,...,e,) and return statements
return(ret), where ret is a special variable. A program is now a set of CFG’s,
one for each function, with a specified function main where execution starts.
Further, we assume that the only operation on the exit node n, of each CFG is
return(ret), and the operation return(-) does not appear anywhere else. We
assume for simplicity there are no global variables, these can be incorporated
with additional notation (and are handled by our implementation). We extend
k-structural invariants to programs with function calls through two approaches:
summarization and abstract summarization.

Summarization. For interprocedural analysis, each function is abstracted into
a set of input-output relations, called the summary, that captures the observed
behavior of the function. For function foo, we have to consider both transitive
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callees of foo (i.e., calls to functions within the body of foo), and transitive
callers of foo (i.e., the call chains from main to foo).

To deal with callees, we extend [op] to the new operations. First, assume there
is no recursion. Let f be a function with formal parameters x1,...,x,, local
variables L, and CFG Gy = (N7, E/ ,n/ ,nf). We define [1 := f(e1,...,e,)] as

(AL ((nf,nf), k))[1/ret,e1/x1,. .., en/xn] (1)

and [return(ret)] = true. Intuitively, we recursively construct the k-SI for
the exit node of f, rename all local variables of f with fresh names (to avoid
name clashes), and substitute the formal parameters and return variable in the
expression. This k-SI is the summary of f. In the presence of recursion, we
additionally pass the stack of function calls in the computation of [-], and return
[L:= f(e1,...,en), 8] = true if f appears in the stack s.

To deal with callers, we generalize our definition of dominators to the inter-
procedural case, using the call graph of the program. In particular, we add edges
from every call site x := f(...) to the entry node n. of f (but not edges from the
exit nodes to the call sites), and compute dominators in this expanded graph.
If n’ dominates n in this expanded graph, then every return-free path from the
entry node of main to n passes through n’ (if n’ and n are in the same func-
tion, we get back the original definition). The algorithm to compute k-SI for the
transitive callers is then identical to the intraprocedural algorithm with this new
definition.

Abstract Summarization. In abstract summarization, summaries are com-
puted relative to two non-empty sets of input and output predicates for each
function. Fix a function f. Let P and P’ be the input and output predicates
over variables in scope in f respectively. An abstract summary S is a subset of
P x P’ with the property that for every execution of the function starting from
a state satisfying p to a state satisfying p’, we have (p,p’) € S.

To perform abstract summarization, we traverse the call graph of the pro-
gram bottom up. For any k, function f, and sets P and P’ of predicates, our
summarization algorithm constructs the k-SI ¢ of the exit node nf of f with
respect to the entry point nf of f. For any function call 1 = g(ey,...,e,) in
the body of f with summary S;, we use the operation predicate from Equa-
tion [ with W((nl,nf), k) replaced with Vppyes,® Ap'). If g has not been
summarized, e.g. , for recursive calls, we use the constraint true. Let ¢ be
the k-SI for f. Finally, the abstract summary Sy of f is computed as the set
{(p,p’) € Px P' | pA @ Ap is satisfiable}.

If \/ P and \/ P’ are not both equivalent to true, abstract summarization
can lead to unsoundness. To be sound, we add additional assertions to the pro-
gram. At each call site x := f(eq,...,e,), we add the assertion assert(3L.\/ P)
[e1/%1,...,€n/%y] which checks that the precondition of the function holds at
the call site. At the exit node of f, we add the assertion \/ P’ that checks that
the postcondition of the function holds at the return point. These assertions are
checked in addition to the assertions in the program, and the original assertions
are proved soundly if all these assertions also hold. If these assertions do not
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hold, the summary for the function is replaced with (¢rue, true) when checking
other assertions.

Abstract summarization allows our algorithms to scale by keeping the sum-
maries small (just in terms of the abstract predicates), and also acts as a useful
fault localization aid in our experiments. However, it requires user-supplied pred-
icates, reducing automation. Instead of requiring user intervention or performing
predicate inference [221], we adopt the approach of [I1I24]. We perform abstract
summarization with respect to predicates obtained automatically from the prop-
erty. For example, to checking correct locking, we add predicates corresponding
to each value of lock being taken or freed. This allows our tool to be automatic,
though sometimes with less precision.

3 Experiments

We have implemented psi, an assertion checker for C programs using struc-
tural invariants. Our tool takes as input a C program annotated with asser-
tions and a number k, statically constructs the k-structural invariant for each
assertion, and checks if the k-structural invariant implies the assertion. Our tool
is written in Objective Caml and uses the CIL library [22] for manipulating
C programs. To prove an assertion, psi checks if the k-SI implies the asser-
tion using the Simplify theorem prover [I2]. The implementation is staged in
five parts: alias analysis, SSA conversion, dominator tree construction, construc-
tion of the k-SI, and assertion verification. Our tool uses a flow-insensitive may
alias analysis. After alias analysis, we transform the program so that condi-
tionals on possibly aliased objects are added at each pointer dereference. This
accurately reflects state update for the structural invariant. For example, for
the code *p = 5, assuming p may point to a or b, we transform the code to
*p=5; if (p==&a) a=5; if (p==&b) b=5;. Our alias analysis is field insensi-
tive. We heuristically add field sensitivity based on field types to determine a
more precise match. We ran three sets of experiments with psi: checking tagged
unions, correct locking, and correct suid privileges. Our experiments were all run
on a Dell PowerEdge 1800 with two 3.6Ghz Xeon processors and 5 GB of mem-
ory. The running time is dominated by the alias analysis and the generation of
the structural invariants. In comparison, the parsing, ssa conversion, dominator
tree construction, and theorem prover calls take relatively little time.

1. Tagged Unions. Tagged unions are checked by adding an assertion describ-
ing the predicate that must hold when a certain field is accessed or cast before
that access or cast. We added these assertions manually. We ran our tool on
three programs: icmp (a protocol for error notification on the internet, 7K lines
of code), gdk (the GTK+ drawing toolkit, 16K lines of code), and 1ua (an inter-
preter, 18K lines of code). We checked 69 assertions and found 14 false positives
with k = 2 and 18 false positives with & = 1. The total run time was 684s with
k = 2, dominated by lua (682s). Since most programmers check the tag near
the data access point, we did not propagate k-SIs to the callers of the function
containing the assertion for this set of experiments. This resulted in 8 false pos-
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Table 1. Lock experiments. LOC is lines of code. Asserts gives the original number of
asserts, and total gives the total asserts to check pre- and post-conditions. ok gives the
asserts proved safe. error the number of bugs. False positives are broken into pointers
(ptrs), lists, loops, and unclassified errors (unc). t(s) is time in seconds. Cqual shows
the false positives from Cqual (N/A indicates we did not run Cqual).

program  |LOC |func’s||asserts|total|| ok |error| ptrs|List|{loops|unc||t(s)|cqual
scc 16K | 638 36 57 1147 | 2 710 0 1 (38| 60
DAC960 24K | 763 46 54 1138 0 10| 0 4 2 ||141|N/A
af netrom |22K | 958 23 25 (|21 O 0 3 1 3|12 ] 20
af _rose 23K | 958 15 29 (|28 O 00 0 1 7 9
as-iosched| 14K | 576 10 17 [|10] O 410 0 3 8 4
elevator 13K | 512 2 3 3 0 010 0 0 1 0
floppy 18K | 696 30 48 (43| 0 010 2 3 1|35]| 48
genhd 13K | 529 4 6 6 0 0 0 0 0 2 0
11lrw blk |15K | 625 8 30 |[25] O 0 0 2 3 8 |N/A
nr_route 18K | 788 19 34 |[30] O 0 1 1 2 91| 20
wavelan_ cs| 17K | 621 19 35 (|30 1 410 0 014 4
rose_route | 42K | 953 51 73 |55 13 00 3 2 |35 31
Totals 235K |8,617|| 263 |414 (336 16 || 25| 4 13 |20 ||310f 196

itives that required assumptions about formal parameters. Our theorem prover
only models integers so there was 1 false positive that required the modeling of
unsigned integers. Four false positives are due to modeling pointer arithmetic
and data structures and one due to type-unsafe programmer assumptions about
memory layout.

2. Locking. The second set of experiments checked double locking errors in
the Linux kernel. Double locking has been extensively studied using dataflow
analysis [19] and BMC [24]. Double locking occurs when locking something that
already has been locked (causing a deadlock) or unlocking something that al-
ready has been unlocked (can cause kernel panic). We model this by adding an
assertion that the lock is in a locked (resp. unlocked) state before every call to
unlock (resp. lock). We use abstract summarization for locks, similar to Saturn
[24]. Predicates for abstract summarization are the lock values. Instead of user
provided pre- and post-conditions, we use a simple heuristic to guess predicates
and psi automatically checks whether those predicates are correct. For each func-
tion, we find the first assertions for each lock and make these the precondition
predicates. Similarly, we find the last lock or unlock statements in the function
and make the corresponding lock states the postcondition predicates. This is
sometimes imprecise, but retains automation. We run psi with a depth k£ = 2.
We found increasing k > 2 does not reduce the number of false positives in our
experiments since a depth & = 2 captures all the relevant nesting of conditionals.

Table [l summarizes our results. We examined 12 device driver files in the
Linux kernel, totaling 235K lines of code. Since we consider drivers one file
at a time, our current experimentation is unsound in the way we deal with
function summaries. In particular, we do a global alias analysis at a per file
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level, but assume functions in other files do not have any effect on lock values or
aliasing. There were a total of 414 asserts. Among these, 151 assertions were due
to adding pre- and post-condition assertions for the summaries. We analyzed
a total of 8,617 functions in 310 seconds. We found 16 real bugs and 62 false
positives. We found errors in wavelan and rose_route not mentioned in the Saturn
bug database. The bug in wavelan_cs, a wireless card driver, was caused by an
obscure case where a packet is recieved when the wireless connection is being
handed over from one access point to another. This bug spans 3 functions.

The false positives are in three categories: loss of precision in abstract summa-
rization (25), getting locks from dynamic data structures or external functions
(4), and loops (13). There are 20 additional errors we have not classified yet.
Loop false positives occur when a lock is acquired and released in a loop. Inter-
estingly, some such examples can be proved using Cqual or dataflow analysis,
showing the orthogonality of these methods. Other false positives relate to dy-
namic data structures (where locks are stored in lists) or pointers returned from
external functions.

Imprecise summary predicates are the most significant false positives (25 of
them), but could be remedied by better predicate generation heuristics or some
editing of the source code. When we heuristically add preconditions and postcon-
ditions, it is possible that the predicate we include in our precondition mentions
a variable that is not in the formal parameter of our function or a global variable.
For example, for the code

void lock (dev *ptr) {
struct receive_queue *q;
q = ptr -> q; assert (q -> lock == 0); q -> lock = 1; }

our heuristics infer that the pre- and post-conditions are (q->lock == 0) and
(q—>lock == 1) respectively. This can be solved by correcting the pre- and post-
conditions to (ptr->gq->lock == 0) and (ptr->q->lock == 1) respectively.
The 25 false positives involving these issues are all removed after these simple
modifications. Alternately, we could construct the weakest precondition of these
predicates in terms of the formals and used those for abstract summarization.
To compare, we ran Blast [2I] on some of the Linux
drivers. Table[2]summarizes the results of running Blast Table 2. Blast results
on three of the drivers. While the false positive rate

is lower (although not zero, since Blast produces false Program _|FP Time (s)
positives when locks are put into lists, and when the af-netiom ‘11 1274585
driver makes unmodeled assumptions about external " °%"¢

rose_route|l 1513

pointers), the time taken is significantly higher in all
cases.

Our work in lock analysis is most similar to Saturn.
We found all bugs that Saturn found except one that required analysis of two
different files. In addition, we find two extra bugs not reported by Saturn. In
comparison with Cqual [19], we take more time, but have fewer false positives.
Running Cqual on 10 of our 12 device driver examples resulted in 196 type
errors, even though Cqual does reduce loop false positives. In contrast to Cqual,
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we get at most one message per assertion site, making it easier to track down
false errors.

Finally, Table [l summarizes the precision-time trade-
off as we increase k over all our lock experiments. Size Table 3. Precision
measures the total size of the Simplify queries written as

a text file, time is the time to solve all the queries, and Size (KB) Time |FP

259 1.5s |241
15764 1m45s| 62
19996 1mb54s| 62
21091 1mb8s| 62

FP the number of false alarms found. In our experiments,
k =1 is already enough to prove most assertions, and in-
creasing k beyond to 2 does not help in reducing the false
alarms. The size of the formula does not increase appre-

= W N | R

ciably beyond k& = 4. For our examples, it is rare to find
complex control flow, i.e., more than four nested conditionals.

Table 4. Suid Programs. Asserts = total number of asserts, Original = original asserts
in the code, FP = false positives.

Program|LOC |Asserts|Original|[FP|Time (s)
mtr 13K | 43 8 0 13s
openssh | 61K | 37 5 0 51s
epg 219K| 190 3 0] 1106s

3. Privilege Levels. Finally, we checked whether a Unix setuid program gives
up its owner privileges before executing certain system calls [7]. In unix systems,
programs have privileges associated with users. Normally, a program will execute
under the permission of the user executing the program. However, suid programs
run with root privileges when they are started, which are required to access
certain system resources. After the privileged action is performed, suid programs
give up their root privileges by making a setuid or a seteuid call. A suid
program should give up its root privileges before making further system calls
to reduce the chance of an exploit gaining root access. We model the effective
user id with an integer which is 0 for root, and 1 for any other user. The id
is set to 1 whenever setuid or seteuid is called. We check that whenever a
program calls system or exec, this id is not zero. We examine three programs:
OpenSSH 2.9.9p (the widely used secure shell program), GNU Privacy Guard
(open source pgp), and mtr (a network diagnostic tool), for a total of 294K
lines of code. All these programs follow good security programming guidelines.
After the required privileged action was taken, the effective user id was set to
the user executing the program. We used abstract summarization, using the
state of the id bit as the predicate. This caused 254 out of 270 assertions to
be automatically added, however, summarization made our technique scale well.
Further, £k = 1 was enough to prove all assertions with no false positives. Our
results are shown in Table @ where the time does not include time for alias
analysis. Our total running time (excluding alias analysis) was 20 minutes. As the
size of the programs increased, CIL’s alias analysis became the bottleneck. It took
610s for OpenSSH and did not terminate for gpg within 6 hours. However, since
the address of the id bit is not taken and id is only assigned integer constants,
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and we additionally check that the k-SI is satisfiable, we can conclude in this
case that our technique is sound without the alias analysis. In comparison, Blast
did not finish the verification of openssh or gpg in two hours.

4 Related Work and Conclusions

Related Work. SIs are similar to bounded model checking (BMC) [49124],
which builds VCs capturing all program executions of a certain bounded execu-
tion length. Typically BMC is useful for finding bugs, while SI provides a sound
verification technique. While BMC unrolls the last (or first) & operations of a
program, the “unrolling metric” in k-structural constraints is (roughly) the nest-
ing depth of conditionals. Thus, 1-SI may be strong enough to prove a property
even though the relevant code blocks are separated by arbitrarily many lines of
irrelevant code. Sls are less precise than VC based program verification tools
[16], but we have demonstrated that the loss of precision is not significant for a
large class of interesting properties. We have traded off precision for automation
and scalability. Algorithms for computing compact weakest preconditions have
been studied [I703], however these did not consider the effects of approximat-
ing the VC using the nesting depth, and the results of the loss of precision in
property checking.

Counterexample-guided abstraction refinement [8J2I21] automates the discov-
ery of abstractions using spurious counterexamples. While theoretically as effi-
cient as SI and as complete as general VC-generation, in practice, these tools do
not scale well for large programs even if there is an “obvious” proof of correct-
ness. This is mainly because these tools strive to be generic, and do not always
exploit “simple” control/data flow tricks, reverting to more expensive but more
general symbolic processing. In fact, our motivation for this work was the obser-
vation that simple algorithms can filter out many assertions quickly before these
more sophisticated tools are applied.

SSA and dominators have been used to find program invariants that facilitate
certain compiler optimizations [IJ6] and to check security properties [25]; our
work is a generalization of these algorithms to arbitrary invariants. Indepen-
dent of our work, dominator invariants have been recognized as a quick way to
generate invariants for translation validation [15]. However, that work does not
provide a parameter to adjust the precision.

SI vs Dataflow Analysis. Another scalable technique of finding invariants
is via fixpoint computations over an abstract domain of dataflow facts tai-
lored to the property being checked. Examples are [5J23], which use sophisti-
cated domains to find complex invariants over data, or [T9T4ITT] which address
more control-oriented properties. Our VC-based method provides a scalable and
generic technique to introduce path correlations incrementally to a variety of
simple properties without requiring an expert-specified and program dependent
abstract domain.

The invariants obtained using k-SI and (flow-sensitive) dataflow analysis that
merges information at join points are, in general, incomparable. For k > 1, the
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k-structural constraints incorporate path correlation information that dataflow
analysis merges. For k = 1, if the domain of dataflow facts is fixed (as is usual)
from the property and not tailored to a particular program, the dominator in-
variant may be more precise. For example, suppose p = p1 A p2, and consider
the program:

if (p1) { if (p2) { L: assert(p); } }

where the dataflow domain only tracks p (obtained from the assert).
On the other hand, there are programs where dataflow analysis is more precise.
Consider:

x := 1; while (%) { if(x=1) x :=1; } L: assert(x=1);

When the state of = is tracked, a dataflow analysis produces the invariant = =
1 at L. However, for any k, the k-SI at L is true, since x within the loop is
unconstrained.

Conclusions. Sls form a scalable, lightweight algorithm to prove useful prop-
erties of programs. Although our algorithm is simple, we showed it can prove
many instances of useful and well-studied properties such as setuid, locking, and
tagged unions. These programs and properties are frequently used to test more
complex tools such as SLAM or Blast. However, in our experience, for the same
properties and programs, Blast is usually an order of magnitude slower than
psi. even though the false positive rate is only slightly better than SIs in the
programs and properties we checked.

Thus, we advocate a hybrid verification approach where efficient, simple tools
that incorporate structural idioms are run first to eliminate most assertions, and
more sophisticated but slower tools are focused on the remaining assertions that
escape the purview of the simple tools.
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Abstract. In programming languages, existential quantification is useful for de-
scribing relationships among members of a structured type. For example, we may
have a list in which there exists some mutual exclusion lock [ in each list element
such that [ protects the data stored in that element. With this information, a static
analysis can reason about the relationship between locks and locations in the
list even when the precise identity of the lock and/or location is unknown. To
facilitate the construction of such static analyses, this paper presents a context-
sensitive label flow analysis algorithm with support for existential quantification.
Label flow analysis is a core part of many static analysis systems. Following Re-
hof et al, we use context-free language (CFL) reachability to develop an efficient
O(n®) label flow inference algorithm. We prove the algorithm sound by reducing
its derivations to those in a system based on polymorphically-constrained types,
in the style of Mossin. We have implemented a variant of our analysis as part of
a data race detection tool for C programs.

1 Introduction

Many modern static program analyses are context-sensitive, meaning they can analyze
different calls to the same function without conservatively attributing results from one
call site to another. While this technique is very useful, it often aids little in the analysis
of data structures. In particular, a typical alias analysis, even a context-sensitive one,
conflates all elements of the same data structure, resulting in a “blob” of indistinguish-
able pointers [[1] that cannot be precisely analyzed.

One way to solve this problem is to use existential quantification [2|] to express re-
lations among members of each individual data structure element. For example, an ele-
ment might contain a buffer and the length of that buffer [3]; a pointer to data and the
lock that must be held when accessing it [415]]; or a closure, consisting of a function and
a pointer to its environment [6]. The important idea is that such relations are sound even
when the identity of individual data structure elements cannot be discerned.

This paper presents a context-sensitive label flow analysis algorithm that supports
existential quantification. Label flow analysis attempts to answer queries of the form
“During program execution, can a value v flow to some expression e?”” Answering such
queries is at the core of a variety of static analyses, including points-to analysis [[7i8]],
information flow [9], type qualifier inference [[1O/11J12], and race detection [4]. Our
goal is to provide a formal foundation for augmenting such analyses with support for
existential quantification. The core result of this paper is a provably sound and efficient
type inference system for label flow that supports existential quantification. This paper
makes the following contributions:

K. Yi (Ed.): SAS 2006, LNCS 4134, pp. 88-106] 2006.
(© Springer-Verlag Berlin Heidelberg 2006
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Fig. 1. Universal Types Example

— We present COPY, a subtyping-based label-flow system in the style of Mossin [[13]].
In CoPY, context sensitivity for functions corresponds to universal types (paramet-
ric polymorphism). Our contribution is to show how to support existential quantifi-
cation using existential types [2], applying the duality of ¥V and 3. We prove that the
resulting system is sound. (Sect.[3)

— We present CFL, an alternative to COPY that supports efficient inference. Following
Rehof et al [14415], determining flow in CFL is reduced to a context-free language
(CFL) reachability problem, and the resulting inference system runs in time O(n?)
in the worst case. Our contribution is to show that existentially-quantified flow can
also be expressed as a CFL problem, and to prove that CFL is sound by reducing
it to COPY. These results are interesting because existential types are first-class in
our system, as opposed to universal types, which in the style of Hindley-Milner
only appear in type environments. To make inference tractable, we require the pro-
grammer to indicate where existential types are used, and we restrict the interaction
between existentially bound labels and free labels in the program. (Sect. 4)

— We briefly discuss how a variation of CFL is used as part of LOCKSMITH, a race
detection tool [4] for C programs that correlates memory locations to mutual exclu-
sion locks protecting them. LOCKSMITH uses existential quantification to precisely
relate locks and locations that reside within dynamic data structures, thereby elim-
inating a source of false alarms. (Sect.[2.3)

2 Polymorphism Via Context-Free Language Reachability

We begin by introducing type-based label flow analysis, presenting the encoding of
context sensitivity as universal types, and sketching our new technique for supporting
first-class existential types. We also describe our application of these ideas to LOCK-
SMITH, a race detection tool for C [4]]. Sects. 3 and 4] formally develop the label flow
systems introduced here.

2.1 Universal Types and Label Flow

The goal of label flow analysis is to determine which values may flow to which opera-
tions. In the program in Fig.[Ila), values 1 and 2 are annotated with flow labels L1 and
L2, respectively, and the two + operations are labeled with L3 and L4. Therefore label
flow analysis should show that L1 flows to L3 and L2 flows to L4. In this program we
annotate calls to ¢d with indices ¢ and k, which we will explain shortly.
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To compute the flow of labels, we perform a type- and constraint-based analysis in
which base types are annotated with labels. For our example, the function id is given
the type int’“* — int"", where La and Lr label the argument and return types, re-
spectively. The body of id returns its argument, which is modeled by the constraint
La < Lr. The call id! yields constraints L1 < La and Lr < L3, and the call idk yields
constraints L2 < La and Lr < L4. Pictorially, constraints form the directed edges in
a flow graph, as shown in Fig.[I(b), and flow is determined by graph reachability. Thus
the graph accurately shows that L1 flows to L3 and L2 flows to L4. However, the graph
conflates the two calls to :d—its type is monomorphic—and therefore suggests possible
flows from L1 to L4 and from L2 to L3, which is sound but imprecise.

The precision of the analysis can be improved by adding context sensitivity using
Hindley-Milner style universal types. The standard approach [13]], shown in Fig. [Ic),
is to give id a polymorphically constrained universal type VLa, Lr[La < Lr].int** —
int"", where we have annotated id’s type with the flow constraints needed to type its
body. Each time id is used, we instantiate its type and constraints, effectively “inlin-
ing” a fresh copy of id’s body. At the call id’, we instantiate the constraint with the
substitution [La — La;, Lr — Lr;], and then apply the constraints from the call site,
yielding L1 < La; < Lr; < L3, as shown. Similarly, at the call id* we instantiate
again, this time yielding L2 < Lajy < Lri < L4. Thus we see that L1 could flow to
L3, and L2 could flow to L4, but we avoid the spurious flows from the monomorphic
analysis.

While this technique is effective, explicit constraint copying can be difficult to imple-
ment, because it requires juggling various sets of constraints as they are duplicated and
instantiated, and may require complicated constraint simplification techniques
[L6U17018] for efficiency. An alternative approach is to encode the problem in terms
of a slightly different graph and use CFL reachability to compute flow, as suggested
by Rehof et al [14]]. This solution adds call and return edges to the graph and labels
them with parentheses indexed by the call site, as shown in Fig.[Id) with dashed lines.
Edges from id® are labeled with (; for inputs and ); for outputs, and similarly for idk.
To compute flow in this graph, we find paths with no mismatched parentheses. In this
case the paths from L1 to L3 and from L2 to L4 are matched, while the other paths
are mismatched and hence not considered. Rehof et al [14] have shown that using CFL
reachability with matched paths can be reduced to a type system with polymorphically
constrained types.

2.2 Ecxistential Types and Label Flow

The goal of this paper is to show how to use existential quantification during static
analysis to efficiently model properties of data structures more precisely. Consider the
example shown in Fig. P(a). In this program, functions f and g add an unspecified
value to their argument. As before, we wish to determine which integers flow to which
+ operations. In the third line of this program we create existentially-quantified pairs
using pack operations in which f is paired with 1 and g with 2. Using an if, we then
conflate these two pairs, binding one of them to p. In the last line we use p by applying
its first component to its second component. (We use pattern matching in this example
for simplicity, while the language in Sect.[3luses explicit projection.)
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Fig. 2. Existential Types Example

In this example, no matter which pair p is assigned, f is only ever applied to 1, and
g is only ever applied to 2. However, an analysis like the one described above would
conservatively conflate the types at the two pack sites, generating spurious constraints
L1 < L4 and L2 < L3. To solve this problem, Sect. [3| presents COPY, a system
that can model p precisely by giving it a polymorphically constrained existential type
3Lz, Ly[Ly < Lz].(int"* — int) x int™Y, indicating that p contains a pair whose
second element flows to the argument position of its first element. (The uninteresting
labels are omitted for clarity.) At pack’, this type is instantiated to yield L1 < La, and
since La < L3 we have L1 < L3 transitively. Instantiating at packk yields L2 < Lb <
LA4. Thus we precisely model that 1! only flows to +%3 and 222 only flows to +4.

To support existential types, we have extrapolated on the duality of universal and
existential quantification. Intuitively, we give a universal type to id in Fig. [Tl because
td is polymorphic in the label it is called with—whatever it is called with, it returns.
Conversely, in Fig. [2] we give an existential type to p because the rest of the program
is polymorphic in the pairs—no matter which pair is used, the first element is always
applied to the second.

The key contribution of this paper is to show how to perform inference with exis-
tential types efficiently using CFL reachability, as presented in Sect.[dl Fig.[2(b) shows
the flow graph generated for our example program. When packing the pair (f, 171), in-
stead of normal flow edges we generate edges labeled by ¢-parentheses, and we generate
edges labeled by k-parentheses when packing (g, 2%2). Flow for this graph again corre-
sponds to paths with no mismatched parentheses. For example, in this graph there is a
matched path from L2 to L4, indicating that the value 2°2 may flow to +%4, and there
is similarly a path from L1 to L3. Notice that restricting flow to matched paths again
suppresses spurious flows from L2 to L3 and from L1 to L4. Thus, the two existential
packages can be conflated without losing the flow relationships of their members.

2.3 Existential Quantification and Race Detection

Our interest in studying existential label flow arose from the development of LOCK-
SMITH, a C race detection tool [4]. LOCKSMITH uses label flow analysis to determine
what locations p may flow to each assignment or dereference in the program, and we use
a combination of label flow analysis and linearity checking to determine which locks ¢
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struct cache_entry { int refs; pthread_mutex_t refs_mutex; ... };

void cache_entry_addref (cache_entry *entry) { ...
pthread_mutex_lock(&entry->refs_mutex) ;
entry->refs++;
pthread_mutex_unlock(&entry->refs_mutex) ;

.}

Fig. 3. Example code with a per-element lock

are definitely held at that point. Here p and /¢ are just like any other flow labels, and we
use different symbols only to emphasize the quantities they label.

Each time a location p is accessed with lock ¢ held, LOCKSMITH generates a cor-
relation constraint p t> £. After analyzing the whole program, LOCKSMITH ensures
that, for each location p, there is one lock consistently held for all accesses. Correlation
constraints can be easily integrated into flow graphs, and we use a variant of the CFL
reachability closure rules to solve for correlations context-sensitively.

During our experiments we found several examples of code similar to Fig.[3 which
is taken from the knot multithreaded web server [[19]. Here cache_entry is a linked
list with a per-node lock refs_mutex that guards accesses to the refs field. With-
out existential quantification, LOCKSMITH conflates all the locks and locations in the
data structure. As a result, it does not know exactly which lock is held at the write to
entry->refs, and reports that entry->refs may not always be accessed with the
same lock held, falsely indicating a potential data race.

With existential quantification, however, LOCKSMITH is able to model this idiom
precisely. We add annotations to specify that in type cache_entry, the fields refs and
refs_mutex should be given existentially quantified labels. Then we add pack anno-
tations when cache_entry is created and unpack annotations wherever it is used,
e.g., within cache_entry_addref. The result is that, in terms of polymorphically
constrained types, the entry parameter of cache_entry_addref is given the type
3, plp > {).{refs : ref? int,refsmutex : lock £,...}, and thus LOCKSMITH can
verify that the lock refs_mutex always guards the refs field in a given node.

While our prior work sketches the use of existential types, it gives neither type rules
nor proofs for them, which are the main contributions of this paper. The remainder of
this paper focuses exclusively on existential types for label flow, and we refer the reader
to our other paper for details on LOCKSMITH [4]].

3 Label Flow with Polymorphically Constrained Types

We begin our formal presentation by studying label flow in the context of a polymor-
phically-constrained type system COPY, which is essentially Mossin’s label flow sys-
tem [13] extended to include existential types. Note that COPY supports label poly-
morphism but not polymorphism in the type structure. We use the following source
language throughout the paper:

ex=nl x| ze|e@Fes | ifOL‘eo then e; else e | (e1,e2)’ | eFj
| let f=eiines | fix feer | f*| packL‘Z e | unpackL T =e; in es
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Fig.4. Cory Monomorphic Rules

In this language, constructors and destructors are annotated with constant labels L.
The goal of our type system is to determine which constructor labels flow to which
destructor labels. For example, in the expression (A\Fz.e)@% ¢/, the label L flows to
the label L'. Our language includes integers, variables, functions, function application
(written with @ to provide a position on which to write a label), conditionals, pairs, and
projection, which extracts a component from a pair. Our language also includes binding
constructs let and fix, which introduce universal types. Each use of a universally
quantified function f? is indexed by an instantiation site i. Expressions also include
existential packages, which are created with pack’? and consumed with unpack. Here
L labels the package itself, since existentials are first-class and can be passed around
the program just like any other value, and ¢ identifies this pack as an instantiation site.
Instantiation sites are ignored in this section, but are used in Sect. 4l
The types and environments used by COPY are given by the following grammar:

types 7 u=int' |7 =7 |17 x' 7| 3EC].7 schemes o = VaA[C|.T|T
labels =L |« constraints C == | {I <} | CUC
env. I'iu=-|INzx:o

Types include integers, functions, pairs, and existential types. All types are annotated
with flow labels [, which may be either constant labels L from the program text or
label variables a.. Type schemes include normal types and polymorphically-constrained
universal types of the form V&[C].7. Here C is a set of flow constraints each of the form
I < I'.In our type rules, substitutions ¢ map label variables to labels. The universal type
V@&[C].7 stands for any type ¢(7) where ¢(C') is satisfied, for any substitution ¢. When
[ < I, we say that label [ flows to label I’. The type 3'@[C].7 stands for the type ¢(7)
where constraints ¢(C') are satisfied for some substitution ¢. Universal types may only
appear in type environments while existential types may appear arbitrarily. The free
labels of types (f1(7)) and environments (fI(I)) are defined as usual.

The expression typing rules are presented in Figs. [ and [5l Judgments have the form
C;I' F¢p e : 7, meaning in type environment I" with flow constraints C, expression
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Fig.5. Cory Polymorphic Rules

e has type 7. In these type rules C' [ < I’ means that the constraint [ < [’ is in the
transitive closure of the constraints in C, and C' - C’ means that all constraints in C’
are in the transitive closure of C'.

Fig.d contains the monomorphic typing rules, which are as in the standard X calculus
except for the addition of labels and subtyping. The constructor rules ([Int], [Lam] and
[Pair]) require C' = L < [, i.e., the constructor label L must flow to the corresponding
label of the constructed type. The destructor rules ([Cond], [App] and [Proj]) require
the converse. The subtyping rule [Sub] is discussed below.

Fig. S contains the polymorphic typing rules. Universal types are introduced by [Let]
and [Fix]. As is standard, we allow generalization only of label variables that are not
free in the type environment I". In both these rules, the constraints C’ used to type e;
become the bound constraints in the polymorphic type. Whenever a variable f with a
universal type is used in the program text, written f? where 4 identifies this occurrence
of f, it is type checked by [Inst]. This rule instantiates the type of f, and the premise
C'+ ¢(C") effectively inlines the constraints of f function into the caller’s context.

Existential types are manipulated using pack and unpack. To understand [Pack]
and [Unpack], recall that ¥V and 3 are dual notions. Notice that V introduction ([Let])
restricts what can be universally quantified, and instantiation occurs at V elimination
([Inst]). Thus 3 introduction ([Pack]) should perform instantiation, and 3 elimination
([Unpack]) should restrict what can be existentially quantified.

In [Pack], an expression e with a concrete type ¢(7) is abstracted to a type 3'@[C”].T.
Notice that the substitution maps abstract 7 and C” to concrete ¢(7) and ¢(C’)—
creating an existential corresponds to passing an argument to “the rest of the program,”
as if that were universally quantified in &, and the constraints C’ are determined by
how the existential package is used after it is unpacked. Similarly to [Inst], the [Pack]
premise C' F ¢(C”) inlines the abstract constraints ¢(C") into the current constraints.
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Fig. 6. CoPY Subtyping

Rule [Unpack] binds the contents of the type to x in the scope of eo. This rule places
two restrictions on the existential package. First, ea must type check with the constraints
C' U C"|] Thus, any constraints among the existentially bound labels & needed to check
eo must be in C’. Second, the labels @ must not escape the scope of the unpack (as is
standard [2]]), which is ensured by the subset constraint.

The [Sub] rule in Fig. @ uses the subtyping relation shown in Fig.[6l These rules are
standard structural subtyping rules extended to labeled types. We use a simple approach
to decide whether one existential is a subtype of another. Rule [Sub-3] requires C; +
(s, since an existential type can be used in any position inducing the same or fewer
flows between labels. We allow subtyping among existentials of a “similar shape.” That
is, they must have exactly the same (alpha-convertible) bound variables, and there must
be no constraints between variables bound in one type and free in the other. We use a set
D to track the set of bound variables, updated in [Sub-EI]E Rule [Sub-Label-2] permits
subtyping between identical bound labels (I € D), whereas rule [Sub-Label-1] allows
subtyping among non-identical labels only if neither is bound.

These restrictions on existentials forbid some clearly erroneous judgments such as
C F Jafp].int® < 3a[f].int®. The two existential types in this example quantify
over the same label; however, the subtyping is invalid because it would create a con-
straint between a bound label and an unbound label. However, these restrictions also
forbid some valid existential subtyping, such as C - (e, Bla < Bl.int* — int’) <
(Ha, B[0].int™® — int™), which is permissible because [ is a bound variable with
no other lower bounds except «, hence it can be set to o without losing informa-
tion. However, our typing rules do not allow this. In our experience with LOCKSMITH
we have not found this restriction to be an issue, and we leave it as an open ques-
tion whether it can be relaxed while still maintaining efficient CFL reachability-based
inference.

We prove soundness for COPY using subject reduction. Using a standard small-step
operational semantics e — ¢’, we define a flow-preserving evaluation step as one

! Note that we could have chosen this hypothesis to be C'; I,z : 7 Fp €2 : 7’ and still had a
sound system, but this choice simplifies the reduction from CFL to COPY discussed in Sect. Fl
2 QOur technical report [20] uses an equivalent version of D that makes the reduction proof easier.
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whose flow is allowed by some constraint set C. Then we prove that if a program is
well-typed according to C' then it always preserves flow.

Definition 1 (Flow-preserving Evaluation Step). Suppose e — ¢’ and in this reduc-
tion a destructor (i£0, @, .j, unpack) labeled L' consumes a constructor (n, A, (-, ),
pack, respectively) labeled L. Then we write C e — €' if C = L < L'. We also
write C' & e — € if no value is consumed during reduction (for let or £ix).

Theorem 1 (Soundness). I[f C;I' b, e: 7ande —* ¢/, then C - e —* €.

Here, —* denotes the reflexive and transitive closure of the — relation. The proof is
by induction on C'; I" k-, e : 7 and is presented in a companion technical report [20].

4 CFL-Based Label Flow Inference

The COPY type system is relatively easy to understand and convenient for proving
soundness, but experience suggests it is awkward to implement directly as an infer-
ence system. This section presents a label flow inference system CFL based on CFL
reachability, in the style of Rehof et al [14415]]. This system uses a single, global set
of constraints, which correspond to flow graphs like those shown in Figs. [I(d) and 2
Given a flow graph, we can answer queries “Does any value labeled /; flow to a de-
structor labeled 57", written I; ~ [, by using CFL reachability. We first present type
checking rules for CFL and then explain how they are used to interpret the flow graph in
Fig.[2l Then we explain how the rules can be interpreted to yield an efficient inference
algorithm. Finally, we prove that CFL reduces to COPY and thus is sound.
Types in CFL are as follows:

—

types T n=int' |7 =' 7|7 x 7| Fa.r schemes o := (Va.1,1) | T

In contrast to COPY, universal types (V&., 5 and existential types 3'@.7 do not include
a constraint set, since we generate a single, global flow graph. Universal types contain
a set [ of labels that are not quantified [[14121]]. For clarity universal types also include
@, the set of labels that are quantified, but it is always the case that @ = fI(7) \ .
Existential types do not include a set [, because we assume that the programmer has
specified which labels are existentially quantified. We check that the specification is
correct when existentials are unpacked (more on this below).

Typing judgments in CFL have the form I;C;I" - e : 7, where I and C describe
the edges in the flow graph. C' has the same form as in COPY, consisting of subtyping
constraints [ < I’ (shown as unlabeled directed edges in Figs. [l and B)). I contains
instantiation constraints [14] of the form [ j; ’. Such a constraint indicates that [
is renamed to I’ at instantiation site 7. (Recall that each instantiation site corresponds
to a pack or a use of a universally quantified type.) The p indicates a polarity, which
describes the flow of data. When p is + then [ flows to I/, and so in our examples we
draw the constraint [ <% [’ as an edge ! —)% I’ When p is — the reverse holds,
and so we draw the constraint [ <* [’ as an edge I’ —(* [. Instantiation constraints
correspond to substitutions in COPY, and they enable context-sensitivity without the
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Fig.7. CFL Monomorphic Rules

need to copy constraint sets. A full discussion of instantiation constraints is beyond the
scope of this paper; see Rehof et al [14]] for a thorough description.

The monomorphic rules for CFL are presented in Fig.[7l With the exception of [Sub]
and the presence of I, these are identical to the rules in Fig. [l Fig. [§] presents the
polymorphic CFL rules. In these type rules I + [ j]ij " means that the instantiation
constraint [ j;, I" is in 1. We define flI(7) to be the free labels of a type as usual, except
Ava.r, 1) = (fi(r) \ & UL Rules [Let] and [Fix] bind f to a universal type. As is
standard we cannot quantify label variables that are free in the environment I”, which we
represent by setting [ = A(I) in type (Vd&.11, l_j The [Inst] rule instantiates the type 7
of f to 7’ using an instantiation constraint I; § - 7 <’ 7’ : ¢. This constraint represents
a renaming ¢, analogous to that in COPY’s [Inst] rule, such that ¢(7) = 7’. All non-
quantifiable labels, i.e., all labels in l_: should not be instantiated, which we model by
requiring that any such label instantiate to itself, both positively and negatively.

Rule [Pack] constructs an existential type by abstracting a concrete type 7’ to ab-
stract type 7. In COPY’s [Pack], there is a substitution such that 7/ = ¢(7), and thus
CFL’s [Pack] has a corresponding instantiation constraint 7 < 7’. The instantiation
constraint has negative polarity because although the substitution is from abstract 7 to
concrete 7/, the direction of flow is the reverse, since the packed expression e flows to
the packed value. In [Pack] the choice of & is not specified. As in other systems for infer-
ring first-class existential and universal types [22123124125], we expect the programmer
to choose this set. In contrast to [Inst], we do not generate any self-instantiations in
[Pack], because we enforce a stronger restriction for escaping variables in [Unpack].

Rule [Unpack] treats the abstract existential type as a concrete type within eg, and
thus any uses of the unpacked value place constraints on its existential type. The last
premise of [Unpack] ensures that abstract labels do not escape, and moreover abstract
labels may not constrain any escaping labels in any way. Specifically, we require that
there are no flows (see below) between any labels in & and any labels in I, which is
the set of labels that could escape. If this condition is violated, then the existentially
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Fig. 8. CFL Polymorphic Rules

quantified labels & chosen by the programmer are invalid and the program is rejected.
The [Unpack] rule in COPY does not forbid interaction between free and bound labels,
and therefore CFL is strictly weaker than COPY. However, without this restriction we
can produce cases where mixing existentials and universals produces flow paths that
should be valid but have mismatched parentheses. Sect.[4.3]contains one such example.
In practice we believe the restriction is acceptable, as we have not found it to be an
issue with LOCKSMITH. We leave it as an open question whether the restriction can be
relaxed while still maintaining efficient CFL reachability-based inference.

Fig. [0] defines the subtyping relation used in [Sub]. The only interesting differ-
ence with COPY arises because of alpha-conversion. In COPY alpha-conversion is im-
plicit, and only trivial constraints are allowed between bound labels (by [Sub-Label-
2] of Fig. [6). We cannot use implicit alpha-conversions in CFL, however, because we
are producing a single, global set of constraints. Thus instead of the single D used
in COPY’s[Sub] rule, CFL uses two A;, which are sequences of ordered vectors of
existentially-bound labels, updated in [Sub-3]. In the rules, the syntax A @ {I1, ..., 1, }
means to append vector {l1, ..., 1, } to sequence A. Rule [Sub-Ind-2] in Fig.[9 which
corresponds to [Sub-Label-2] in Fig. [6l does allow subtyping between bound labels /;
and lg—but only if they occur in exactly the same quantification position. Thus these
subtyping edges actually correspond to alpha-conversion. We could also allow this in
the COPY system, but it adds no expressive power and complicates proving soundness.

Fig.[I0 defines instantiation constraints on types in terms of instantiation constraints
on labels. Judgments have the form I; D - 7 j; 7' : ¢, where ¢ is the renaming defined
by the instantiation and D is the same as in Fig. [6—we do not need to allow alpha-
conversion here, because we can always apply [Sub] if we wish to alpha-rename. Thus
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Fig. 10. CFL Instantiation

[Inst-Ind-1] permits instantiation of unbound labels, and [Inst-Ind-2] forbids renaming
bound labels. For example, if we have an 3 type nested inside a V type, instantiating the
V type should not rename any of the bound variables of the 3 type. Aside from this the
rules in Fig. [I0lare standard, and details can be found in Rehof et al [[14].

Given a flow graph described by constraints I and C, Fig.[[Tl gives inference rules to
compute the relation [; ~~ [2, which means label [; flows to label /2. Rule [Level] states
that constraints in C' correspond to flow (represented as unlabeled edges in the flow
graph). Rule [Trans] adds transitive closure. Rule [Match] allows flow on a matched
path Iy —G I} ~» Iy —)¢ 3. This rule corresponds to “copying” the constraint
l1 ~» I to a constraint [y ~» [3 at instantiation site <. Rule [Constant] adds a “self-loop”



100 P. Pratikakis, J.S. Foster, and M. Hicks

CkHUL <l I;CkHlg~1l1 LCHIi~ 12
[Level]m [Trans] I;CF o~ g
]l—l1jilo I;C"hwlz ]"lzjilg
Constant - Match
[ ] I,CHL<, L [ ] I,CFlyg~ 13
Fig. 11. Flow

that permits matching flows to or from any constant label. We generate these edges
because constants are global names and thus are context-insensitive.

Note that our relation ~» corresponds to the ~-,, relation from Rehof et al [14],
where m stands for “matched paths.” The Rehof et al system also includes so-called PN
paths, which allow extra parentheses that are not matched by anything, e.g., extra open
parentheses at the beginning of the path, or extra closed parentheses at the end. In our
system we concern ourselves only with constants, which by [Constant] have all possible
self-loops (this rule is not included in the Rehof et al system). These self-loops mean
that any flow from one constant to another via a PN path is also captured by a matched
path between the constants. Thus for purposes of showing soundness, matched paths
suffice. We could add PN paths to our system with no difficulty to allow queries on
intermediate flows, but have not done so for simplicity.

4.1 Example
Consider again the example in Fig.2l The expression pack(f, 111) is given the type
dLx;, Lyi.(intL"“ — int) X inthvi

by the [Pack] rule. [Pack] also instantiates the pair’s abstract type to its concrete type
using the judgment

I;C F (intt® — int) x int™i <* (int!® — int) x int™!

Proving this judgment requires appealing in several places to [Inst-Ind-1], whose
premise [ I [ <! I’ requires that I contain constraints Ly; <" L1 and Lz; </, La,
among others. These are shown as dashed, labeled edges in the figure. Notice that the
direction of the renaming is opposite the direction of flow: The concrete labels flow to
the abstract labels, but the abstract type is instantiated to the concrete type. Hence the
instantiation has negative polarity. This instantiated existential type flows via subtyping
to the type of p shown at the center of the figure. The directed edges between the type
components are induced by subtyping (applying [Sub-3] at the top level).

The unpack of p is typed by the [Unpack] rule. Within the body of the unpack, we
apply the second part of the pair (p2) to the first part (p1). Here, p2 has type int™¥
while p1 has type int“® — int, and thus to apply the [App] rule, we must first prove
(among other things) that C’; (; () - int™¥ < int™®. This requires that Ly < Lz be in
C according to [Sub-Ind-1], and is shown as an unlabeled edge in the figure. With this
edge we have I;C + L1 ~» L3 and I;C + L2 ~ L4 (but I;C fL1 ~» L4). The
final premises of [Unpack] are satisfied because the bound labels Ly and Lz only flow
among themselves or to variables bound in existential types, which are not free.
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4.2 An Inference Algorithm

CFL has been presented thus far as a checking system in which the flow graph, described
by C and I, is assumed to be known. To infer this flow graph automatically requires
a simple reinterpretation of the rules. The algorithm has three stages and runs in time
O(n?), where n is the size of the type-annotated program.

First, we type the program according to the rules in Figs. As usual the non-
syntactic rule [Sub] can be incorporated into the remaining rules to produce a syntax-

—

directed system [26]. During typing, we interpret a premise C F 1 < l'or I [ j; l
as generating a constraint; i.e., we add [ < I’ (or I j;, 5 to the set of global constraints
C' (or I). Free occurrences of [ in the rules are interpreted as fresh label variables.
For example, in [Int] we interpret [ as a fresh variable o and add L < [ to C. When
choosing types (e.g., 7 in [Lam] or 7’ in [Inst]) we pick a type 7 of the correct shape
with fresh label variables in every position. After typing we have a flow graph defined
by constraint sets C' and 1.

Next, we compute all flows according to the rules in Fig. 1l Excluding the final
premise of [Unpack] and the D’s in [Sub] and [Inst], performing typing and computing
all flows takes time O(n?) [14]. To implement [Sub-Ind-i] efficiently, rather than main-
tain D sets explicitly and repeatedly traverse them, we temporarily mark each variable
with a pair (4, 7) indicating its position in D and its position in & as we traverse an
existential type. We can assume without loss of generality that |@| < | fi(7)] in an exis-
tential type, so traversing & does not increase the complexity. Then we can select among
[Sub-Ind-1] and [Sub-Ind-2] in constant time for each constraint C; Ay; Ay 1 < I,
so this does not affect the running time, and similarly for [Inst-Ind-<].

Finally, we check the last reachability condition of [Unpack] to ensure the program-
mer chose a valid specification of existential quantification. Given that we have com-
puted all flows, we can easily traverse the labels in @ and check for paths to [ and
vice-versa. Since each set is of size O(n), this takes O(n?) time, and since there are
O(n) uses of [Unpack], in total this takes O(n?) time. Thus the algorithm as a whole is
O(n3) + O(n?®) = O(n?).

4.3 Differences Between CoPY and CFL

As mentioned in Sect. Ml if we weaken CFL’s [Unpack] rule to permit existentially
bound labels to interact with free labels, then we can construct examples with mis-
matched flow. Fig.[12|(a) shows one such example. Here the function g takes an argu-
ment z, packs it, and then returns the result of calling function f with the package.
Function f unpacks the existential and returns its contents. Thus g is the identity func-
tion, but with complicated data flow. On the last line, the function g is applied to 171,
and the result is added using +72. Thus L1 flows to L2. Let us assume that at pack”,
the programmer wishes to quantify the type of the packed integer, and then compare
Copry and CFL as applied to the program.
The COPY types rules assign f the type scheme

f:VLout[f). (3Lz[Lz < Lout].int™") — int™"!
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let g = Az. i PR
let f = (A\z.unpack y =z iny) in / \ ¥
let p — packk 2 in int3 Lout; int3  Lout
tP=P | | \/‘
r'p Lp Lx
in (k
(g™ 15y 452 L= Lz Lz~ L2
(m Jm
(a) Source program (b) Flow graph

Fig. 12. Example with Mismatched Flow

Notice that since f unpacks its argument and returns the contents, there is a constraint
between Lz, the label of the packed integer, and Lout, the label on f’s result type.
The interesting thing here is that Lz is existentially bound and Lout is not, which is
acceptable in COPY (technically, we need an application of [Sub] to achieve this), but
not allowed in CFL. At the call to f, we instantiate f’s type as

fi : (EILx[LCE S Louti].intL-T) . intljouti

Let Lz be the label on g’s parameter, and let Lz’ be the label on ¢’s return type. Then
when we pack z and bind the result to p, we instantiate the abstract Lx to concrete Lz
and thus generate the constraint Lz < Lout;. Then g returns the result of f i and hence
we have Lout; < Lz’'. Putting these together and generalizing g’s type, we get

g :VLz, L2, Lout;[Lz < Lout;, Lout; < L2'].int"** — intL?

Finally, we instantiate this type at ¢", and we get L1 < Lz, < Lout;,, < Lz! < L2,
and thus we have flow from L1 to L2.

Now consider applying CFL to the same program. Fig. [[2(b) shows the resulting
flow graph. The type of f, shown at the right of the figure, is (VLout.(3Lz.int*®) —
int 2% ()) where in the global flow graph there is a constraint Lz < Lout. As before,
this is a constraint between an existentially bound and free variable, which is forbidden
by the strong non-escaping condition in CFL’s [Unpack] rule. However, assume for the
moment that we ignore this condition. Then the type of f?, shown in the left of the
figure, is (3Lp.int™?) — int"°“!i where we have an instantiation constraint Lout <,
Lout;, drawn as a dashed edge labeled ); in the figure. (Note that we have also applied
an extra step of subtyping to make the figure easier to read and drawn an edge Lp < Lz,
although we could also set Lp = Lz.) Since the result of calling f? is returned, we have
Lout; < Lz', where again Lz’ is the label on the return type of g. Moreover, at pack”®,
we instantiate the abstract type of p to its concrete type, resulting in the constraint
Lp =<* Lz, where Lz is the label on g’s parameter. Finally, at the instantiation of g we
generate constraints Lz <™ L1 and Lz’ =T L2.

Notice that there is no path from L1 to L2, because (j, does not match );. The prob-
lem is that instantiation 7 must not rename Lp, and instantiation & must not rename
Lout;. In CFL, we prevent instantiations from renaming labels by adding “self-loops,”
as in [Inst] in Fig. 8 In this case, we should have Lp j; Lp and Lout; j’fh Lout;.
We expended significant effort trying to discover a system that would add exactly these
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self-loops, but we were unable to find a solution that would work in all cases. For exam-
ple, adding a self-loop on Lout; seems particularly problematic, since Lout; is created
only after f? is instantiated, and not at the pack or the unpack points. Moreover, because
we have (,,, and ),,, at the beginning and end of the mismatched path, the self-loops on
L1 and L2 do not help. Thus in [Unpack] in Fig. Bl we require existentially-quantified
labels to not have any flow with escaping labels to forbid this example.

4.4 Soundness

We have proven that programs that check under CFL are reducible to COPY. The first
step is to define a translation function ¥¢ ; that takes CFL types and transforms them
to COPY types. For monomorphic types ¥¢ 1 is simply the identity. To translate a poly-
morphic CFL type (Va.7, 1) or I'@.7 into a COPY type V&[C’].7 or I'@[C"].T, respec-
tively, W 1 needs to produce a bound constraint set C’. Rehof et al [14/15]] were able to
choose C' = CT = {l; <y | I;C F Iy ~ I3}, i.e., the closure of C' and I. However,
the addition of first class existentials causes this approach to fail, because, for example,
instantiating a V type containing a type 3'@[C].7 could rename some variables in C'!
(since C! contains all variables used in the program) and thereby violate the inductive
hypothesis. Thus we introduce a projection function g, where we define

vet) = {! leSUL
SWZVILHY e SUL| CTHT <1} otherwise

where LI represents the union of two labels. Then for a universal type, ¥¢ 1 sets ¢/ =
L) (CT), and for an existential type Wc 1 sets C' = 1)5(CT). We extend ¥, ; to type

environments in the natural way and define C = 15(C?). Now we can show:

Theorem 2 (Reduction from CFL to COPY). Let D be a normal CFL derivation of
I;C;I'=cpe: 1. Then Cﬂ(F)uﬂ T),WC () Fep e 1 We (7).

Proof. The proof is by induction on the derivation D. There are two key parts of the
proof. The first is a lemma that shows that the bound constraint sets chosen by ¥¢ r
for universal and existential types are closed under substitutions at instantiation sites,
so that when we translate an occurrence of [Inst] or [Pack] from CFL to COPY we can
prove the hypothesis C' F ¢(C"). The other key part occurs in translating an occurrence
of [Unpack] from CFL to COPY. In this case, by induction on the typing derivation
for e; we have C Uﬁ(T)Uﬂ(T’)’WC ](F) ch ]( ) l—pp €2 WC ]( ) By the
last hypothesis of [Unpack] in CFL, we know that there are no constraints between the
quantified labels & and any other labels. Thus we can partition the constraints on the
left-hand side of the above typing judgment into two disjoint sets: C(I ADVUAE)UA(T NG
and C’é. The former are the constraints needed to type check e; in COPY, and the latter
are those bound in the existential type of e; by W¢ ;. These two constraint sets form
the sets C and C’, respectively, needed for the [Unpack] rule of COPY. A full, detailed
proof can be found in our companion technical report [20].

By combining Theorems [I] and 2l we then have soundness for the flow relation ~
computed by CFL. Notice that we have shown reduction but not equivalence. Rehof et
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al [[14135]] also only show reduction, but conjecture equivalence of their systems. In our
case, equivalence clearly does not hold, because of the extra non-escaping condition on
[Unpack] in CFL. We leave it as an open question whether this condition can be relaxed
to yield provably equivalent systems.

5 Related Work

Our work builds directly on the CFL reachability-based label flow system of Rehof
et al [[14]. Their cubic-time algorithm for polymorphic recursive label flow inference
improves on the previously best-known O(n®) algorithm [13]]. The idea of using CFL
reachability in static analysis is due to Reps et al [27], who applied it to first-order
data flow analysis problems. Our contribution is to extend the use of CFL reachability
further to include existential types for modeling data structures more precisely.
Existential types can be encoded in System F [28] (p. 377), in which polymorphism
is first class and type inference is undecidable [29]. There have been several propos-
als to support first-class polymorphic type inference using type annotations to avoid the

undecidability problem. In MLF [22], programmers annotate function arguments that
have universal types. Laufer and Odersky [23] propose an extension to ML with first-
class existential types, and Remy [24] similarly proposes an extension with first-class
universal types. In both systems, the programmer explicitly lists which type variables
are quantified. Packs and unpacks correspond to data structure construction and pattern
matching, and hence are determined by the program text. Our system also requires the
programmer to specify packs and unpacks as well as which variables are quantified, but
in contrast to these three systems we support subtyping rather than unification, and thus
we need polymorphically constrained types. Note that our solution is restricted to label
flow, and only existential types are first-class, but we believe adding first-class universals
with programmer-specified quantification would be straightforward. We conjecture that
full first-class polymorphic type inference for label flow is decidable, and plan to explore
such a system in future work.

Simonet [25]] extends HM(X) [30], a generic constraint-based type inference frame-
work, to include first-class existential and universal types with subtyping. Simonet re-
quires the programmer to specify the polymorphically constrained type, including the
subtyping constraints C', whereas we infer these (we assume we have the whole pro-
gram). Another key difference is that we use CFL reachability for inference. Once again,
however, our system is concerned only with label flow.

In ours and the above systems, both existential quantification as well as pack and
unpack must be specified manually. An ideal inference algorithm requires no work
from the programmer. For example, we envision a system in which all pairs and their
uses are considered as candidate existential types, and the algorithm chooses to quantify
only those labels that lead to a minimal flow in the graph. It is an open problem whether
such an algorithm exists.

6 Conclusion

Existential quantification can be used to precisely characterize relationships within el-
ements of a dynamic data structure, even when the precise identity of those elements
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is unknown. This paper aims to set a firm theoretical foundation on which to build
efficient program analyses that benefit from existential quantification. Our main con-
tribution is a context-sensitive inference algorithm for label flow analysis that supports
existential quantification. Programmers specify where existentials are introduced and
eliminated, and our inference algorithm automatically infers the bounds on their flow.
Our algorithm is efficient, employing context free language (CFL) reachability in the
style of Rehof et al [14], and we prove it sound by reducing it to a system based on
polymorphically-constrained types in the style of Mossin [13]]. We have adapted our
algorithm to improve the precision of LOCKSMITH, a tool that aims to prove the ab-
sence of race conditions in C programs [4] by correlating locks with the locations they
protect. We plan to explore other applications of existential label flow in future work.
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Abstract. The relationship between abstract interpretation and par-
tial evaluation has received considerable attention and (partial) inte-
grations have been proposed starting from both the partial evaluation
and abstract interpretation perspectives. In this work we present what
we argue is the first generic algorithm for efficient and precise integra-
tion of abstract interpretation and partial evaluation from an abstract
interpretation perspective. Taking as starting point state-of-the-art al-
gorithms for context-sensitive, polyvariant abstract interpretation and
(abstract) partial evaluation of logic programs, we present an algorithm
which combines the best of both worlds. Key ingredients include the ac-
curate success propagation inherent to abstract interpretation and the
powerful program transformations achievable by partial deduction. In
our algorithm, the calls which appear in the analysis graph are not an-
alyzed w.r.t. the original definition of the procedure but w.r.t. special-
ized definitions of these procedures. Such specialized definitions are ob-
tained by applying both unfolding and abstract executability. Also, our
framework is parametric w.r.t. different control strategies and abstract
domains. Different combinations of these parameters correspond to ex-
isting algorithms for program analysis and specialization. Our approach
efficiently computes strictly more precise results than those achievable by
each of the individual techniques. The algorithm is one of the key com-
ponents of CiaoPP, the analysis and specialization system of the Ciao
compiler.

1 Introduction and Motivation

The relationship between abstract interpretation [5] and partial evaluation [14]
has received considerable attention. See, for instance, the relationship estab-
lished in a general context in [AI3J6] and the work in the context of par-
tial evaluation of logic programs (also known as partial deduction [2II11]) of
[RITOUTSITH2426|0ITI25116] ). In order to motivate our proposal, we use the run-
ning “challenge” example of Fig. [[l It is a simple Ciao [3] program which uses
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© Springer-Verlag Berlin Heidelberg 2006
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:— module(_, [main/2], [assertions]).

:- entry main(s(s(s(L))),R) : (ground(L),var(R)).

main; (X,X2) :-formula; ; (X,X1), formula;(X1,X2), ground;s(X2).
formulas (X,W) : —grounds 1 (X) ,vars 2 (W) ,twoz 3 (T) ,minusz 4 (X,T,X2) ,twices 5 (X2,W).
minus, (X,0,X).

minuss(s(X),s(Y),R) :- minuss;(X,Y,R).

minusg (0,s(_Y),_R).

twicer (X, Y) :- varri(X).

twiceg(X,Y) :- groundg(X), twso(X,Y).

twg (0,0).

twio(s(X),s(s(NX))) :- twio,1 (X,NX).

Fig. 1. Running Example

Peano’s arithmetic[] The entry declaration is used to inform that all calls to the
exported predicate main/2 will always be of the form « main(s(s(s(L))),R) with
L ground and R a variable. The predicate main/2 performs two calls to predicate
formula/2. A call formula(X,W) performs mode tests ground(X) and var (W)
on its input arguments and returns W = (X — 2) x 2. Predicate two/1 returns
s(s(0)), i.e., the natural number 2. A call minus(A,B,C) returns C = A — B.
However, if the result becomes a negative number, C' is left as a free variable.
This indicates that the result is not valid. In turn, a call twice(A,B) returns
B = A x 2. Prior to computing the result, this predicate checks whether A
is valid, i.e., not a variable, and simply returns a variable otherwise. For ini-
tial queries satisfying the entry declaration, all calls to the tests ground; 3(X),
grounds ; (X), and vars o (W) will definitely succeed. Thus, they can be replaced
by true, even if we do not know the concrete values of variable L at compile
time. Also, the calls to groundg ; (X) will succeed, while the calls to vary ; (X)
will fail, and can thus be replaced by fail. These kinds of optimizations require
abstract information from analysis (e.g., groundness and freeness).

The example illustrates four difficulties and challenges. First, the benefits of
(1) exploiting abstract information in order to abstractly execute certain atoms.
Furthermore, this may allow unfolding of other atoms. However, the use of an
abstract domain which captures groundness and freeness information will in gen-
eral not be sufficient to determine that in the second execution of formula/2 the
tests groundsp ; (X) and vars o (W) will also succeed. The reason is that on suc-
cess of minusy 4(X,T,X2), X2 cannot be guaranteed to be ground since minusg/3
succeeds with a free variable in its third argument position. It can be observed,
however, that for all calls to minus/3 in executions described by the entry decla-
ration the third clause for minus/3 is useless. It will never contribute to a success
of minus/3 since this predicate is always called with a value greater than zero

! Rules are written with a unique subscript attached to the head atom (the rule
number), and a double subscript (rule number, body position) attached to each
body literal for later reference. We sometimes use this notation for denoting calls to
atoms as well.
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in its first argument. Unfolding can make this explicit by fully unfolding calls to
minus/3 since they are sufficiently instantiated (and as a result the “dangerous”
third clause is disregarded). This unfolding allows concluding that in our par-
ticular context all calls to minus/3 succeed with a ground third argument. This
illustrates the importance of (2) performing unfolding steps in order to prune
away useless branches, and that this may result in improved success informa-
tion. By the time execution reaches twices 5(X2,W), we hopefully know that X2
is ground. In order to determine that upon success of twices 5(X2,W) (and thus
on success of formula; 1 (X,W)) W is ground, we need to perform a fixpoint com-
putation. Since, for example, the success substitution for formula; ; (X,X1) is
indeed the call substitution for formula; 5(X1,X2), the success of the second test
groundy 1 (X) (i.e., the one reachable from formula; 5(X1,X2)) cannot be estab-
lished unless we propagate success substitutions. This illustrates the importance
of (3) propagating (abstract) success information, and performing fixpoint com-
putations when needed, and that this simultaneously may result in an improved
unfolding. Finally, whenever we call formula(X,W), the argument W is a variable,
a property which cannot be captured if we restrict ourselves to downwards-
closed domains (i.e., domains capturing properties such that once a property
holds, it will keep on holding in every state accessible in forwards execution).
This indicates (4) the usefulness of having information on non downwards-closed
properties.

Ezxample 1. CiaoPP, which implements our proposed abstract interpretation
with specialized definitions, produces the following specialized code for the ex-
ample of Fig. [l (rules are renamed using the prefix sp):

sp-main; (s(s(s(0))),0).

sp-mainy (s(s(s(s(B)))),A) :- sp_twz:1(B,C),sp_formulas2(C,A).
sp-tw2(0,0).

sp-twz(s(4),s(s(B))) :- sp_tws1(A,B).

sp_formula, (0,s(s(s(s(0))))).
sp-formulas (s (A) ,s(s(s(s(s(s(B))))))) :- sp_tws:(A,B).

Thus, our proposal can indeed eliminate all calls to mode tests ground/1 and
var/1, and fully unfold predicates two/1 and minus/3 so that they no longer
appear in the residual code. In addition, the algorithm also produces an ac-
curate analysis for such a program. In particular, the success information for
spmain(X,X2) guarantees that X2 is ground on success. Note that this is equiv-
alent to proving VX > 3, main(X, X2) — X2 > 0. Furthermore, our system
is able to get to that conclusion even if the entry only informs about X being
any possible ground term and X2 a free variable. This is because, during the
computation of the specialized definitions, the branches corresponding to values
of X smaller than 3 are detected to be failing and the residual code is indeed
equivalent to the one achieved with the more precise entry declaration. This
illustrates how our proposal is useful for improving the results of the analysis
even in cases where there are no initial constants in the query which can be
propagated through the program.
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The above results cannot be achieved unless all four points mentioned before
are addressed by a program analysis/specialization system. For example, if we
use traditional partial deduction (PD) with the corresponding Generalize and
Unfold rules followed by abstract interpretation and abstract specialization as
described in [24I25] we only obtain a comparable program after four iterations
of the: “PD + abstract interpretation + abstract specialization” cycle. This
shows the importance of achieving an algorithm which is able to interleave PD
with abstract interpretation, extended with abstract specialization, in order to
communicate the accuracy gains achieved from one to the other as soon as
possible. In any case, iterating over “PD + analysis” is not a good idea from the
efficiency point of view.

2 Preliminaries

This section introduces some preliminary concepts on abstract interpretation [5]
and partial deduction [2I]. We assume some basic knowledge on the terminology
of logic programming (see for example [20] for details). Very briefly, an atom
A is a syntactic construction of the form p(t1,...,t,), where p/n, with n > 0,
is a predicate symbol and t1,...,t, are terms. A clause is of the form H «— B
where its head H is an atom and its body B is a conjunction of atoms. A definite
program is a finite set of clauses. A goal (or query) is a conjunction of atoms.

2.1 The Notions of Unfolding and Resultant

Let G be a goal of the form «— Ay,..., AR, ..., A, k > 1. The concept of compu-
tation rule, denoted by R, is used to select an atom within a goal for its evaluation.
If R(G) =Ag we say that Ag is the selected atom in G. The operational seman-
tics of definite programs is based on derivations [20]. Let C = H <« By,..., By,
be a renamed apart clause in P such that 30 = mgu(Ag, H). Then, the goal «—
0(A1,...,Ar—1,B1,...,Bm, Ar+1, - - ., Ag) is derived from G and C via R. As cus-
tomary, given a program P and a goal G, an SLD derivation for P U {G} consists
of a possibly infinite sequence G = Gg, G1, Ga, . .. of goals, a sequence C1,Cy, ...
of properly renamed apart clauses of P, and a sequence 61,65, ... of mgus such
that each G4 is derived from G; and C;41 using 6;11. A derivation step can be
non-deterministic when Ag unifies with several clauses in P, giving rise to several
possible SLD derivations for a given goal. Such SLD derivations can be organized
in SLD trees. A finite derivation G = Gg, G1, Ga, . .., G, is called successful if G,
isempty. In that case§ = 6165 . . . 8, is called the computed answer for goal G. Such
a derivation is called failed if G, is not empty and it is not possible to perform a
derivation step from it. We will also allow incomplete derivations in which, though
possible, no further resolution step is performed.

Given an atom A, an unfolding rule [2I/TI] computes a set of finite SLD
derivations D1, ..., D, (i.e., a possibly incomplete SLD tree) of the form D; =
A, ..., G; with computed answer substitution ; for ¢ = 1,...,n whose associ-
ated resultants (or residual rules) are 6;(A) < G;. The set of resultants for the
computed SLD tree is called a partial deduction (PD) for the initial goal.
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2.2 Abstract Interpretation

Abstract interpretation [5] provides a general formal framework for comput-
ing safe approximations of program behaviour. Programs are interpreted using
abstract values instead of concrete values. An abstract value is a finite repre-
sentation of a, possibly infinite, set of concrete values in the concrete domain
D. The set of all possible abstract values constitutes the abstract domain, de-
noted D,, which is usually a complete lattice or cpo which is ascending chain
finite. The subset relation C induces a partial order on sets of concrete values.
The C relation induces the C relation on abstract values. Values in the abstract
domain (D,,C) and sets of values in the concrete domain (27, C) are related
via a pair of monotonic mappings (a,~): the abstraction function o : 2P — D,
which assigns to each (possibly infinite) set of concrete values an abstract value,
and the concretization function v : D, — 2P which assigns to each abstract
value the (possibly infinite) set of concrete values (e.g., program variable values)
it represents, such that Vo € 2P : y(a(z)) D2 and Yy € D, : a(y(y)) =y.
Concrete values denote typically (but not exclusively) which data structures
program variables are bound to in actual executions, i.e., the substitutions. Cor-
respondingly, abstract values will be often referred to as abstract substitutions.
The following operations on abstract substitutions are domain-dependent and
will be used in our algorithms:

— Arestrict(\, E) performs the abstract restriction (or projection) of a substi-
tution A to the set of variables in the expression E, denoted vars(E);

— Aextend(\, F) extends the substitution A to the variables in the set vars(E);

— Aunif(ty, t2, A) obtains the description which results from adding the abstrac-
tion of the unification t; = t5 to the substitution A;

— Aconj(A1, A2) performs the abstract conjunction of two substitutions;

— Alub(\1, \2) performs the abstract disjunction (U) of two substitutions.

An abstract atom of the form A : C'P is a concrete atom A which comes equipped
with an abstract substitution C P which is defined over vars(A) and provides addi-
tional information on the context in which the atom will be executed at run-time.
We write A : CP T A’ : CP’ to denote that {8(A)|0 € v(CP)} C {0'(A"))0" €
~v(CP')}. In our algorithms, we also use Atranslate(A : CP, H < B) which adapts
and projects the information in an abstract atom A : C'P to the variables in the
clause C' = H « B. This operation can be defined in terms of the operations above
as: Atranslate(A : CP, H «— B) = Arestrict(Aunif(A, H, Aextend(C'P, C)),C). As
customary, the most general abstract substitution is represented as T, and the least
general (empty) abstract substitution as L.

The following standard operations are used in order to handle keyed-tables:
Create_Table(T) initializes a table T'. Insert(T, Key, Info) adds Info associated to
Key to T and deletes previous information associated to Key, if any. IsIn(T, Key)
returns true iff Key is currently stored in the table T'. Finally, Look_up (T, Key)
returns the information associated to Key in T. For simplicity, we sometimes
consider tables as sets and we use the notation (Key ~ Info) € T to denote that
there is an entry in the table T with the corresponding Key and associated Info.
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3 Unfolding with Abstract Substitutions

We now present our notion of abstract unfolding —based on an extension of
the SLD semantics which exploits abstract information— which is used later to
generate specialized definitions. This will pave the way to overcoming difficulties
(1) and (2) posed in Section [l

3.1 SLD with Abstract Substitutions

Our extended semantics handles abstract goals of the form G : CP, i.e., a con-
crete goal G equipped with an abstract substitution C'P. The first definition
captures derivation steps.

Definition 1 (Derivation Step). Let G : CP be an abstract goal where G =«—
A1,..., AR, ..., Ax and CP is an abstract substitution defined over vars(G). Let
R be a computation rule and let R(G) =Agr. Let C = H «— By,...,B,, be a
renamed apart clause in P. Then the abstract goal G' : CP’ is derived from
G : CP and C via R if there exist 0 = mgu(Agr, H) and CP, # L, where:

CP, = Aunif(Ag, 0(H), Aextend(C P, C9))
G = 0(A1,. .., Ag—1,B1, . Boy Arirs o) Ar)
CP' = Arestrict(CP,,vars(G"))

An important difference between the above definition and the standard deriva-
tion step is that the use of abstract (call) substitutions allows imposing further
conditions for performing derivation steps, in particular, C P, cannot be L. This
is because if CP # 1 and CP, = 1| then the head of the clause C is incom-
patible with C'P and the unification Az = H will definitely fail at run-time.
Thus, abstract information allows us to remove useless clauses from the residual
program. This produces more efficient resultants and increases the accuracy of
analysis for the residual code.

Ezample 2. Consider the goal: formula(s*(X),X2) : {X/G,X2/V} which appears
during the analysis of our running example (c.f. Fig. ). We abbreviate as s®(X)
the successive application of n symbols s to variable X. We have used sharing-
freeness as abstract domain in the analysis though, for simplicity, we will repre-
sent the results using traditional “modes”: the notation X/G (resp. X/V) indicates
that variable X is ground (resp. free). After applying a derivation step using the
only rule for formula, we derive:

ground(s*(X)), var(X2), two(T), minus(T, s*(X), X2'), twice(X2',X2) :
{X/G,X2/V,T/V,X2'/V}

where the abstract description has been extended with updated information

about the freeness of the newly introduced variables, i.e., both T and X2’ are V.

The second extension we present makes use of the availability of abstract sub-
stitutions to perform abstract ezecutability [24] during resolution. This allows
replacing some atoms with simpler ones, and, in particular, with the predefined
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atoms true and false, provided certain conditions hold. We assume the existence
of a predefined abstract executability table which contains entries of the form
T : CP ~ T’ which specify the behaviour of external procedures: builtins, li-
braries, and other user modules. For instance, for predicate ground the abstract
execution table contains the information ground(X) : {X/G} ~ true. For var, it
contains var(X) : {X/V} ~ truel]

Definition 2 (Abstract Execution). Let G : CP be an abstract goal where
G =— Ay,...,ARr,..., Ar. Let R be a computation rule and let R(G) =Ag.
Let (T : CPr~ T') be a renamed apart entry in the abstract executability table.
Then, the goal G' : CP’ is abstractly executed from G : CP and (T : CPr ~ T")
via R if Agp = 0(T) and CP4 C CPr, where

G =A,...,Ar 1,0(T"), Agy1, ..., A
CP' = Arestrict(CP,G")
CPy = Atranslate(Ar : CP,T « true)
Ezample 3. From the derived goal in Ex.[2] we can apply twice the above defi-
nition to abstractly execute the calls to ground and var and obtain:
two(T), minus(T, s*(X),X2), twice(X2',X2) : {X/G,X2/V, T/V,X2//V}

since both calls succeed by using the abstract executability table described above.

3.2 Abstract Unfolding

In our framework, resultants for abstract atoms will be obtained using abstract
unfolding in a similar way as it is done in the concrete setting using unfolding

(see Sect. 2TI).

Definition 3 (AUnfold). Let A : CP be an abstract atom and P a program. We
define AUnfold(P, A : CP) as the set of resultants associated to a finite (possibly
incomplete) SLD tree computed by applying definitionsdl and[@ to A : CP.

The so-called local control of PD ensures the termination of the above process.
For this purpose, the unfolding rule must incorporate some mechanism to stop
the construction of SLD derivations (we refer to [17] for details).

Example 4. Consider an unfolding rule A Unfold based on homeomorphic em-
bedding [I7] to ensure termination and the initial goal in Ex.[2l The derivation
continuing from Ex. [§ performs several additional derivation steps and abstract
executions and branches (we do not include them due to space limitations and
also because it is well understood). The following resultants are obtained from
the resulting tree:

formula(s(s(s(s(0),s(s(s(s(0))))).
formula(s(s(s(s(s(4))))),s(s(s(s(s(s(B))))))) :- tw(A,B).

which will later be filtered and renamed as they appear in rules 5 and 6 of Ex.[Il

2 In CiaoPP assertions express such information in a domain-independent manner.
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It is important to note that SLD resolution with abstract substitutions is not
restricted to the left-to-right computation rule. For the case of derivation steps
(Def. ), it is well-known that non-leftmost steps can produce incorrect results
if the goal contains impure atoms to the left of Ar. More details can be found,
e.g., in [I] and its references. For the case of abstract execution (Def. 2)), the
execution of non-leftmost atoms can be incorrect if the abstract domain used
captures properties which are not downwards closed. A simple solution in this
case is to allow only leftmost abstract execution steps for non-downwards closed
domains.

4 Specialized Definitions

Typically, PD is presented as an iterative process in which partial evaluations
are computed for the new generated atoms until they cover all calls which can
appear in the execution of the residual program. This is formally known as the
closedness condition of PD [2I]. In order to ensure termination of this global
process, the so-called global control defines a Generalize operator (see, e.g., [17])
which guarantees that the number of SLD trees computed is kept finite, i.e., it
ensures the finiteness of the set of atoms for which partial deduction is produced.
However, the residual program is not generated until such iterative process ter-
minates.

We now define an Abstract Partial Deduction (APD) algorithm whose execu-
tion can later be interleaved in a seamless way with a state-of-the-art abstract
interpreter. For this, it is essential that the APD process be able to generate
residual code for each call pattern as soon as we finish processing it. This will
make it possible for the analysis algorithm to have access to the improved def-
inition. As a consequence, the accuracy of the analyzer may be increased and
difficulty (2) described in Sect. [I] overcome.

4.1 Abstract Partial Deduction

Algorithm [0 presents an APD algorithm. The main difference with standard
algorithms for APD is that the resultants computed by A Unfold (1.23) are added
to the program during execution of the algorithm (L27) rather than in a later
code generation phase. In order to avoid conflicts among the new clauses and
the original ones, clauses for specialized definitions are renamed with a fresh
predicate name (L26) prior to adding them to the program (L27). The algorithm
uses two global data structures. The specialization table contains entries of the
form A : CP ~ A’. The atom A’ provides the link with the clauses of the
specialized definition for A : C'P. The generalization table stores the results
of the AGeneralize function and contains entries A : CP ~» A’ : CP’ where
A’ : CP’ is a generalization of A : C'P, in the sense that A = A’0 and (A :
CP)C (A :CP).

Let us briefly discuss some AGeneralize functions which can be used within
our algorithms when using it as a specializer. In both of them, the decision on
whether to lose information in a call AGeneralize(ST, A : CP) is based on the
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Algorithm 1. Abstract Partial Deduction with Specialized Definitions

1: procedure PARTIAL_EVALUATION_WITH_SPEC_DEFS(P, {A; : CPi,..., A, : CP,})
Create_Table(GT); Create_Table(ST)
for j =1..n do

PROCESS_CALL_PATTERN(A; : C'P;)

: procedure PROCESS_CALL_PATTERN(A : C'P)
if not Isin(G7, A : CP) then
(A1, A}) < SPECIALIZED DEFINITION(P, A : CP)
A1 : CPy — Look_up(GT,A: CP)
for all renamed apart clause Cy, = Hy < By € P s.t. Hy unifies with A}
do
10: CPy «— Atranslate(A4] : CP1,Cy)
11: PROCESS_CLAUSE(C Py, By)

12: procedure PROCESS_CLAUSE(CP, B)
13: if B = [L|R] then

14: CPr, «— Arestrict(CP, L)
15: PROCESS_CALL_PATTERN(L : CPr)
16: PROCESS_CLAUSE(C'P, R)

17: function SPECIALIZED _DEFINITION(P, A : CP)
18: A" : CP' « AGeneralize(ST,A : CP)

19: Insert(G7,A: CP, A" : CP')

20: if Isin(S7, A’ : CP’) then

21: A" «—Look_up(ST, A’ : CP")

22: else

23: Def «— AUnfold(P, A" : CP")

24: A" new filter(A")

25: Insert(S7,A’ : CP', A”)

26: Def' +— {(H' < B) | (H+« B) € Def NH' =ren(H,{A"JA"})}
27: P «— P|J Def’

28: return (A’ A”)

concrete part of the atom, A. This allows easily defining A Generalize operators
in terms of existing Generalize operators. Let Generalize be a (concrete) general-
ization function. Then we define AGeneralize,(ST,A : CP) = (A’, CP’) where
A" = Generalize(ST,A) and CP’ = Atranslate(4 : CP, A’ — true). Function
AGeneralize,, only assigns the same specialized definition for different abstract
atoms when we know that after adapting the analysis info of both A : CP; and
Ag : CP; to the new atom A’ the same entry substitution C' P’ will be obtained
in either case. Similarly, we define AGeneralize,(ST, A : CP) = (A’, CP') where
A" = Generalize(ST , A) and CP’ = T. The function AGeneralize, assigns gener-
alizations taking into account the concrete part of the abstract atom only, which
is the same for all OR-nodes which correspond to a literal &, 4. These functions
are in fact two extremes. In AGeneralize, we try to keep as much abstract in-
formation as possible, whereas in A Generalize, we lose all abstract information.
The latter is useful when we do not have an unfolding system which can exploit
abstract information or when we do not want the specialized program to have
different implemented specialized definitions for atoms with the same concrete
part but different abstract substitution.
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Procedure PARTIAL_EVALUATION_WITH_SPEC_DEFS (L1-4) initiates the com-
putation. It first initializes the tables and then calls PROCESS_CALL_PATTERN
for each abstract atom A; : CP; in the initial set to be partially evaluated. The
task of PROCESS_CALL_PATTERN is, if the atom has not been processed yet (L6),
to compute a specialized definition for it (L7) and then process all clauses in its
specialized definition by means of calls to PROCESS_CLAUSE (L9-11). For sim-
plicity of the presentation, we assume that clause bodies returned by SPECIAL-
IZED_DEFINITION are represented as lists rather than conjunctions. Procedure
PROCESS_CLAUSE traverses clause bodies, processing their corresponding atoms
by means of calls to PROCESS_CALL_PATTERN, in a depth-first, left-to-right fash-
ion. In contrast, the order in which pending call patterns (atoms) are handled is
usually not fixed in APD algorithms. They are often all put together in a set. The
purpose of the two procedures PROCESS_CLAUSE and PROCESS_CALL_PATTERN
is to traverse the clauses in the left-to-right order and add the corresponding call
patterns. In principle, this does not have additional advantages w.r.t. existing
APD algorithms because success propagation has not been integrated yet. How-
ever, the reason for our presentation is to be as close as possible to our analysis
algorithm with success propagation, which enforces a depth-first, left-to-right
traversal of program clauses. Correctness of Algorithm [I] can be established us-
ing the framework for APD in [16].

4.2 Integration with an Abstract Interpreter

For the integration we propose, the most relevant part of the algorithm comprises
L17-28, as it is the code fragment which is directly executed from our abstract
interpreter. The remaining procedures (L1-L16) will be overridden by more ac-
curate ones later on. The procedure of interest is SPECIALIZED_DEFINITION. It
performs (L18) a generalization of the call A : C'P using the abstract counter-
part of the Generalize operator, denoted by AGeneralize, and which is in charge
of ensuring termination at the global level. The result of the generalization,
A’ . CP', is inserted (L19) in the generalization table GT. It is required that
(A:CP)C (A" : CP'). If A’ : CP’ has been previously treated (L20), then its
specialized definition A” is looked up in ST (L21) and returned. Otherwise, a
specialized definition Def is computed by using the AUnfold operator (L23).

As already mentioned, the specialized definition Def for the abstract atom
A : CPis used to extend the original program P. First, the atom A’ is renamed
by using new_filter which returns an atom with a fresh predicate name, A”, and
optionally filters constants out (L24). Then, function ren is applied to rename the
clause heads using atom A’ (L26). The function ren(A,{B/B’}) returns 6(B’)
where 8 = mgu(A, B). Finally, the program P is extended with the new, renamed
specialized definition, Def’.

Ezample 5. Three calls to SPECIALIZED _DEFINITION appear (within an oval box)
during the analysis of our running example in Fig. [2] from the following abstract
atoms, first main(s3(X),X2) : {X/G,X2/V}, then tw(B,C) : {B/G,C/V} and finally
formula(C,A): {C/G,A/V}. The output of such executions is used later (with the
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proper renaming) to produce the resultants in Ex. [l For instance, the second
clause obtained from the first call to SPECIALIZED_DEFINITION is

sp-mainy (s(s(s(s(B)))),A) :- twa(B,C),formulass(C,A).

where only the head is renamed. The renaming of the body literals is done in a
later code-generation phase.

It is important to note that Algorithm [I does not perform success propagation
yet (difficulty 3). In L16, it becomes apparent that all atom(s) in R will be
analyzed with the same call pattern C'P as L, which is to their left in the clause.
This may clearly lead to substantial precision loss. In the above example, Alg.[I]
is not able to obtain the three abstract atoms above due to the absence of success
propagation. For instance, the abstract pattern formula(C,4) : {C/G,A/V} which
is necessary in order to obtain the last two resultants of Ex.[Ilcannot be obtained
with this algorithm. In particular, we cannot infer the groundness of C which,
in turn, prevents us from abstractly executing the next call to ground and,
thus, from obtaining this optimal specialization. In addition, this lack of success
propagation makes it difficult or even impossible to work with non downwards
closed domains (difficulty 4), since CP may contain information which holds
before execution of the leftmost atom L but which can no longer hold after
that. In fact, in our example C'P contains the info C/V, which becomes false
after execution of tw(B, C), since now C is ground. This problem is solved in the
algorithm we present in the next section, where analysis information flows from
left to right, adding more precise information and eliminating information which
is no longer safe or even definitely wrong.

5 Abstract Interpretation with Specialized Definitions

The main idea in abstract interpretation with specialized definitions is that a
generic abstract interpreter is equipped with a generator of specialized defini-
tions. Such generator provides, upon request, the specialized definitions to be
analyzed by the interpreter. Certain data structures, which take the form of
tables in the algorithms (i.e., the specialization, generalization, answer and de-
pendency arc tables) will be used to communicate between the two processes
and achieve a smooth interleaving. The input to the whole process is a program
together with a set of calling patterns for it. The output is a specialized program
together with the analysis results inferred for it. The scheme can be parameter-
ized with different (abstract) unfolding rules, generalization operators, abstract
domains and widenings. The different instances give rise to interesting analysis
and specialization methods, some of which are well known and others are novel
(see Section [T]).

Algorithm 2] presents our final algorithm for abstract interpretation with spe-
cialized definitions. This algorithm extends both the APD Algorithm [I] and the
abstract interpretation algorithms in [23/12]. The main improvement w.r.t. Al-
gorithm [I] is the addition of success propagation, which requires computing a
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{x/c,xz/v}main(sa (X), XQ){X/G,XQ/G}

[SPECJ)EF(main(sS(X), x2) : {X/g, x2/v})}

nain(s*(8). 0) nain(s*(), A)
g (8/0.6/V) (B, C)1B/0:6/8) — — — — = (/8 g0yt a(c, 4)(C/6A/0)
{spﬁcnap(tw(s,;) . {B/G, cN}QJ ECJ)EF(formula(EC,A) : {c/c,A/v})}
tw(0, (3) tw(s’(Bﬁ, 2(C) formula(o, s4(0))) orrgﬁl.zi(s(A), s°(B)

O {8/6.0/7) ¢y(B, ¢) (3/6.6/) D (4/63/V) gyy(a, B) M/02/0)

Fig. 2. Analysis Graph computed by ABS_INT_-WITH_SPEC_DEF

global fixpoint. It is an important objective for us to be able to compute an ac-
curate fixpoint in an efficient way. The main improvements w.r.t the algorithms
in [23I12] are the following. (1) It interleaves program analysis and specialization
in a way that is efficient, accurate, and practical. (2) Algorithm [2] deals directly
with non-normalized programs. This point, which does not seem very relevant
in a pure analysis system, becomes crucial when combined with a specializa-
tion system in order to profit from constants propagated by unfolding. (3) It
incorporates a hardwired efficient graph traversal strategy which eliminates the
need for maintaining priority queues explicitly [I2]. (4) The algorithm includes
a widening operation for calls, Widen_Call, which limits the amount of multi-
variance in order to keep the number of call patterns analyzed finite. This is
required in order to be able to use abstract domains with an infinite number of
elements, such as regular types. (5) It also includes a number of simplifications
to facilitate understanding, such as the use of the keyed-table ADT, which we
assume encapsulates proper renaming apart of variables and the application of
renaming transformations when needed.

5.1 The Program Analysis Graph: Answer and Dependency Tables

In order to compute and propagate success substitutions, Algorithm [2lcomputes
a program analysis graph in a similar fashion as state of the art analyzers such
as the CiaoPP analyzer [23[12]. For instance, the analysis graph computed by
Algorithm I for our running example is depicted in Fig.[2l The graph has two
sorts of nodes. Those which correspond to atoms are called “OR-nodes”. An OR-
node of the form “F A4F is interpreted as the answer (success) pattern for the
abstract atom A : CP is AP. The OR-node */¢*2/Vinain(s3(X), X2){¥/6-X2/¢} in
the example indicates that when the atom main(s3(X), X2) is called with descrip-
tion {X/G,X2/V} the answer (or success) substitution computed is {X/G,X2/G}.
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Those nodes which correspond to rules are called “AND-nodes”. In Fig.[2 they
appear within a dashed box and contain the head of the corresponding clause.
Each AND-node has as children as many OR-nodes as literals there are in its
body. If a child OR-node is already in the tree, it is not expanded any further
and the currently available answer is used. We show within an oval box the calls
to SPECIALIZED_DEFINITION which appear during the execution of the running
example (see the details in Sect. H). The heads of the clauses in the specialized
definition are linked to the box with a dotted arc. For instance, the analysis graph
in Figure 2] contains three occurrences of the abstract atom tw(B,C) : {B/G,C/V}
(modulo renaming), but only one of them has been expanded. This is depicted
by arrows from the two non-expanded occurrences of tw(B,C) : {B/G,C/V} to
the expanded one. More information on the efficient construction of the analysis
graph can be found in [23J12/2].

The program analysis graph is implicitly represented in the algorithm by
means of two data structures, the answer table (A7) and the dependency table
(DT). The answer table contains entries of the form A : CP ~» AP which are
interpreted as the answer (success) pattern for A : CP is AP. For instance,
there exists an entry of the form main(s3(X),X2) : {X/G,X2/V} ~ {X/G,X2/G}
associated to the OR-node discussed above.

Dependencies indicate direct relations among OR-nodes. An OR-node Ap :
CPp depends on another OR-node Ap : CPr iff in the body of some clause
for Ap : CPr there appears the OR-node Ap : CPr. The intuition is that
in computing the answer for Ap : CPr we have used the answer pattern for
Ar : CPr. In our algorithm we store backwards dependencies, i.e., for each
ORrnode Ap : CPr we keep track of the set of OR-nodes which depend on
it. 1. e., the keys in the dependency table are OR-nodes and the information
associated to each node is the set of other nodes which depend on it, together
with some additional information required to iterate when an answer is modified
(updated). Each element of a dependency set for an atom B : C'P; is of the form
(H : CP= [Hy: CP1] k,i). It should be interpreted as follows: the OR-node
H : CP through the literal at position k,i depends on the OR-node B : CP;.
Also, the remaining information [Hy : CP;] encodes the fact that the head of
this clause is Hy and the substitution (in terms of all variables of clause k) just
before the call to B : C P, is CP;. Such information avoids having to reprocess
atoms in the clause k to the left of position .

Ezample 6. For instance, the dependency set for formula(C,A) : {A/V,C/G} is
{(main(s3(X),X2) : {X/G,X2/V} = [ main(s*(B),A) : {B/G,A/V,C/G} | 2,2)} Tt
indicates that the OR-node formula(C,A) : {A/V,C/G} is only used in the OR-~
node main(s3(X),X2) : {X/G,X2/V} via literal 2,2 (see Example [I]). Thus, if the
answer pattern for formula(C,A) : {A/V,C/G} is ever updated, then we must
reprocess the OR-node main(s3(X),X2) : {X/G,X2/V} from position 2,2.

5.2 The Algorithm

Algorithm [2] presents our proposed algorithm. Procedure ABS_INT_WITH_SPEC_
DEFS initializes the four tables used by the algorithm and calls PROCESS_CALL_
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Algorithm 2. Abstract Interpretation with Specialized Definitions

: procedure ABS_INT_WITH_SPEC_DEFS(P, {4, : CP1,...,An : CP,})
Create_Table(AT); Create_Table(DT); Create_Table(G7); Create_Table(S7);
for j =1..n do
PROCESS_CALL_PATTERN(A; : CPj, (A; : CP; = [A; : CPj], j, entry))
: function PROCESS_CALL_PATTERN(A : CP, Parent)
CP, — Widen_Call(AT,A : CP)
if not IsIn(A7, A : CP;) then
Insert(A7,A: CPy, L); Insert(DT,A: CPy,0)
(A’, A]) « SPECIALIZED _DEFINITION(P, A : CPy)
10: A" —ren(A,{A"JA})
11: for all renamed clause C;, = Hi «— By € P s.t. Hj unifies with A” do
12: C Py «+ Atranslate(A” : CPy,Cy)
13: PROCESS_CLAUSE(A : CP; = [Hy, : CPy] By, k, 1)
14: Deps «— Look_up(DT, A : CPy) | J{Parent}; Insert(DT, A : CP1, Deps)
15: return Look_up(A7,A: CP1)

16: procedure PROCESS_CLAUSE(H :CP = [Hy, : CP1] B,k,1)
17: if CP, # 1 then

18: if B = [L|R] then

19: CP, «— Avrestrict(CPy, L)

20: APy < PROCESS_CALL_PATTERN(L : CP,, (H :CP = [Hy, : CP1],k, 1))
21: CP; «— ACOnj(CPl, Aextend(APo, CPl))

22: PROCESS_CLAUSE(H : CP = [Hy : CP3|R,k,i + 1)

23: else

24: AP, — Atranslate(Hy : CP3, H < true); AP» «— Look_up(A7, H : CP)
25: AP3 — /—\lub(APl,APz)

26: if AP2 75 AP5 then

27: Insert(AT,H : CP, APs)

28: Deps «— Look_up(D7T, H : CP); PROCESS_-UPDATE(Deps)

29: procedure PROCESS_UPDATE(Updates)
30: if Updates = {A1,...,An} with n > 0 then

31: A1:<H:CP:>[HkICP1],k,i>

32: if i # entry then

33: B « get_body(P, k,1)

34: REMOVE_PREVIOUS_DEPS(H :CP = [Hy : CP1] B, k, 1)
35: PROCESS_CLAUSE(H :CP = [Hy : CP1] B, k,1)

36: PROCESS_UPDATE(Updates — {A1})

PATTERN for each abstract atom in the initial set. PROCESS_CALL_PATTERN ap-
plies, first of all (L)), the Widen_Call function to A : C'P taking into account the
set of entries already in A7 . This returns a substitution CP; s.t. CP C CP;. The
most precise Widen_Call function possible is the identity function, but it can only
be used with abstract domains with a finite number of abstract values for each set
of variables. This is the case with sharing—freeness and thus we will use the identity
function in our example. If the call pattern A : C' P; has not been processed before,
it places (1)) L as initial answer in AT for A : C'P and sets to empty the set of OR-
nodes in the graph which depend on A : CP;. It then computes (I0) a specialized
definition for A : C'P;. We do not show in Algorithm [2]the definition of SPECIAL-
IZED _DEFINITION, since it is identical to that in Algorithm [l Then (LIIHI3]) calls
to PROCESS_CLAUSE are launched for the clauses in the specialized definition w.r.t.
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which A : CP; is to be analyzed. Then, the Parent OR-node is added (IIT4) to the
dependency set for A : CP;.

The function PROCESS_CLAUSE performs the success propagation and consti-
tutes the core of the analysis. First, the current answer (AP;) for the call to
the literal at position k,i of the form B : CPs is (I2I) conjoined (Aconj), af-
ter being extended (Aextend) to all variables in the clause, with the description
CP; from the program point immediately before B in order to obtain the de-
scription CPs for the program point after B. If B is not the last literal, C'P5 is
taken as the (improved) calling pattern to process the next literal in the clause
in the recursive call (II22]). This corresponds to left-to-right success propaga-
tion and is marked in Fig. [2] with a dashed horizontal arrow. If we are actually
processing the last literal, CPs is (I24]) adapted (Atranslate) to the initial call
pattern H : C'P which started PROCESS_CLAUSE, obtaining AP;. This value
is (I23)) disjoined (Alub) with the current answer, APs, for H : CP as given
by Look_up. If the answer changes, then its dependencies, which are readily
available in D7, need to be recomputed (I2§) using PROCESS_UPDATE. This
procedure restarts the processing of all body postfixes which depend on the
calling pattern for which the answer has been updated by launching new calls
to PROCESS_CLAUSE. There is no need of recomputing answers in our example.
The procedure REMOVE_PREVIOUS_DEPS eliminates (II34]) entries in D7 for the
clause postfix which is about to be re-computed. We do not present its defini-
tion here due to lack of space. Note that the new calls (I35]) to PROCESS_CLAUSE
may in turn launch calls to PROCESS_UPDATE. On termination of the algorithm
a global fixpoint is guaranteed to have been reached. Note that our algorithm
also stores in the dependency sets calls from the initial entry points (marked
with the value entry in IH]). These do not need to be reprocessed (LI32)) but are
useful for determining the specialized version to use for the initial queries after
code generation.

The next theorem presents the correctness of the results of Algorithm [2] in
terms of analysis. We use 0|;x, ... x,} to denote the projection of substitution ¢
onto the set of variables { X1, ..., X, }. We denote by success(A : CP, P) the set
of computed answers for initial queries described by the abstract atom A : C'P
in a program P.

Theorem 1 (Correctness of Success). Let P be a program and let S =
{41 : CPy,..., A, : CP,} be a set of abstract atoms. For all A; : CP; € S,
after termination of ABS_INT_-WITH_SPEC_DEFS(P,S), there exists (A; : CP] ~
AP;) € AT s.t. CP, C CP! A success(4A; : CP;, P) C v(AP,).

Intuitively, correctness holds since Algorithm [2] computes an abstract and—or
graph and, thus, we inherit a generic correctness result for success substitutions
of [I2]. However, now we analyze the call patterns in S w.r.t. specialized defini-
tions rather than their original definition in P. Since the transformation rules in
Definitions [I] and [ are semantics preserving, then analysis of each specialized
definition is guaranteed to produce a safe approximation of its success set, which
is also a safe approximation of the success of the original definition.
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5.3 The Framework as a Specializer

If we compose a terminating analysis strategy (abstract domain plus widening
operator) with a terminating PD strategy (local control plus global control), then
Algorithm [Pl also terminates for such strategies. The set of specialized definitions
computed during the execution of the algorithm is a specialization of the program
w.r.t. the initial entries.

Theorem 2 (Correctness of Specialization). Consider the Algorithm[2 pa-
rameterized with terminating operators AUnfold, Widen_Call and AGeneralize.
Then, for any program P and set of abstract atoms S, ABS_INT_WITH_SPEC-
_DEFS(P, S) terminates and the set of renamed specialized definitions is a correct
specialization of P w.r.t. S.

Intuitively, if we have a terminating A Unfold rule and the abstract domain is
ascending chain finite, non-termination can only occur if the set of call patterns
handled by the algorithm is infinite. Since the Widen_Call function guarantees
that a given concrete atom A can only be analyzed w.r.t. a finite number of
abstract substitutions C'P, non-termination can only occur if the set of atoms has
an infinite number of elements with different concrete parts. If the AGeneralize
function guarantees that an infinite number of different concrete atoms cannot
occur, then termination is guaranteed.

6 Experiments

In this section we show some experimental results aimed at studying two crucial
points for the practicality of our proposal: the cost associated to computing
specialized definitions and the optimization obtained by the process. We have
implemented the abstract interpreter with specialized definitions as an extension
of the generic abstract interpretation system of CiaoPP. The whole system is
implemented in Ciao 1.13#5666 [3]. Execution times are given in milliseconds
and measure runtime. They are computed as the arithmetic mean of five runs.
All of our experiments have been performed on a Pentium M at 1.86GHz and
1GB RAM running Ubuntu Breezy Linux. The Linux kernel used is 2.6.12.

A relatively wide range of programs has been used as benchmarks. The pro-
gram running ex is that in Fig.[I] The rest are the same programs used in [12] as
benchmarks for static analysis{] Thus, they do not necessarily contain static data
which can be exploited by partial evaluation. Interestingly, some (first group of
rows in Table [I) contain static data, while others (second and third groups of
rows in Table [I]) contain little or no static data. In zebra all the data is static
and it can be potentially fully evaluated at compile-time.

As the analyzers within CiaoPP it derives from, our abstract interpreter with
specialized definitions is parametric w.r.t. the abstract domain. In these experi-
ments we have used mostly the sharing+freeness domain [22] (for the first and

3 More details on such benchmarks can be found in [12].
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Table 1. Some implementations of AI with Specialized Definitions. Cost and efficiency

(I | [ Traditional [ SD, [ SD,- [ SDa [ ExecT]
[[Bench | Abs [JAna]] PD[JAna PD[SD,] SU[|SD,-] SU[[SD.] SU]J SUJ
running_ex| shfr 5 11 5[ 13][1.20 14]1.14]] 14]1.10 1.33
grammar shifr 24 4 21]] 24]1.03 2710.92]] 34[0.72 1.59
query shir || 358]] 160 15[ 173|1.01 187]0.93]] 453[0.38 2.69
zebra shir || 261[[1523 1{[1522[1.00[] 1604]0.95][6476[0.24||1148.08
alakl shir 13][ 25 25]]  44]1.15 5370.95]] 50]1.01 1.00
ann shir || 432[] 159 452]] 558[1.10[| 625]0.98]|] 604|1.01 1.00
boyer shir || 154]] 90 1611 232[1.08|] 271[0.93|| 241|1.04 1.00
progeom shir 9] 26 4] 37[1.10 39[1.03]| 41]0.98 0.99
warplan shir || 318]] 63 311]| 410[0.91]] 607]|0.62]] 553[0.68 1.01
witt shir || T03[] 183 118 255|1.18|] 288[1.04|| 276]1.09 1.00
browse eterms[] 33[] 18 36][ 50[1.07 7170.75]] 65]0.83 1.00
deriv eterms|| 149 5 151 151[1.03 160]0.97]] 161[0.97 1.00
fib eterms|| 13 2 13[[ 15[1.03 17]0.89|] 17]0.87 1.00
hanoiapp |eterms|| 61 5 65[| 73]0.96]] 101[0.70]] 97[0.73 1.00
mmatrix [eterms|| 68 4 69[[ 7I1]1.04 7410.99]] 72[1.03 1.00
occur eterms|| 24 7 24[[  30[1.02 49[0.62[] 44]0.69 1.00
serialize  [eterms|| 68 13 73[] 85[1.03 108]0.81 97]0.89 1.03
tak eterms 5 3 5 7|1.21 9[0.95 9/0.95 1.00

[Overall | T.03]] 0.90]  0A41] I

second group of rows in Table[Il). We have selected this domain because it is on
one hand well known and on the other orthogonal w.r.t. partial evaluation, in
the sense that it does not contain any concrete information (as, for example, a
depth-k or types domain would). We have also conducted experiments with the
eterms domain [27] which infers regular types (third group of rows in the table).

For each benchmark, the columns under Traditional present the analysis
(Ana) and partial deduction (PD) times using the standard algorithms. Column
Ana PD provides the time taken by analysis of the specialized program (rather
than the original one). Each of the following six columns presents the time
taken by the abstract interpreter with specialized definitions, as well as the ratio
(speedup/slowdown, SU) of this time w.r.t. PD + Ana PD. Columns marked SD,,
are for the case where AGeneralize, (Section[d]) is used, whereas SD.,, columns use
AGeneralize,, with SD,— representing the case where we only check for useless
clauses once a derivation is fully computed, rather than at each derivation step.
Finally, the last column represents the speedup in the execution time of the
program after applying SD,—.

The last row summarizes the analysis times for the different benchmarks us-
ing a weighted mean, which places more importance on those benchmarks with
relatively larger analysis times. We believe that this weighted mean is more
informative than the arithmetic mean, as, for example, doubling the speed in
which a large and complex program is analyzed (checked) is more relevant than
achieving this for small, simple programs.

Overall, we first observe that the time taken by the abstract interpreter with
specialized definitions compares well with that taken by a traditional PD phase
followed by a traditional analysis phase (Ana PD). In the case of SD, there is actu-
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ally some speedup (1.03), presumably because fewer traversals of the program are
required, whereas in the case of SD, we observe a reasonable slowdown (0.41),
with SD,— representing an interesting tradeoff (0.90). The execution times of
the resulting programs show significant speedups for the first group (in which
concrete information is available for specialization) and (as expected) only very
minor variations for the other programs. This shows that our system performs
well as a specializer. At the same time, the analysis information obtained (which
is of course one of the fundamental objectives of the process) is always at least as
accurate as that obtained when performing analysis after a standalone special-
ization pass (Ana PD), and is more accurate for the programs in the first group,
which shows that it also performs well as an analyzer.

7 Discussion and Related Work

The versatility of our approach can be seen by recasting well-known specializa-
tion and analysis frameworks as instances where the parameters unfolding rule,
widen call rule, abstraction operator, and analysis domain, take different values.

From an analysis point of view, our algorithm can behave as the polyvariant
abstract interpretation algorithm described in [I2I23] by defining an A Generalize
operator which returns the base form of an expression (i.e., it loses all constants)
and an A Unfold operator which performs a single derivation step (i.e., it returns
the original definition). Also, the specialization power of the multivariant ab-
stract specialization framework described in [25)24] can be obtained by using the
same AGeneralize described in the above point plus an A Unfold operator which
always performs a derive step followed by zero or more abstract execution steps.
However abstract executability is performed now online, during analysis, instead
of offline.

From a partial evaluation perspective, our method can be used to perform
classical partial deduction in the style of [2IITI] by using an abstract domain
with the single abstract value T and the identity function as Widen_Call rule.
This corresponds to the PD domain of [16] in which an atom with variables
represents all its instances. Let us note that, in spite of the fact that the algo-
rithm follows a left-to-right computation flow at the global control level, the
process of generating specialized definitions (as discussed in Section [3)) can per-
form non-leftmost unfolding steps at the local control level and achieve the same
optimizations as in PD. Several approaches for abstract partial deduction have
been proposed which extend PD with SLDNF-trees by using abstract substitu-
tions [I59ITIIT6]. In essence, such approaches are very similar to APD with call
propagation shown in Algorithm [l Though all those proposals identify the need
of propagating success substitutions, they either fail to do so or propose means
for propagating success information which are not fully integrated within the
APD algorithm and, in our opinion, do not fit in as nicely as the use of and—or
trees. Also, these proposals are either strongly coupled to a particular (down-
ward closed) abstract domain, i.e., regular types, as in [9/I9] or do not provide
the exact description of operations on the abstract domain which are needed
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by the framework, other than general correctness criteria [I5/16]. However, the
latter allow Conjunctive PD [7], which is not available in our framework yet. It
remains as future work to investigate the extension of our framework in order to
analyze conjunctions of atoms and in order to achieve optimizations like tupling
and deforestation.

Finally, [26] was a very preliminary (and only informally published) step to-
wards our current framework which identified the need for including unfolding
in abstract interpretation frameworks in order to increase their power. Then,
four different alternatives for doing so (Section 5.3) were discussed. The frame-
work we propose in this work does not correspond to any of those alternatives
and is in fact more powerful than any of them.
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Abstract. We study the underapproximation of the predicate trans-
formers used to give semantics to the modalities in dynamic and tempo-
ral logic. Because predicate transformers operate on state sets, we define
appropriate powerdomains for sound approximation. We study four such
domains — two are based on “set inclusion” approximation, and two are
based on “quantification” approximation — and we apply the domains
to synthesize the most precise, underapproximating pre and pre trans-
formers, in the latter case, introducing a focus operation. We also show
why the expected abstractions of post and pro\th are unsound, and we use
the powerdomains to guide us to correct, sound underapproximations.

1 Introduction

When we prove a property, ¢, of a program, P, we typically employ an abstrac-
tion on P’s and ¢’s concrete domain, C, so that we overapproximate P to P*
and underapproximate ¢ to ¢°, where P! and ¢’ are stated within an abstract
domain, A. If we show P! has property ¢, then we conclude P has ¢ as well.

This approach quickly becomes complicated: Although C' might be a set, A
is usually partially ordered. For example, when C is Int and A is Sign, we
have orderings like isPositive Cg;q, isNotNegative, because v(isPositive) C
~v(isNotNegative), where ~ : Sign — P(Int) concretizes signs. Even when A is
a set, e.g., a set of state partitions, computing least- and greatest fixed points of
state-transition functions and recursively defined assertions requires a powerset
of the state partitions, partially ordered by subset inclusion [25].

Next, a logical property, ¢, is interpreted as a set, [¢] € P(C). When the
property is abstracted to ¢”, which is itself a set, [[QS]]A € P(A), A’s ordering
affects P(A)’s, and denotational semantics indicates there are a variety of pow-
erdomains that one might use [18,24] to establish soundness, i.c., [¢] 2 v*[¢]".

The situation becomes more complex when program P’s concrete transition
function is nondeterministic, f : C — P(C), meaning its abstraction should be
f#: A — P(A). What powerdomain should be used for f#’s codomain? Is it the
same one as that used to define [¢]**?

Yet another complication is that properties, ¢, can be expressed by the pred-
icate transformers, pre, pre, post, and post. The four predicate transformers
behave differently with respect to a given f# : A — P(A). Fortunately, for an

* Supported by NSF ITR-0086154 and ITR-0326577.

K. Yi (Ed.): SAS 2006, LNCS 4134, pp. 127-[[43] 2006.
© Springer-Verlag Berlin Heidelberg 2006
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The Collatz state-transition function, f : Nat — Nat:

f(n) = div2(n), if n mod2 =0
fn)=3n+1, if n mod2 =1

The function’s graph:

O -

0 1. 2 3_—

Fig. 1. Collatz program and its state-transition graph

overapproximating f%, pre fu[[qﬁ]]A underapproximates pre ;[¢], meaning we can
soundly calculate abstract preconditions like those in ACTL [3,7].

But pre: is not well behaved for f% and the situations for post and ]ags/t are
even less clear.

This paper’s primary contribution is its systematic study of the powerdomains
and Galois connections necessary for sound underapproximation of all four of the
classic predicate transformers. The transformers operate on state sets, and we
will require four powerdomains for sound approximation: two are based on “set
inclusion” approximation, and two are based on “quantification” approximation.
The first two are applied to abstract a logic; the latter two are applied to abstract
state-transition functions. Our study of pre’s abstraction exposes its fundamen-
tal incompleteness, which is repaired by means of a focussed abstraction. We also
see why the expected abstractions of post; and ];5:9/15 5 are unsound, and we use
the powerdomains to define correct, sound underapproximations (which must be
expressed in terms of pre, 1 and pre Fo1s respectively).

The guiding principle throughout our investigation is that property sets, [[(Z)]]A,
are downwards-closed subsets of A. We tailor the abstractions of the four pred-
icate transformers so that their answers are always downwards-closed sets, and
in two cases, this requires that the abstract transition function, f*: A — P(A),
used by the predicate transformer must calculate answer sets that are upwards
closed. We select the appropriate Galois connection with the appropriate pow-
erdomain to abstract f to the appropriate f*.

2 Background

Say that a program’s semantics is defined by (the least fixpoint of) a state-
transition function, f : C'— C. Figure 1 shows a coding of the Collatz function
and its state-transition semantics, drawn as a graph. When f C C' x C is a
non-functional state-transition relation, we model it by f : C' — P(C), and we
use this format hereon.

For calculating postconditions, we lift f to f* : P(C) — P(C) in the usual
way: f*(S) = Ucesf(c). For example, for odd = {2n+ 1 | n > 0}, the strongest
f-postcondition from Figure 1 is f*(odd) = {4, 10, 16,22, - -}.
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P(Nat) Parity ~v(even) = {0,2,4,---}
{0,1,2,3,..} v /any ~(none) = 0, etc.
{0,2,4,...} {1,3,5,...} - = eVif\) odd
ul o none af2,6} = even

o a{0,1,2,3} = any, etc.

div2* : Parity — Parity (3z + 1)* : Parity — Parity
div2f (even) = div2*(odd) (32 + 1)*(odd) = even
= div2* (any) = any (3z + 1)*(even) = odd
div2*(none) = none (3z 4+ 1)*(p) = p, if p € {none, any}

The abstracted Collatz function, f* : Parity — Parity, is f* = ao f* o, that is,

f¥(none) = none f¥(odd) = (3z + 1)*(0dd) = even
f¥(even) = div2¥(even) = any  f*(any) = any

Fig. 2. Parity abstraction of natural numbers and the Collatz function

If a program’s state space is “too large,” we might abstract it. The abstraction
might be a state partitioning [2,25], but more generally it is a complete lattice,
(A, ), such that there is a Galois connection of the form (P(C), C){a, v)(A, C):!
Figure 2 abstracts the concrete domain Nat in Figure 1 to the complete lattice
of parities, Parity, which is applied to abstracting the Collatz function.

Each set, S C C| is abstracted by a(S) € A, and each a € A models the set
~v(a) € C. The Galois connection overapprozimates C, because for all S C C,
S C y(a(9)).

f*:P(C) — P(C) is soundly abstracted by a monotone function, f*: A — A,
iff o f* Cpyma [foaiff f*oy Capiey vo f*[7]. We work only with
monotone functions. The most precise, sound, abstraction of f* is ao f* o~y —
see Figure 2 for an example.

Complete lattice A possesses an “internal logic,” where v(a) interprets the
“assertion” a € A, and for ¢ € C, write ¢ |= a iff ¢ € y(a). This makes f#: A — A
a sound postcondition transformer for f: if ¢ = a, then f(c) = f*(a). Since v
preserves meets in A,2 M4 is “logical conjunction”: ¢ = a; Mas iff ¢ = a; and
¢ E ag. This logic forms the foundation for static analyses based on A.

There is no guarantee that ~ preserves joins; see lattice Sign in Figure 3 and
consider 0 = neg U pos, which holds even though 0 [~ neg and 0 = pos. We can
improve the situation by building the disjunctive completion [7] of A, which is

L' A Galois connection between two complete lattices, P and Q, written P{ca,7)Q, is
a pair of monontonic functions, a: P — @ and v : Q — P, such that idp—.p C yo«
and a oy C idg—q [7,13]. Note that +’s inverse, «, is uniquely defined as a(p) =
M{q|pCpy(g)} and s inverse is v(q) = U{p | a(p) Cq ¢}

2 That is, for every T C A, Naery(a) = v(MT), which is necessary and sufficient for
to be the upper adjoint of a Galois connection.
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Example 1: Sign (v does not preserve Ugign ):

P(Int) Sign
' {..,-1,0,1,2,..} T/any
e —neg\ zero ©_pos
REE fj:j’f’none
{} -
The completed domain expresses more sets in P(Int), and 7 preserves Up L (Sign)
P(int) i
{1,013 — — < {any,neg,z‘ero,pos,none} P l(Slgn)
{2710} = — = (neg,zero,pos, none} _
{e=2,-1,1 2 } 0, 1‘23 T \\’Y _— | {zero,pos,none)
2} g ~—{neg,zero,none} {N€9,pos;none} |
{U}I \\{1\'2’3""} T e‘g, nonej _{zero,none} {pos,none}
—_— — —= {none}
=" >~ { }

Example 2: Parity (the completion adds no new expressibility):

by P, (Parity)
P(Nat) 0123 /Y// {any,even odd,none} ¥

{ R e — {eve odd one}

U| {0,2,4,...} {even,@ne} {oy ,none}

/ {none}
e

Fig. 3. Two examples of disjunctive completion

(P, (A), ©), that is, all downclosed subsets of A, ordered by subset inclusion.?
Here is the resulting Galois connection:

_ F(T) =v*(T) = Uaeary(a)
(P(C), g)(ozo”}/)('Pl(A),g), where Oé_o(S):ﬁ{T ‘ S C T(T)}zl{oz{c} ‘ ce S}

See Figure 3. The downclosed sets ensure monotonicity of key functions, like
injection, {| - [} : A — P|(A) (defined {laf} =|{a} so that a C &’ implies {laf} C
{'[}), without changing 7’s image: 7(|S) = 7(S). Because 7 : P|(A) — P(C)
preserves both joins and meets, we have this useful internal logic for P|(A):

¢ = ald1 Moo | o1 Lo

ckEaiff c € y(a)
cE ¢ Moo iff ¢ = ¢1 and ¢ = ¢
cEd Uy iff ¢ =1 or cl= ¢
The Galois connection is overapproximating, and we can define a sound ab-
straction of f : C — P(C) in the form, f* : A — P|(A); the most pre-
cise such abstraction is ffest = @, 0 f*or. (E.g., in Figure 3, Example 1,

3P (A) ={|T| T C A}, where |T = {a € A|there exists a’ € T, a C4 a'}.
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L3¢ = allflo| (He|d1 Ad2| b1V g2
[-1:£—P(C)
la] =(a) [$1 A 2] = [¢1] N [2]

[[f1¢] = pre;[¢] B
[{fe] = preff[[¢]] [1 V o] = [¢1] U [62]

Fig. 4. Precondition logic

succgcst(neg) = {neg, zero, none} (successor), and in Example 2, di'UQ%est(even)
= {even, odd, none}.)

3 Preconditions

For state-transition function, f : C' — P(C), S’s postcondition is f*(5), but
when f is nondeterministic, there are two useful preconditions:

pre;s(S) = {c|forall ¢ € C, ¢ € f(c) implies ¢ € S} = {c| f(c) C S}
pre;(S) = {c| there exists ¢’ € f(c), ¢ € S} = {c| f(c)N S #0}.

The first computes those states whose f-image lies entirely in S (where the f-
image might be empty); the second defines those states whose f-image has at
least one state in S. We study the two preconditions in their standard logical
representations; Figure 4 gives the syntax and interpretation of the logic. We
write ¢ = ¢ iff ¢ € [¢], e.g., both 12 |= [div2]even and 12 |= (div2)even.

It is important to note that the logic in Figure 4 is not an internal logic of
P|(A) — we have no guarantee that 7 preserves either pre ;; or pre ;; .4 To check

¢ = ¢ within P (A), we must abstract each [¢] € P(C) to a sound [¢]"* € P|(A):
that is, for all ¢ € L, a € A, we require

a € [¢]" implies ¢ € [¢], for all ¢ € y(a)

which is equivalent to requiring that 7[[¢]]A C [#]- We can insert the latter
requirement into the following adjunction situation:

PO)” o1~ — Y 1A RA)*
N N
Lol ﬁa o, 0ol

u

Since 7 : P (A) — P(C) preserves joins as well as meets, we realize the adjunc-
tion as the Galois connection, P(C)°P(ar,,7)P, (A)°P:5 where ¥(T') = Useay(a),
as before, and

4 Giacobazzi, Ranzato, and their colleages have intensively studied this problem, which

is connected to the backwards completeness of f [15,17,25, 26].
> Where (P,Cp)° is (P, Jp).
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@ (9) =U{T | S275(T)} ={a[~(a) € 5}

This is an underapprorimating Galois connection, because S 2 7(a,(S)). We
can use it to define this most precise abstraction of [¢] € P(C):

[6]* = @[]

But such a definition is not finitely computable, and we desire an inductive defi-
nition of [-]*. For each logical connective, opy, interpreted by gy : P(C)erits(k) —,
P(C) in the form,

[[Opk<¢i)i<arity(k ]] - gk([[¢2]])i<arity(k)
its most precise, inductively defined underapproximation is

A A
[[Opk<¢i)i<arity(k)]] = gkzest([[d)i]] )i<arity(k) where gkbest =0y 0gL O ,yamty(k)

Since g, as stated is not finitely computable, we search for a sound ap-
proximation that is. For example, for logical disjunction we settle for

[61V 621" = [¢2]" U [¢2]"
as a sound underapproximation of
A — _
UZS.St([[¢1]]A7 [[d)QH )’ where Ulbjest = Qy 0 UP(C) ° (’Y X 7)

Note that [¢1 V ¢2]" # @aé1 V ¢2]: For example, any € ay[even V odd]
but any & [even V odd]A
similarly for [odd]™).

, where [[even]]A = @y (y(even)) = {even, none} (and

3.1 Abstracting pre;

We apply the above-stated techniques to pre ;(S) = {c| f(c) C S} and its logical
depiction,

[[F1¢] = pre;[¢]-

Using the Galois connections at our disposal, we define (pre f)zes , =00 pregoy
and compute:

The definition is not finitely computable, so we propose ]%fu as a sound under-
approximation — since f* : A — P|(A) overapproximates f’s transitions, f*’s
preimages will correspond to supersets of f’s preimages. This gives the standard
result [8]:



Underapproximating Predicate Transformers 133

Proposition 1. If f* : A — P (A) is overapprozimating sound (that is, oo
JCNEP(C_)HA ftoa), then pre sy is underapprozimating sound: o, (pre;(S)) 2
pre s (@ (5))-

We also have this pleasing result, which shows that the preimage of the best
overapproximation equals the best underapproximation of the preimage:

—~ —~ \b — *
Theorem 2. preg: = (prey),. .., where fbﬁest =Q,0 f*on.
Proof. First, (57e,)’, ,(T) = {a | f*(+(@) € 7(T)}, and next, gie,; (T) =

{a|ds0 f*oy(a) C T}. Assume f*(1(a)) € 7(T); then wzo f*o7(a) C GooT(T).
Since @, (7(T")) C T, we are finished. O

Function f/_, : A — P|(A) has been intensively studied:
Jrew(@) = @0 [ o)) = Ho{c'}|c€rla).c € ()}

Cleaveland, Iyer, and Yankelevich [4] and Dams [9] showed that fgest proves the
most [f]-properties in the logic in Figure 4.

3.2 Abstracting prey
Recall that pre;(S) = {c| f(c) NS # 0}. The concrete semantics,

[(£)¢] = pre;[4]

defines those states that have a successor state in [¢]. We must underapproxi-
mate this set, and we define (pre f)zes , = 0y o prey 0. This gives us

[(H)el" = (pre ), [01"
= {a | for every c € y(a), f(c) NF(T) #£ 0}.
b

best
Clearly, pre;, for f#: A — P(A), is unsound, because f*(a) overestimates a’s

We search for an approximation of (pre f) expressed in the form, pre,.

successors.’ To underapproximate f : C' — P(C), we might try f2(a) = (@ o
froy)(a) ={d' | v(a') C f*[v(a)]}. This looks reasonable, but the consequences
are surprising:

Proposition 3. For g : A — P (A), for T € P|(T), pre,(T) is an upwards-
closed set and is not necessarily downwards closed.

Proof. We first show, if T' # 0, then pre (T) = {a | g(a) # 0}: For a € A,
let g(a) # 0. Then L4 € g(a), because the set is downwards closed. Since T is
downwards closed and nonempty, L 4 € T" as well. This set is upclosed (because
g is monotonic) but need not be downclosed (e.g., when g(1L4) = (), where
Y(La) =0). When T' = (), pre,(T') = (), which is upclosed. O

5 For example, diniest(even) =|{even, odd}, hence even € pre, .» |{even}, yet
best
6 € v(even) and diw2(6) = {3}.
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The result goes against our intuition that propositions are interpreted as down-
closed subsets of A. To make pre,(7") into a downclosed set, it is necessary that
a C 4 o implies g(a) D g(a’), that is, ¢’s codomain must be partially ordered by
D. In such a codomain, we must ensure that set injection is monotonic, that is,
ap £ a; implies {lagl} D {|a1[}, which forces {jaf} =1{a}.

For these reasons, we define underapproximating transition functions of arity,
> A — Py(A), where (P;(A),D) is all upclosed subsets of A, ordered by
superset inclusion.” The following section provides some intuition.

3.3 Interpreting Downclosed and Upclosed Sets

When we use an overapproximating Galois connection, like P(Nat){«, ) Parity,
to analyze a program and we compute that the program’s output is even, we are
asserting, “Veven” — all the program’s concrete outputs are even-valued. The
upper adjoint, v : Parity — P(Nat), selects the largest set modelled by even,

P(Nat), {2n|n€Nalr‘}\g Y

but the program’s output set might be any S C Nat such that S C ~v(even).

This reading applies also to the Galois connection, P(Nat){(@,,7) P, (Parity),
where a downclosed set like {even, odd,none} asserts V{even, odd,none} =
V(even V odd V none) = Y(even V odd) — all outputs are even- or odd-valued.
The program’s output might be any S C Nat such that S C F{even, odd, none}.

What is the dual of an overapproximating “universal assertion”? In the previ-
ous section, we tried using the Galois connection, P(Nat)°F (ar,, 7)P | (Parity)°?
to underapproximate a program’s outputs, but the results were disappointing®
and dubious (cf. Proposition 3).

The desired dual is an “existential assertion”: If an overapproximating even €
Parity asserts “Veven,” then an underapproximating even should assert “Jeven”
— there exists an even number in the program’s outputs. Now, a function like
3z + 1 : Nat — P(Nat) can be underapproximated such that (3z + 1)"(odd) =
{even} — there exists an even number in the function’s output.

This idea extends to compound “existential assertions”: an upclosed set like
{even, odd, any} asserts I{ even, odd, any} = Jeven AJodd AJany = Jeven AJodd
— there exist both even- and odd-valued numbers in the output set.

But there is a problem: How do we concretize an underapproximating set like
{even} into P(Nat)°P? There is no minimal set that contains an even number:

TPi(A)={1T | T C A}, where 1T = {a € A| there exists o’ € T,a’ Ca a}.

8 For example, 3z 41 : Nat — P(Nat) is approximated by (3z + 1)},
@ o (3z41)" o ~. Then, (8z+ 1)5..,(0odd) = @, ((3z+1)*{1,3,5,---}
@.{4,10,16,22,---} = {none} (1)
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Universal (over-approximating) interpretation: {even, odd} asserts V{even, odd} =
V(even V odd) — all outputs are even- or odd-valued; use downclosed sets:

P, (P(Nat)) P, (Parity)
{SIS isasubsetof Nat} =——————— rany even,odd,none} L

\ {even,odd,none} = V(even v odd)